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Abstract:

A novel method of digital speech file cryptography will be proposed. The method will apply speech
encryption-decryption at the bit level. The binary values of the speech samples will be shifted left to a
defined number of rotating left digits. The private key will determine the length of the set of the bits to be
rotated will be selected, the starting bit from where to start rotating and the number of rotating digits. The
speech sample value will be represented in binary using 64 _bits binary representation. Because of the
fractional decimal value of the speech sample, changing the LSBs of the binary value may not affect the
speech sample, so the starting bit for selecting the bits to be rotated will be investigated, and this bit will
be used in the encryption-decryption process to get a damaged encrypted speech file. The private key will
contains the starting bit; the bits set length and the number of rotating left digits, conditional selections of
the private key value will be provided based on analyzing the quality of the encrypted speech files.

The encryption and decryption process of the proposed method will be implemented in one round using a
simple rotate left operation. The proposed method will not need key generation process; the values
included in the private key will be directly used to apply speech encryption-decryption.

The proposed method will be implemented using various speech files, the obtained results will be
analyzed using quality, speed and sensitivity analysis to prove the efficiency of the proposed method.
Keywords: DSF, cryptography, PK, SB, BSL, NRLD, SBM, MSE, PSNR.
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Introduction

Digital speech file (DSF) is a set of speech sample organized in one or two columns matrix. Speech sample has the
following features [1-10]:

Sample value is a double data type value.

Sample value can be positive or negative (signed value).

Sample value is a decimal fraction.

The sample value is within the range -1 to +1.

The decimal value of the sample can be converted to binary and vice versa using a 64_bits binary representation.
The binary value of the speech sample as shown in figure 1 is divided into three parts (sign, value and exponent)
[11-15].

g=quantizer({'double");
Sample=(0.1237
Binary=num2bin(g.Sample)

0 0111111101111111010101011001101100111101000001111100 10000100110

f f Value "‘ E::t" f

Sign 64
Index: 1 2 3 4

[#]]
Lh

Figure 1: Speech sample binary value

Changing any of the most significant bits (MSB) starting from 1 to 24 will much affect the sample value (see table
1).

Changing the least significant bits (LSB) starting from bit 25 to 64 will not much affect the speech value (see table
1).

To obtain a high degree of encrypted file destruction the bits from 1 to 24 must be affected.

Table 1: Effects of changing sample binary value bits

Initial sample value: 0.419

Binary:

0011111111011010110100001110010101100000010000011000100100110111

Changed bit index New sample value Changed bit index New sample value
2 7.5323e+307 26 0.4190
3 3.1250e-155 27 0.4190
4 3.6186e-078 28 0.4190
5 1.2313e-039 29 0.4190
6 2.2714e-020 30 0.4190
21 0.4195 61 0.4190
22 0.4192 62 0.4190
23 0.4191 63 0.4190

Based on the results shown in table 1 we can recommend using bits 1 to 24 for data cryptography [13-20], and using
bits from 25 to 64 for data steganography [1-12].
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DSF for analysis can be represented as shown in figure 2 by: speech wave plot, speech histogram, decimal matrix
and speech binary matrix (SBM). The SBM can be easily obtained by converting the reshaped to one row matrix the
speech decimal matrix using 64_bits binary representations, SBM can also be easily converted to decimal matrix
using the same binary representation [16-23].

x10* Histogram

15

-0.0000916 0.0000305 0.0003662 0.0003662 0.0003967 0.0004578 0.0002136 -0.0000305

10111111000110000000000000000000000000000000000000000000000000 o 0
00111111000000000000000000000000000000000000000000000000000000
00111111001110000000000000000000000000000000000000000000000000
00111111001110000000000000000000000000000000000000000000000000
00111111001110100000000000000000000000000000000000000000000000
00111111001111100000000000000000000000000000000000000000000000
SBM  00111111001011000000000000000000000000000000000000000000000000
10111111000000000000000000000000000000000000000000000000000000

0 0
0o 0
0 0
0 0
0 0
0 0
0 0
LSB33 LSB2 LSBl

Figure 2: DSF presentation

DSF is one of the most circulated through the internet digital data type, it is used in many important computer
applications, and most of these applications require securing the DSF from being hacked [24-31].

Data cryptography is one of the easiest ways to protect DSF. DSF cryptography as shown in figure 3 is implemented
by the encryption and decryption functions. Encryption function (figure 3 (a)) manipulates the source DSF and the
private key (PK) to produce a damaged encrypted DSF, while decryption function (figure 3 (b)) manipulates the
encrypted DSF and the PK to produce a decrypted identical to the source file DSF [32-40].

The aim of this paper research is to introduce a new method of DSF cryptography to overcome some disadvantages
of the standard methods of data cryptography such as DES and AES [1-10] methods by providing the following
enhancements [41-50]:

Encrypting and decrypting DSF, which are difficult to process using standard methods.

Increasing the degree of encrypted DSF destruction by increasing the value of mean square error (MSE), measured
between the source and encrypted DSFs [30-35], and at the same time decreasing the value of peak signal to noise
ratio (PSNR) measured between the source and the encrypted DSFs [51-56].

Recovering the source DSF by producing a decrypted DSF identical to the source one (MSE=0, PSNR=infinity) [57-
63].

Simple process of PK manipulation, there is no need to generate secret keys [64-70].

Encryption and decryption processes will be implemented in one round.

Replacing the complex sequence of logical and arithmetic operations used in standard method by a simple rotate left
operation [6-10].

Treating the whole DSF without the need to divide it into blocks as in standard methods.

Simplicity of converting decimal values of the speech samples to binary and vice versa, and simplicity of treating
any set of the bits of the binary values.

Providing a good speed of DSF cryptography.

Securing the DSF by using a simple PK.

Sensitive using of the PK in the decryption process, this process must use the same PK used in the encryption
process[40-36].

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 95



Ziad Al Qadi et al, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.1, January- 2024, pg. 93-105
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(b)
Figure 3: DSF cryptography process

The Proposed Method

Speech samples is a decimal fraction represented by a 64 bits binary number, this big number of bits give use the
ability to change low LSB bits without affecting much the sample value, and at the same time allow us to change
high order LSBs to apply minor changes in the speech sample value. To get an encrypted DSF with high degree of
destruction the high order bits must be selected to add big changes in the encrypted sample value [5-12]. Table 2
shows the effects of changing various bits in the source speech sample value by applying rotate left operation:

Table 2: Effects of changing sample bits with various orders (source sample value 0.173)

Number of Starting bits Number of Encrypted Decrypted MSE PSNR
bits rotating left value value
digits

63 2 40 1.9125e-180 0.173 0.0299 0

30 5 11 6.4844e-072 0.173 0.0299 0

10 2 6 1.9818e+250 0.173 Infinity 0

15 30 9 0.1730 0.1730 1.4842¢-014 283.3237
20 32 10 0.1730 0.1730 8.3989¢-015 289.0174
20 40 7 0.1730 0.1730 9.3726e-021 426.0757

In the proposed method the high order bits (MSBs) will be used to achieve high values of MSE and low values of
PSNR between the source and the encrypted DSFs, and based on the obtained results the following conditions must
be applied when using the proposed method (see table 3):

Starting bit (SB) must be less or equal 11.
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Bits set length (BSL) must be greater than 1 and less than 64.
Number of rotating left digits (NRLD) must be less than BSL.

Table 3: The recommended selected order of the sample value

Starting bit MSE PSNR
2 5.8637e-004 29.8751
3 5.8637e-004 29.8751
4 5.8637e-004 29.8751
5 5.8637e 29.8751
6 5.8637e 29.8751
7 5.8637e 29.8751
8 5.8637e 29.8751
9 5.8543e-004 29.8911
10 4.0089e-004 33.6778
11 3.9882e-004 33.7295
15 5.4334e-006 76.6890
20 5.1817e-009 146.2410
30 0 Infinity
34 0 Infinity

The PK contains the values of three parameters:

SB: starting bit and it is recommended to be from 1 to 11.

BSL.: bit set length; the value of this parameter is between 2 and 64.
NRLD: number of rotating left digits and it must be less than BSL, for the decryption function NRLD must equal
NRLD subtracted from BSL.
Figures (4 and 5) show how to apply encryption-decryption using rotate left operation:

g=quantizer('double’);

BSL=35;
SB=10;

NRLD=15;

% Encryption
51=0.359;
S2=num2bin(g,51);
83=S2(SB:SB+BSL-1);
S4=rotl(S3,NRLD);
S2(SB:SB+BSL-1)=54;
S55=bin2num(g,52);

[r]l r2][=PSNR_RGEB(s5,51)

-

Bitl0 Bit34

0011111111010110111110011101101100100010110100001110010101100000

S3=

10101101111100111011011001000101101

S4=

11011011001000101101101011011111001

S1=
0011111111101101100100010110110101101111100100001110010101100000
S5= 09240

Set of bits=35
Strating bit =10
Number of rotating left=15

Figure 4: Encryption using rotate left operation
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S5=0.9240
%o Decryption S; _
SB]§E1=[::: 0011111111101101100100010110110101101111100100001110010101100000

. 87 =

NRLD=15
S6=num2bin(q,S5) * ;;[:ll[lllﬂ[}lﬂ[}[llﬂllﬂl1[}1011[}111110[}1 Rotate left 35-15=20
87=S86(SB:SB+BSL-1)

10101101111100111011011001000101101
88=rotl(S7,BSL-NRLD) S6 =
SE(SB:SB-I_BSL_I}:SB 0011111111010110111110011101101100100010110100001110010101100000
89=bin2numi{q,S6) SO —

0.3590

Figure 5: Decryption using rotate left operation

The proposed method encryption process will simply implemented applying the following steps:
Step 1.
Inputs preparation:
Get the DSF.
Get the file size.
Reshape the file to one row matrix.
Get the PK (get the values of SB, BSL and NRLD.
Step 2:
Encryption:
Convert the DSF row matrix to binary using 64_bits binary representation to get SBM.
For each sample rotate left the set of selected bits NRLD times.
Convert the resulting SBM to decimal.
Reshape back the matrix to the original size to get the encrypted DSF.
The process of decryption will be applied using the same steps as for encryption process, but the rotation will be
applied by rotating left the bits number of times equal NRLD subtracted from BSL.
Below is a mat lab code, which can be easily used to run the proposed method:
:Encryption
[c]l fsl]=wavread('C:\Users'win 7\Desktop'voices\al.wav');
[nnl nn?]=size(cl);L1=nnl*nn2;
c2=reshape(cl,1.L1);
g=quantizer({'double');
c3=num2bin(q.c2);
BSL=30;
SB=2;
NELD=23;
51=c3;
for =1:L1
81(i,SB:SB+BSL-1)=rotl($1(i,SB:SB+BSL-1).NRLD);
end
52=hin2num(qg,S1)";
S3=reshape(S2.nnl nnl);
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;:Decrvption

S4=reshape(83,1.L1);

S5=num2bin(g,54);

BSL=30;

SB=1;

NRLD=23;

for i=1:1L1
S5(i,SB:SB+BSL-1)=rotl(S5(i,SB:SB+BSL-1), BSL-NRLD);

end

S6=hin2?num(qg.85)";

S7=reshape(S6.,nnl.nn2);

function res=rotl{(bin, d) %% Left rotation of d hits
if d=1
res=rotl([bin{2:end) bin(1)], d-1);
else
res=[bin(2:end) bin(1)];
end
end

Implementation and Results Discussion
A set of DSF were selected, table 4 shows the basic information of these files:

Table 4: Selected DSF basic information

DSF number Size Length in sample Length in bytes
1 64448x1 64448 515584
2 82880x1 82880 663040
3 160768x2 321536 2572288
4 100352x2 200704 1605632
5 113664x2 227328 1818624
6 215040x2 430080 3440640
7 86016x2 172032 1376256
8 66560x2 133120 1064960
9 106496x2 212992 1703936
10 136192x2 272384 2179072

The main objective of the crypto system is to produce a damaged encrypted data, the method of cryptography can be
evaluated based on the degree of file destruction, a good method of cryptography must maximize the MSE value and
must minimize the PSNR value measured between the source and the encrypted DSFs.

Several values of the starting bit of the set of bits to be rotated were selected as follows:

Low index bit (High order of LSB).

Medium index.

High index.
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The selected DSF were processed using the following PK:

PK:

BSL=30;

SB=2; Low index (hich LSE order)
NRLD=23;

Table 5 shows the obtained quality parameters measured between the source and the encrypted DSFs, while figure 6
shows a sample outputs:

Source DSF T Histograms

0.2

U-W

-0.2

0 2 4 6 g

x 1075

Encrypted DSF

0 2 4 B 8

*x 10
Decrypted DSF

x10*

Figure 6: Sample outputs using BS=2

Different indexes of SB were used and the selected DSF were implemented using these bits, and tables 5 and 6 show
the obtained quality results:

Table 5: Quality parameters using low ordered index BS

DSF number Used SB MSE PSNR

1 3 0.0010 42.3624
2 4 6.3281e-004 45.1077
3 5 7.4867e-004 43.5608
4 6 9.7069e-004 44.3725
5 7 2.0667e-004 35.6258
6 8 1.9001e-004 30.4175
7 9 2.7587e-004 42.1592
8 10 1.9106e-004 50.4415
9 2 2.6946e-004 38.6548
10 2 5.8637e-004 29.8751
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Table 6: Quality parameters using high ordered index BS

DSF number Used SB MSE PSNR

1 15 9.8398e-006 88.9695
2 16 1.5704e-006 105.0964
3 25 1.2099¢-013 269.0192
4 26 0 Infinity
5 30 0 Infinity
6 31 0 Infinity
7 32 0 Infinity
8 33 0 Infinity
9 34 0 Infinity
10 35 0 Infinity

From tables 5 and 6 we can see the following:

Using low ordered bits of the speech samples values will increase The MSE value and at the same time decrease the
value of PSNR, so to achieve a high degree of destruction in the encrypted DSF it is recommended to use the low
ordered indexes bit in the crypto process.

Using high ordered indexes of the speech sample binary values will add a minor changes to the samples values, so
theses bits are not recommended to be used in the crypto method , they keep the MSE low and keep the PSNR high,
they can be efficiently use in a stego system [70-82].

Conclusion

A simple method of digital speech cryptography was proposed; the method used a simple rotate left operation to
apply speech encryption-decryption. The rotation operation was implemented based on the private key values, these
values were used to determine the starting bit in the samples binary values where to start rotating, the number of
digits for rotating was also determined and the set of the bits to be rotated.

The proposed method was tested and implemented using various digital speech file. The quality of the encrypted
files was examined and it was shown that using the low ordered indexes of the binary values of the speech samples
is the best choice to achieve a high degree of destruction in the obtained encrypted files.
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