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Abstract: An efficient method of audio file cryptography will be introduced, the method will decrease
both the encryption and decryption times comparing with other existing methods, the method will speed
up the process of audio file cryptography. The introduced method will use a variable number of rounds
for audio file cryptography, each round will use a block size, number of blocks and generated indices
keys, these parameters will be variable and change from round to another. The private key will have a
variable length, and it will depend on the selected number of rounds (192 bits for each round), this length
will be good enough to produce a huge key space capable to resist hacking attacks, the produced
decrypted file will be very sensitive to the selected values of the private key. The introduced method will
be simple and easy to implement, it will use a simple chaotic logistic map model to generate the required
for each round indices key. The introduced method will use a simple substitution operation to apply audio
file samples substitution without altering the samples values and without using any extra logical and
arithmetic operations (required for other existing methods). The introduced method will be tested and
implemented using mat lab; the obtained results will be used to show that the method will satisfy the
requirements of good crypto method.
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Introduction

Audio files (AF) are used in various important applications; they might be secret, private, containing confidential
data, so they require protection from being hacked especially if the communication network is not secure[1-10].

One of the most popular and easiest techniques used to protect AF is AF cryptography [11-15], this process
completely destroy the AF so that it cannot be understood when heard by ear before sending and recovering the
original AF after receiving, the sender uses the encryption function and the private key (PK) to produce a cipher
encrypted AF, while the receiver uses a decryption function and the PK to produce a decrypted AF [16-22].

A good crypto method must meet the following requirements [23-30]:

Security, the method must provide a high level of security, this can be achieved by using a PK with length greater or
equal 128 bits, this length will be good enough to provide a huge key space capable to resist hacking attacks, the
produced decrypted AF must be sensitive to the selected values of the PK [31-37].

Efficiency, the method must provide a high speed of AF encryption and decryption, it must minimize both the
encryption and decryption times [38-42].

Low quality of the encrypted AF, the mean square error (MSE) [43-50] calculated between the source and the
encrypted AFs must be high, while the peak signal to noise ratio (PSNR [51-58) calculated between them must be
low.

Excellent quality of the decrypted AF, the MSE calculated between the original and the decrypted AFs must be zero,
while the PSNR value calculated between them must be infinite [59-65].

Easy to implement, the method must simplify the processes of key generation, AF encryption and AF decryption
[66-74].

Flexibility, the method must be efficient in handling any AF with any size.

The aim of this paper research is to introduce a new method of AF cryptography, which will meet the above
mentioned requirements and use a multiple variable number of rounds, variable block size and variable number of
blocks,

Related Works

Many methods were introduced for data cryptography, (including AF) [1-10] cryptography, a lot of these methods
were based on standard methods of data cryptography such as DES, 3DES, AES, RC2, RC6 and BF, these methods
share some features, and some of these features can be considered as weak points, which required enhancements,
these features are:

Data blocking, all of the standard methods allow data blocking, the block size is small and fixed (for DES, 3DES,
RC2 and BF the block size equal 64 bits, for AES and RC6 the block size is equal 128 bits), the proposed method
will use a variable length block size, it will be selected by the user and can have a length from 1 sample to the AF
size.

PK length, some of the standard methods uses a short PK, while other uses longer PK (DES uses 56 bits PK. while
BF uses 448 bits), the proposed method will use 192 bits for each round (768 bits when using 4 rounds).

Speed, standard methods have a low speed especially when they are used to treat data with big size such as AF, the
proposed method will provide a high speed and it will significantly speed up the process of AF cryptography
comparing with standard methods.

Security, these methods provide low level of security (DES based) and moderate level of security, the proposed
method will increase the level of security based on the increase in the PK length.

Rounds, each standard method are applied in a fixed number of rounds, the proposed method will be implemented
using variable number of rounds (at least one), this number will be selected by the user.

In standard method the rounds are used to treat the same block, the proposed method will treat the AF completely.
Altering the data, all standard based methods change the values of the AF samples, the proposed method will not
add any changes to samples values, they will remain the same without any changes, but they will be substituted,
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Simplicity, the standard methods are not simple, they use a complicated sequence of logical and arithmetic
operations repeated in each round, the proposed method will replace this sequence by using a simple substitution
operation.

The Proposed Method
The proposed method will use a complicated private key (PK) [5-10], this key will contain the values of the
blocking factor (P) and the values of chaotic logistic pairs r and x as shown in the example shown in figure 1:

P1=0.042;P2=0.06;P3=0.015;P4=0.021;
r1=3.77:x1=0.11;r2=3.82;x2=0.16;
r3=3.67:x3=0.13;r4=3.89;x4=0.26;

Figure 1: PK example

The double fractional values of P are to be used to calculate the rounds block sizes (BS) and number of blocks (NB)
as shown in figure 2:

BS1=fix(L*P1);NB1=fix(L/BS1);
BS2=fix(L*P2);NB2=fix(L/BS2);
BS3=fix(L*P3);NB3=fix(L/BS3);
BS4=fix(L*P4);NB4=fix(L/BS4);

Figure 2: Calculating the values of BSs and NBs

Each pair of r and x values with the associated NB value will be used to run a chaotic logistic map model (CLMM)
to generate a chaotic key (CK), the CK then will sorted to form the indices key (IK) for the associated round,
CLMM is a very simple mathematical model and it can be easily implemented as shown in figure 3]5-13]:

for i=1:NB1
xl=x1*r1*{1-x1);
CEl{ij=x1;
end

[eel IK1]=sort{CK1);

Figure 3: CLMM to generate round IK

The proposed method can be implemented using variable number of rounds, at least one round is required, in the
implementation part we will use 4 rounds, here each round will use its own values of BS, NB and IK.

The PK will have a length of 768 bits (192 bits for each round), this length will good enough to provide a huge key
space capable to resist any hacking attempts, also the produced decrypted audio file will be very sensitive to the
selected values of the PK, any minor changes in the PK in the decryption phase will produce a damaged audio file
and these changes will be considered as a hacking attempt.

The encryption and decryption process will be applied by using a simple operation without the need to execute a
complicated sequence of logical and arithmetic operations (used in other existing method of audio file
cryptography), this operation will substitute the audio file blocks based on the contents of the round‘s 1K, figure 4
illustrates an example of using this operation in the encryption and decryption phases:
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Figure 4: Audio file blocks substitution

The encryption phase of the proposed method will be implemented applying the following steps:

Step 1: Inputs initialization:

Get the audio file.

Get the audio file size.

Reshape the file to one row matrix.

Get the PK.

Step 2: Calculation:

Calculate BS for each round using the values of P.
Calculate the NB values for the rounds.

Step 3: IKs generation:

For each round use the associated NB, r and x to call the key generation function.

Step 4: Encryption:

For each round call the encryption function to apply the round encryption phase.

Step 5: Reshape back the encrypted audio file to original size.

The decryption phase will be implemented applying the same steps as for encryption phase, but instead of using
encryption function the decryption function must be used.

Below are the required functions for the proposed method

Encryption algorithm:
Inputs:

NB, BS, IK, Source data (SD)
Output:

Encrypted data (ED)
Process:

1=1;

While i<=NB do

C=IK (1)

ED (1, BS*(1-1): BS*(1-1) +BS) = SD (1, BS*(C-1): BS*(C-1) +BS)
End while

Decryption algorithm:
Inputs:
NB, BS, IK, Encrypted data (ED)
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Output:

Decrypted data (DD)

Process:

1=1;

While i<=NB do

C=IK (1)

DD (1, BS*(C1): BS*(C-1) +BS) = SD (1, BS*(I-1): BS*(I-1) +BS)
End while

Indices key generation algorithm:
Inputs:

NB, r, x (ED)
Output:

Indices key (IK)
Process:

1=1;

While i<=NB do
X=x*r*(1-x)

CK (D=x

End while

[SSD IK}=sort (CK)

Implementation and Results Discussion
The proposed method was implemented using mat lab 7 and a PC with the following specifications:

Processon Intel(R) Core(TM] i5-3210M CPU @ 2.50GHz 2.50 GHz
Installed memory (RAM): 400 GB

System type: 64-bit Operating System

Pen and Touch: Mo Pen or Touch Input is available for this Display

The proposed method was tested using various in sizes AFs, the encryption time (ET) was calculated and compared
with other methods times, and table 1 shows the obtained results.

Table 1: Obtained ET for various methods

AF size (sample) Encryption time (second)

Introduced in | DES 3DES AES RC2 RC6 PF

this paper
47315 0.0210 7.835670 9.1080 7.5278 10.9830 4.3705 1.2135
133120 0.0270 12.40491 13.0656 10.7988 15.7554 6.2696 1.7408
145408 0.0290 12.1616 14.1363 11.6837 17.0465 6.7833 1.8835
172032 0.0310 14.5971 16.9673 14.0235 20.4603 8.1418 2.2606
200704 0.0317 17.0184 19.7818 16.3497 23.8542 9.4923 2.6356
212992 0.0320 17.6775 20.5479 16.9829 24.7780 9.8599 2.7377
321536 0.0350 29.5456 34.3431 28.3846 41.4132 16.4796 45757
430080 0.0460 42.5104 49.4130 40.8400 59.5855 23.7109 6.5835
Average 0.0316 19.2189 22.1704 18.3239 26.7345 10.6385 2.9539
Average throughput | 6424.9 010.6 9.2 111 7.6 19.1 68.7
(K samples  per
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second)

Speed up of the | 1.0000 606.1226 | 698.3587 578.8198 | 845.3816 336.3822 | 93.5211
proposed method

From table 1 the following are seen:

The proposed method comparing with other methods decreased the encryption time for various AF sizes (see figure
5).

The proposed method increased the speed of AF cryptography and it provided a significant speed up comparing with
other existing methods of AF cryptography.

Standard methods require a small time to encrypt-decrypt AF with small sizes, this time will rapidly increase when
increasing the AF size, While the proposed method required a small time to encrypt-decrypt AF with small size, and
this time is slowly increased when increasing the AF size, so we can recommend using the proposed method to
encrypt-decrypt any AF with any size.

ET comparisons

60 ! ! ! ! ! ! ! !
Introduced '
0f-ct| ——DES 7 S S A
' 3DES ' ' d ’
40 ; D ATV
5 : : : : :
£ ' ' ' ; '
830 : ; : :
3 ? ! !
= : g :
w : : :
20 _
1 . | _—
0 I ' | |
0 0k 1 15 2 25 3 35 4 45
AF size (sample) % 1[]5

Figure 5: Various methods ET comparisons

AF blocking is required to reduce the encryption-decryption time, increasing the BS will decrease both these times,
to show this a AF with 536474 samples was encrypted-decrypted using various BSs, and table 2 shows the obtained
speed results:

Table 2: ET when changing the BS
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BS1 BS2 BS3 BS4 ET (second)
1(no blocking) 1(no blocking) 1(no blocking) 1(no blocking) 2343.3
53 53 53 53 0.6130
268 268 1126 1663 0.2470
53647 53647 536 53 0.2410
536 536 536 536 0.2230
53647 53647 53647 53647 0.0560
214589 214589 214589 214589 0.0520

An AF with 536474 samples was selected and processed using the proposed method with one round, the value of P
was changed to produce various values of NB and BS, the encryption time was calculated and table 3 shows the

obtained results:

Table 3: Encryption time using one round and varying the value of P

NB BS (samples) ET(seconds)
536474 1(no blocking) 566.5820
134118 4 22.7100
67059 8 2.9170
31557 17 0.6210
15327 35 0.2390
7555 71 0.1610
3777 142 0.1210
1888 284 0.0980
235 2275 0.0350
117 4551 0.0200
58 9102 0.0200
39 13653 0.0200

From table 3 it is shown that the BS must be at least equal 300 samples to optimize the encryption time, here
increasing the NB value will increase the encryption time and increasing the BS value will decrease the encryption
time as shown in figure 6.
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Figure 6: ET vs NB and BS

The quality of the proposed method was tested, the decrypted AFs were always have excellent quality, the NSE
value measured between each AF and rhe decrypted AF was always equal zero, while the PSNR value was always
equal infinite. The quality of the encrypted AF was always poor, the MSE value measured between the source AF
and the encrypted one was always high, while the PSNR value measured between them was always low. Figure 7
and 8 show some example outputs which prove that the proposed method satisfied the quality requirements of good

crypto method.

Source DSF
im(2000:2009.:)

0.0241
-0.0094
-0.0180
-0.0157
-0.0186
-0.0040
-0.0059
-0.0019

0.0357
-0.0116

0.0051
-0.0118
0.0050
-0.0027
0.002%
0.0047
-0.0045
0.0007
0.0140
-0.0057

Encrvtted DSF
m44(2000:2009,:)

0.0251
0.0368
0.0320
0.0266
0.0180
0.0210
0.0235
0.0406
0.0138
0.0224

Figure 7: Sample output samples of the AF

0.0432
0.0306
0.0582
0.0564
0.0584
0.0800
0.0985
0.0866
0.0755
0.1227

0.0241
-0.0094
-0.0180
-0.0157
-0.0186
-0.0040
-0.0059
-0.0019

0.0357
-0.0116

Decrvpted DSF
m&8(2000:2009,:)

0.0051
-0.0118
0.0050
-0.0027
0.0029
0.0047
-0.0045
0.0007
0.0140
-0.0057
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Figure 8: Source, encrypted and decrypted AF samples and the associated histograms

Conclusion

An efficient method of audio file cryptography was proposed, the method comparing with other existing methods
reduced the encryption time and the decryption time, and it enhanced the speed of AF cryptography by providing a
significant speed up. The obtained results proved the fact that the proposed method satisfied the encryption and
decryption quality requirements of good crypto method. The proposed method used a complicated private key with
192 bits and this length was increased when using more than 1 round. The private key was used to divide the AF
into blocks, the blocks size in various rounds was variable, the private key was also used to generate a required
indices key for the selected round , each indices key was used to substitute the blocks of the associated round, the
secret key length was variable and it was generated by running a simple chaotic logistic map model. The proposed
method was simple and easy to implement. It used a simple functions for key generation, AF encryption and AF
decryption, the encryption and decryption process were applied by using simple blocks substitution operation
without altering the AF samples values and with using any logical and arithmetic operations,

The proposed method was tested and implemented using various AFs and the obtained results proved that the
proposed method satisfied the quality, speed and security requirements of good crypto method.
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