Available Online at www.ijcsme.com

I nter national Jour nal of Computer Science and M obile Computing

A Monthly Journal of Computer Science and | nformation Technology

ISSN 2320-088X
IJCSMC, Vol. 2, Issue. 7, July 2013, pg-8@5

RESEARCH ARTICLE|

Enhancing Content Security using MD5 &
UTF8 Encoding at Window Azure Cloud

Harjinder Kaur?', Sarpreet Singh?
'Research Fellow, Sri Guru Granth Sahib World Ursitgr Fatehgarh Sahib, Punjab, India
“Assistant Professor, Sri Guru Granth Sahib Worlivehsity, Fatehgarh Sahib, Punjab, India

! sidhu89harry@yahoo.com;  ersarpreetvirk@gmail.com

Abstract— Cloud computing is a model for enablingrovenient, on-demand network access to a shared poo
of configurable computing resources. Data security one of the biggest concerns in adopting Cloud
computing. In Cloud environment, users remotely cheir data and relieve themselves from the hassf
local storage and maintenance. However, in this pess, they lose control over their data. Since taa
transmission on the internet or over any networkeeavulnerable to the hackers attack. We are in gresed

of encrypting the data. So, in this paper we deberithe enhancement in security using MD5 & UTF8
Encoding schemes. In this work we also include arsiture to add more security while uploading the
contents & also by making restrictions on the nunrh transactions per user.
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. INTRODUCTION

Cloud computing is the long dreamed vision of cotimguas a utility, where data owners can remotédyes
their data in the cloud to enjoy on-demand highliquapplications and services from a shared pdol o
configurable computing resources. Cloud is a negirtess model wrapped around new technologies ssich a
server virtualization that take advantage of ecamenof scale and multi-tenancy to reduce the cbstsing
information technology resources. It also brings/rand challenging security threats to the outsalidata.
Since cloud service providers (CSP) are separatengstrative entities, data outsourcing actuallinguishes
the owner’s ultimate control over the fate of thsta.

The term cloud computing probably comes from (asiepartly) the use of a cloud image to repredeat t
Internet or some large networked environment. W&tdmare much what'’s in the cloud or what goes logrée
except that we depend on reliably sending datadoreceiving data from it. Cloud computing is nosgaciated
with a higher level abstraction of the cloud. lastef there being data pipes, routers and sertr@ are now
services. The underlying hardware and softwareetivarking is of course still there but there is nbigher
level service capabilities available used to bualgblications. Behind the services are data and atenp
resources. A user of the service doesn’'t necegsezaile about how it is implemented, what techn@sgire
used or how it's managed. Only that there is actessand has a level of reliability necessarymeet the
application requirements. Cloud computing reallyaiscessing resources and services needed to perform
functions with dynamically changing needs. An aggdion or service developer requests access frenltud
rather than a specific endpoint or named resoMffeat goes on in the cloud manages multiple infeastires
across multiple organizations and consists of anenore frameworks overlaid on top of the infrastanes
tying them together. Frameworks provide mechaniems
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« self-healing

» self-monitoring

e resource registration and discovery

« service level agreement definitions

In the context of distributed environments, datal applications are deployed at various geographical

locations and needs to be available locally mogheftime. Authentication is one of the key consemsuch
environment. When a user accesses server progemstely, the first important step is that the semweist
authenticate the fact that the client runs on Hbebfla legitimate user. This fact also applies e tloud
computing paradigm. Cloud computing [1] makes edsieusers to access services distributed acrussriet.
However, the cloud infrastructure is a bit diffardrom traditional client/server infrastructure.oQt is a
dramatically evolving distributed environment, witbhich millions of users sign in more than one ioill
supporting websites. Thus the authentication efficy and manageability are the primary objectiteshort,
to provide a secure and efficient authenticatioma@ism is important.

Usually, encryption and authentication are combittegdrovide stronger security to information. Ematign
helps to ensure that information within a sessemat compromised. In the past, authentication alesst
synonymous with password based encryption [2] systevhere the key for authentication is deriveahfribe
password. But today’s security system must do nmsureh as involving multi-factor authentication, aniizing
a large number of cryptographic objects;.. However, from a client's point of view, no matteow the
authentication and encryption measures vary, cdames is as important as security. A secure butpticated
solution would not be popular. While authenticatigmovides proof of identity, encryption ensures
confidentiality, but both do not describe the geges an entry processes. This is called accegsotomho
manage access control to encrypted content storedlistributed untrusted storages is a practical and
challenging topic. Most access control models megai great deal of trust in the server operatonuhthe
operator prove unworthy of this trust, he or shelé¢@buse the server’'s key material to decryptdaty stored
on the system. Thus an access control mechanidmiest trust on access server is preferable.

II. CONTENT STORAGE IN CLOUD COMPUTING

High-level architecture description of cloud datetent storage services is illustrated in Fig. heT
architecture consists of four different entitielsta owner, user, cloud server (CS), andThird party Auditor
(TPA).

Here the TPA is the trusted entity that has experind capabilities to assess cloud storage seourivehalf
of a data owner upon request. Under the cloud pgmadhe data owner may represent either the iddadi or
the enterprise customer, who relies on the cloudesdor remote data storage and maintenance, lausl is
relieved of the burden of building and maintainiogal storage infrastructure.

Cloayd Servdca Provider

Fig. 1 Storage Architecture of Cloud Computing
In most cases cloud data storage services alsdderdenefits like availability (being able to acsafata
from anywhere), relative low cost (paying as a fiow of need), and on demand sharing among a gobup
trusted users, such as partners in a collabortgm or employees in the enterprise organizatigf.[3
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[ll. SECURITY IN CLOUD COMPUTING

Cloud computing is becoming very popular compupiagadigm for network applications in open distrézlit
environments. In essence, the idea is to hostwsi@pplication servers in a virtual network envinemt (Cloud)
and offer their use through the concept of (Welg) ather services. Contrary to classical networkiegpons
approach in the form of client—server model, in@d environment users do not access individualiegtjpn
servers, do not establish direct connections vhighnt, do not send request messages directly to Hesers,
and do not receive direct replies from them. Indtedients access those application servers thralgind
access proxies, special servers that perform gubgisand exporting various (usually Web) serviceailable in
a cloud. In such environments, security has muchkerimportant role than in classical network, cleserver,
environments. Not only that the same, standardjrigcservices are needed (authentication, authbam,
confidentially, integrity, authorization, etc.), thilneir provision must be offered to clients trassmtly and in
an environment comprising distributed components @glegated authorities. Cloud computing makesrggcu
not only much more important, but also much mofécdit to organize and manage, due to the trarepuar
nature of cloud resources, components, and services

There are still many open and interesting issugarding cloud computing paradigm and standardstilte
evolving. But, it is a general opinion that sequi#t indeed one of the most important issues. énrédtent IDC
report over 74% of users think that security is d@mt issue for widespread use of cloud computergises.

3.1 Magjor Risksof Cloud Computing Security

There are a lot of security issues in cloud conmgusiervice environments such as virtualizatiortritisted
big data processing, serviceability, traffic-handli application security, access control, authatibao,
cryptography and etc. Especially, data access usangpus resources needs user authentication aressic
control model for integrated management and comroloud computing environments.

Cloud computing security is a hot topic for resbaits freshness, interestingness and recognitieated an
appeal for researches to pursue this topic in fipedilany security concerns evolved while weighitige
benefits of using cloud computing over local resesr Below are the major risks introduced by teidlare:

Data Storage

Legal and Regulatory Risks
Privacy and Confidentiality
Availability

Integrity

Computationally feasible
Proper usage metering
Internal and external attacks
Abusing cloud’s resources

OO0OO0OO0OO0OO0OOO0OO

IV. PROPOSED SCHEME TO ENHANCE SECURITY IN DATA STORAGE

Encryption helps to ensure that information withisession is not compromised. Authentication are s
control measures ensure legitimate and appropaietess to information, and prevent inappropriatess to
such resources. While encryption, authenticatiahaatess control each has its own responsibilisesuring a
communication session, a combination of these thmeehanisms can provide much better protection for
information. So, this work proposed a enhanced agugr using MD5 & UTF8 encrypting schemes. It also
includes the signature & restricts the number afisactions per user to enhance the security.

4.1 Proposed M odel

The proposed modal focuses on following three divies which are helpful in increasing the secudty
content/data storage and are simulated by visudicsenvironment using Azure Cloud.

a. To propose Enhanced Security Scheme using MDH B8 Encoding Schemes.

b. To implement security by adding digital signatur

c. Restrict roles as per their transactions.

In this proposed work, admin has a single duty thab make restrictions over number of transastipar
user as per his role. After login, the user camaghlthe text or image data only if they have aagdaction left.
When user upload any type of data then it is satedindow azure cloud in encrypted form locked wdtbital
signature.

© 2013, IJICSMC All Rights Reserved 82



Harjinder Kauret al, International Journal of Computer Science and MoBibmputing Vol.2 Issue. 7, July- 2013, pg. 80-85

4.2 Basic Block Design
Data Storage in Cloud Computing reached to veryh Heyvel so; security is the need of the Cloud
Environment. This proposed enhanced scheme use D3F8 Encoding schemes & add signatures to lock

the data for more security.

Admin

Window Azure
Restiction on No.
of Transactions
Download

Check Check

Upload

MDS5+UTF8-Signature

File
download

Fig 2: Basic Block Design of Proposed Work

This scheme is proposed to enhance the securigjoind data storage systems. The Block design of the
proposed work is shown in Fig 2.

Admin: In an organization, admin create roles for userds® specify the number of transactions per user as
per their role.

User: A user can upload/ download file. When uploadiibg MD5 & UTF8 Encoding schemes are used to
encrypt data & digital signature is included toddbat data and when downloading file inverse MD®J&F8
are used to decrypt data & digital signature igiuseunlock the file.

Window Azure:Window Azure Cloud is used to store data in thergsted form.

4.3 System level Design
Fig 3 represents the system design of the propegsdm with enhanced security scheme.

User/Role

Restrict Role
as per there

If (used<Allowed)

Input key (signature?)

Encrypted Data

Saved at Window Azure

Inverse MD3+UTFS

File downloaded from
window azure

Fig 3: System level Design of Proposed work
In this proposed system, user can download theofilg if it is valid user with valid number of traactions.
If the user has no valid transaction left thendhariable to upload or download file. So becaudéisfif in any
case unauthorized person get access then he abfeoto collect all the data means data lost véllléss. In
second case, if user has a transaction then h® lea¢er the digital signature to access or dowhtba file.
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V. RESULTS

This proposed model compare with the previous apgrovhich uses a crossbreed algorithm and showing
the results in Fig 4 and it concludes that this mekanced approach using MD5 & UTF8 Encoding sckeme
with digital signatures having better results. Bans security level can be enhanced or improvel thé help
of this new scheme. This new enhanced scheme Bertee security by making restriction on number of
transactions per user as their role, using MD5 &-BTEncoding algorithms and with digital signatured a
results that it increases security & reduces dzs &s well as unauthorized access.

P — Ous Apreoch

ol—J.
©] 1

|
111
L

Fig 4: Previous Approach & Enhanced Approach

VI. CONCLUSION

In this paper, we proposed a security approachgchwlis Enhanced Security Approach, for the cloud
computing network to increase the security levgbr&vent from unauthorized access. Similarly, tmbasced
approach can achieve better results than the prexapproach using crossbreed algorithm. It is etepethat
the data loss will be reduced by implementing #rictions on number of transactions accordingrtie of
the user and enhanced the security using MD5 & Udieding schemes along with digital signature.
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