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Abstract-The Luhn algorithm is the first line of defense in many e-commerce sites and is used to validate
a variety of identification numbers such as credit card numbers. Nevertheless, many card numbers exist
and at such volumes, the algorithm cannot distinguish among these numbers. A variety of tests show
that the Luhn algorithm suffers from weaknesses including the failure to determine the length and type
of credit card number being analyzed. We intend to enhance the Luhn algorithm for the validation of
credit card numbers. The enhancement is expected to be useful for many e-commerce sites that use the
algorithm.
Keyword- Security; Luhn algorithm; Credit Card Number Validation; Visa card Validation; JCB number
Validation.

I.

INTRODUCTION

Credit cards are the most frequently used payment method, accounting for about 95% of all online
transactions; these are the primary means of payment for goods and services purchased online[1]. With
increasing credit card use on the Internet comes a dramatic increase in credit card fraud[2]. Typing errors
are one of the most common errors that occur when a user attempts to retype his/her credit card number
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over the dedicated slot on an e-commerce site. An example is when the “8” key is hit instead of “7.” A
general credit card number (Figure 1) consists of an industry ID or major industry identifier (MII) (one
digit), issuer ID (5 digits), account number (9 digits), and checksum (one digit). The MII plus the issuer ID
is called the issuer identification number (IIN) or bank identification number (BIN), as defined in (ISO/IEC
7812-1:1993) [3]. MasterCard has 16 digits and its IIN starts with 5, Visa card has 16 digits with an IIN
that starts with 4, and Japan Credit Bureau (JCB) has 16 digits and its IIN starts with 3[4-6].

Figure 1: Credit card number details
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II.

LUHN ALGORITHM (MOD 10)

The Luhn algorithm (MOD 10) is the first line of defense in many e-commerce sites. It is used to validate a
variety of identification numbers, such as MasterCard and Visa card numbers. The algorithm, created by
IBM, the algorithm is in the public domain and is currently extensively used. It was designed to protect
companies and consumers against accidental errors and typing errors (Figure 2)[7, 8].

Figure 2: Luhn algorithm

A. Formula (Mod 10) Algorithm Steps
1.

Step 1: Starting with the second to the last digit and moving to the left, double the value of all
alternating digits. If the product obtained from this step is greater than 9, then subtract 9 from the
product.

2.

Step 2: Add the digits of the products together with the digits from the original number. Exclude
the check digit.
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3.

Step 3: Divide the sum by 10 and check on whether the remainder is 0. If so, then that is the check
digit. However, if the number is not equal to 0, then subtract the remainder from 10. The resultant
number is the check digit.

B. Illustration
We demonstrate this algorithm through an example. In this example, we will validate the MasterCard
number 5542135611412501. For educational purposes.

1.

Step 1: Starting with the second to the last digit and moving left, double the value of all alternating
digits. If product of this doubling operation is greater than 9, then subtract 9 from the product, as
described previously (Figure 3).

Figure 3: First step of the Luhn algorithm

2.

Step 2: Add the digits of the products together with the digits from the original number. Exclude
the check digit (digits in parentheses are the products from Step 1).
(0)+5+(4)+1+(8)+1+(2)+6+(1)+3+(2)+2+(8)+5+(1) = 49

3.

Step 3: Divide the sum by 10 and verify whether the remainder is equal to 0. If the remainder is 0,
then that is the check digit. If the number is not equal to 0, then subtract the remainder from 10.
The resultant number is the check digit.
49 mod10 =>9
10 – 9 = 1
Result (1) matches the check digit (1), indicating that the MasterCard number is valid.
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III.

REAL TEST FOR LUHN ALGORITHM

Many applications available on the Internet and e-commerce websites rely on the Luhn algorithm to check
credit card numbers. Credit cards have 16 digits, prompting us to test the capability of the Luhn algorithm
to determine the length of credit card number.

The test reveals that the algorithm checks only the last digits of a credit card number while neglecting
number length.
First experiment - First Example: In this example, we use the same MasterCard number employed in
section B. However, we exclude the last three digits of the original number for it to become a 13-digit
number given that MasterCard has 16 digits (as presented in section B). The MasterCard number used in
this example is 5542135611412.

1.

Step 1: Double the value of all the alternating digits (Figure 4).

Figure 4: First step in the first example of the first experiment.

2.

Step 2: Add all the digits, except check digit (digits in parentheses are the products from Step 1).
(2)+4+(2)+1+(3)+5+(6)+1+(4)+4+(1)+5 = 38

3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.
38 mod10=> 8
10 – 8 = 2

When result (2) matches the check digit (2), it indicates that the MasterCard number is valid. However, this
MasterCard number is invalid because it should have 16 digits.
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First experiment - Second Example: We take another example to validate another MasterCard number
(5578249275041923).
1.

Step 1: Double the value of all alternating digits (Figure 5).

Figure 5: First step in the second example of the first experiment (MasterCard, 16 digits).

2.

Step 2: Add all the digits, except the check digit (digits in parentheses are the products from Step
1).
(4)+9+(2)+4+(0)+5+(5)+2+(9)+4+(4)+8+(5)+5+(1) = 67

3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.
67 mod10 => 7
10 – 7 = 3

When result (3) matches the check digit (3), it indicates that the MasterCard number is valid.
We now test the same MasterCard number (5578249275041923), with the last three digits from the
rightmost part of the original deleted. The MasterCard number is now 5578249275041.
1.

Step 1: Double the value of all alternating digits (Figure 6).

Figure 6: First step in the second example of the first experiment (MasterCard, 13 digits).

2.

Step 2: Add all the digits, while excluding the check digit (digits in parentheses are the products
from Step 1).
(8)+0+(1)+7+(4)+9+(8)+2+(7)+7+(1)+5 = 59
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3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.
59 mod10 => 9
10 – 9 = 1

When result (2) matches the check digit (2), it indicates that the MasterCard number is valid. However, this
MasterCard number is invalid because it should have 16 digits.
We perform numerous experiments for MasterCard numbers using the Luhn algorithm and we obtain the
same results: the algorithm cannot distinguish the lengths of credit card numbers. Another example that can
be validated is credit card number 5503167149572842 and the number produced after the last two digits
from the rightmost part of the original number have been deleted. Readers can also test MasterCard number
5593557984114547 and the number produced after the last five digits from the rightmost part of the
original number have been excluded.

Second Experiment - First Example: In this example, we prove that the Luhn algorithm suffers from
weaknesses including failure to determine the type of credit card number.

We take an actual MasterCard number (5397373822153004) for testing. Then the first two digits from the
leftmost part of the original number are changed to convert the number into Visa card and JCB versions.

1.

Step 1: Double the value of all the alternating digits as previously described (Figure 7).

Figure 7: First step in the first example of the second experiment.

2.

Step 2: Add all the digits, except for the check digit (digits in parentheses are the products from
Step 1).
(0)+0+(6)+5+(2)+2+(4)+8+(6)+7+(6)+7+(9)+3+(1) = 66

3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.
66 mod10 => 6
10 – 6 = 4

When result (4) matches the check digit (4), it indicates that the MasterCard number is valid.
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We changed the first two digits from leftmost part of the MasterCard number (5397373822153004) to be
(4697373822153004). Thus, this number indicates to Visa card because it is start with 4.
1.

Step 1: Double the value of all the alternating digits ( Figure 8).

Figure 8: First Step

2.

Step 2: Add all the digits, except for the check digit (digits in parentheses are the products from
Step 1).
(0)+0+(6)+5+(2)+2+(4)+8+(6)+7+(6)+7+(9)+6+(8) = 76

3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.

76 mod 10 => 6
10 – 6 = 4
When result (4) matches the check digit (4), it indicates that the Visa card number is valid. However, this
Visa card number is a fake number.

As stated, we convert the MasterCard number into a JCB number through changed the first two digits from
leftmost part of the MasterCard number from (53) to (38). The JCB number will be (3897373822153004).
1.

Step 1: Double the value of all the alternating digits as described previously (Figure 9).

Figure 9: First Step
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2.

Step 2: Add all the digits, except for the check digit (digits in parentheses are the products from
Step 1).
(0)+0+(6)+5+(2)+2+(4)+8+(6)+7+(6)+7+(9)+8+(6) = 76

3.

Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resultant number is
the check digit.

76 mod10 => 6
10 – 6 = 4

When result (4) matches the check digit (4), it indicates that the JCB number is valid. However, this JCB
number is a fake number.

We perform numerous experiments on various MasterCard, Visa card, and JCB numbers using the
algorithm. In the end, we obtain the same results; that is, the Luhn algorithm fails to distinguish credit card
numbers from one another.
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IV.
PROPOSED FLOWCHART FOR THE ENHANCED LUHN ALGORITHM
We propose to enhance the Luhn algorithm as shown in Figure 10. The purpose of enhancement is to make
Luhn algorithm determine the length and type of credit card number.

Figure 10: Enhanced Luhn algorithm.

V.

CONCLUSION

The Luhn algorithm is widely used on the Internet to validate of credit card numbers, but this algorithm
suffers from weaknesses, as confirmed by tests. We conducted two types of experiments for different credit
card numbers. Some of these experiments and examples have been presented in this paper. We also
included our improvements to the algorithm. In our future work, we will validate the performance of the
Luhn algorithm in checking ID card numbers—a more important factor, especially for websites that
analyze ID card numbers to ensure non-repudiation of users or customers.
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