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Abstract— Cloud Computing is one of the emerging:i@ologies in Computer Science. Cloud provides
various types of services to us. In the Private @loComputing the major concern is to securing ddiig's
and also providing privacy. Storage as a Servicg@&erally seen as a good alternative for a smaillnoid-
sized business that lacks the capital budget andémhnical personnel to implement and maintain thewn
storage. Currently, the service providers that pides cloud storage, like Dropbox provides secuhlityserver-
side data encryption. Since all the encryption key® managed by software, so such method is notisec
enough. But the main issue is to maintain CIA (Cadéntiality, Integrity and Authentication) to the ata
stored in the cloud. To achieve these we use Puliiy Cryptography. For securing data we use Asynmicet
key Encryption Technique. Key rings are provided the TPM. We describe an architecture which protect
enterprise data in cloud and also having authentimm based on the signature. We use asymmetric Keys
encrypting data. We will use the keys generatedToysted Platform Module (TPM) for providing better
security. Use of TPM is a more secure way to entrgpd decrypt data. So we have implemented a TPM as
middleware which applies the specification of Trast Computing Group (TCG). TCG is a global industry
standard, supportive of a hardware-based root afdf, for interoperable trusted computing platformé/e use
TPM to encrypt data before storing it to the cloudind we use have to use any basic Authenticatiomvide

to avoid masquerading, replay attack and eavesdingpo the client side.
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. INTRODUCTION

Encryption is one of the major reasons which eraged keeping online backup of crucial data. Endoypt
helps to avoids unauthorized access and attemptertapt files [2]. For this reason, hardware ba$adsted
Computing ceremoniously adopted by industries tagut their computing infrastructure.

TCG [1] created the Trusted Platform Module withptographic capabilities. With growth and developime
in computing devices, TCG has also extended itsenof trusted systems. It has moved well aheaPdfl-
enabled computers, to all new range of devices hked disks and mobile phones with TCG. Trusted
Computing technologies developed by TCG are nowoged as a part of many enterprise systems, storage
systems, networks, embedded systems, and mobiieedeand can secure cloud computing and virtualized
systems.

TPM (Trusted Platform Module) is a microcontrollersed device that can provide security to the petens
that are used to authenticate the underlying piatfand to validate the system. These parametersacage
from passwords, certificates, or encryption keysTRM can store platform measurements that certigy t
platform. Authentication and Attestation are neaegssteps for ensuring the safety and trust for tdrget
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platform. Attestation provides guarantee the tafsplatform has not been breached. TPM maintaipsthiee
(CIA) properties (i.e. Confidentiality, Integritynd Authentication).

Il. METHODOLOGY

For the vast majority of cloud storage, the seguaiid privacy options provided are perfectly acablg. The
fact is that most people just don't care aboutgmyv For those of us that do, however, there Eatively easy
solution that can allow you to continue using claidrage and keep your important data secure, Ukiag
Trusted Architecture, you can create encryptedeicdvithin your cloud storage [11], which gets dyonized
like any other file from the Trusted Architecture.

We usually have our data stored in multiple cloliks- Salesforce, Box.net, Gmail, Amazon etc. Tedst
Architecture provides us the ability to create #arm data protection scheme across all clouds.l&irto in-
line security gateway that stands between userskud applications The Architecture is used torgpicany
data that flows out from the network. Applicatiohemcryption on a cloud security gateway, the detture
eliminates security and privacy risks of cloud coning.

Mostly data stored in cloud are not in protectednfat. There is a big concern of security in clotatage.
The Trusted Architecture [4] provides a way to gptrsensitive information to the enterprises amdves to
any cloud application and then decrypt it agairdas is delivered to end users. This protects tia ffom
being accessed by others. This revolutionary teldgyomaintains the cloud application user expemeneith
near zero latency, and without making any changéiset cloud application itself.

The architecture we have proposed is very advaatege
» We are providing security to the end user using TPgwever End user has no TPM device installed
in its system. It means end user doesn't requifd ifAts machine and take advantages of TPM.
» The architecture we provide is easy to use. Theused has nothing to install or uninstall in itsteyn
for taking the benefit of the architecture.
» A single TPM device is used for multiple users. Ekewe are taking extra benefit from TPM device.

[ll. DESIGN DETAILS

Fig. 1 and Fig. 2 shown below are showing the wagkilow of our design. In Fig. 1 we have a trusted
gateway installed in between end user and cloudtestorage. Every time when a user will requestace its
data into cloud storage first it will be passedtlgh trusted gateway. Then trusted gateway witlestoat data
into cloud storage. Here trusted gateway is finetrgpting the data of user using the legacy kegtec by TPM.
After that trusted gateway is uploading the enagipiata into cloud storage.

............................................... End user
Claud Storage
fr’
E
&
E
e
S
S
- P
S o
B s
Je )
g, o
S A
%@\\\ <
. 7
S /.
. /
- £
Encrypt data
using TPM

Trusted Gateway

Fig. 1 Flow diagram for encryption of TPM based Stad Architecture

In Fig. 2 it is shown that whenever a user willuest to download his/her data, firstly the requetitbe
redirected towards the trusted gateway and thedckiarage server will send the encrypted data usted
gateway. Then after decrypting the user data it vél send to the user as a response from trustesvgg In
short the cloud storage is only keeping the ened/piata. Only trusted gateway can decrypt.
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Fig. 2 Flow diagram for decryption of TPM based Stad Architecture

IV. IMPLEMENTATION

In our implementation of the design shown abovehage used two application servers, one is glassfish
server as a TPM server working as a trusted gatamdyan apache server as a cloud server workiagchsid
storage. Using TPM server a user can upload @ddilcloud server. We have used java library preaidy MIT
[3] for utilizing the TPM.

Following are the steps we have used to set upha Sé?ver.
»  First we will create an Attestation Identity K#or platform authentication.
* Then we will create a legacy key. It will beedsor unbinding the data.
* Loading the key created in the previous stép TPM and TPM will return its handle. Handle is
basically a pointer to access the private portiohe key.

Inside TPM server we have also created an apmitatising java which will provide an interface for
uploading the data file for encryption and decrypti

In cloud server a file listing web application isfalled whenever user will upload its data to TBédver.
The TPM server will encrypt the user data and stioa¢ data into cloud server. User can view andrdoad its
data using the web application installed in theudlserver. When user will download his/her datstlfirthe
data will pass through the TPM server. After thBtMI'server will unbind the user's encrypted datagiiie key
loaded into the TPM. Then finally return that dgxted data file to the user.

V. RESULTSAND DISCUSSIONS

The proposed architectural scheme is aimed at girgyiTPM based data security to the users of theark.
This is intended to help the clients to store thugita on cloud; in encrypted form. All the requékita are
forwarded to a TPM server which is equipped withMI'Bhip to encrypt (or decrypt) the data when st@rin
(retrieving) data from the cloud store.

The basic requirement of such a scheme requirés sgudy the timing of various events in the praces
encryption (decryption). In all the presented ressuketwork delays are not considered as they arednt of
network latency and not the part of encryption/glption system.

As discussed in the methodology part, the TPM sanight be servicing multiple requests at any gitiere.
The arrival rate of these processes cannot berdigted as it depends on the number of clients amdank
latency. But we can surely define the time at whiehrequests are processed.

We start with the time required for single file gyption. The time is only the time elapsed in psg@aiting
queue of the TPM server in addition to encryptionet Later we repeat the process and find a geredal
average time of uploading of a single file. Atten@unt on x-axis shows the number of times the ingsd
were taken. Y-axis denotes the time taken in enmyFig. 3).
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Fig. 3 Encryption time for single file, iterated &8 times

It is interesting to see that the time requiredefocryption varies irrespective of the fact thairgle file was
uploaded. This phenomenon occurs due to presenothef process at the TPM server. Single file ugilog
signifies the uploading of a single file from oest system. There may be other systems/clientsasmh@lso
requesting for the server. Number of such proce@sa®s other then test system) is randomized. €eZe to an
acceptable time, we average out the times takeliffatent iterations. This gives us a file encryptitime for
single file.

The similar process is repeated for uploading ¢of18D, 150 and 200 files. This is done to testitgact of
stress on the TPM server. (Shown in Fig. 4)
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Fig. 4 Encryption time for varying no. of files sdme size

The above figure represents a unique feature optbposed system. The example below testifiesrihéu.
Ex: Suppose the time taken for the encryption oflsi file is 813.3msec (taken from graph). So,eakpected
time of encryption for 50 files must be 813.3*5048665 msec (since the execution is sequential iM)TP
which is very close to observed reading of 403®8séc for 50 files. (as in Fig. 4)
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The above argument is valid only when considerediles of similar size. But the proposed systenalso
evaluated with randomly generated file sizes ferfites i.e. size of all 50 files is not same (F3§. Under such
diversity, system performs in equal to a standgstiesn of equal sizes, which definitely is an imprment.

VI. CONCLUSIONS

We have implemented a model which helps to useemnuplatform module widely for the security of
cloud/remote storage. We have design a new trugehwhich uses TPM to store encrypted data to kbedc
which is unprofitable to the other users. The daethbe safe in the public cloud also since one ldmeed the
same TPM to get the keys to decrypt the data ondclén TPM access to keys, data or systems is often
protected (i.e. keys are stores in the shieldedtioe protected by another key) and requires atitteion too
to access them.

VIL. FUTURE WORK

The architecture uses to secure cryptographic ésiygy TPM and it provides highest level of securitythe
keys encrypted using the TPM. Here we have givephasize only on the deployment on TPM in the predos
architecture. In near future we can enhance theleimgntation of the architecture with a proper key
management and we can make the architecture maneresdy installing firewalls and others security
mechanisms.
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