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Abstract: Protection of sensitive information is growing concern worldwide. Failure to protect setige
information can lead to loss of clients in the baimlg sector or threaten national security. Access to
sensitive information starts with e-authenticationMost authentication systems are designed for
authenticated users only. However, the user is tiwt only party that needs to be authenticated ts@rme
the security of transactions on the Internet. Existy one- time password (OTP) mechanism cannot
guarantee non-repudiation and fail to guarantee reel of a stolen device, which is used in authenticat

A novel authentication scheme based on OTP is pnésd in this paper. This paper proposes a secure
multi-factor electronic authentication mechanism.hls mechanism is intended to authenticate both the
user and the mobile device of the user to ensursmepudiation and protect the integrity of the OTP
against adversarial attacks. The proposed mechangan detect whether the mobile device is in the Han

of the rightful owner before the OTP is sent to theser. The system requires each user to have a ueiq
phone number and a unique mobile device (uniquedmational Mobile Equipment Identity (IMEI)), in
addition to an ID card number. The proposed systean ensure that the user who misuses the system
becomes liable for the act committed. Thereforee tproposed system can be used in e-banking, e-
government, and ecommerce systems, among othersareguiring high-security guarantees.

Keyword- Security; non-repudiation; multi factor abentication; IMEI; authenticate mobile device;
nested multi factor authentication
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[ INTRODUCTION

Protection of sensitive data is a growing concfar organizations worldwide because of its firiahc
implications[1]. Access to sensitive informatiorarss with authentication. User names and passwarels
commonly used by people during a log in procesgtmlate user identity[2]. Passwords remain asntlost
common mechanism for user authentication in conmpsgeurity systems. However, the use of passwords
includes disadvantages, such as poor choice olwads by users and vulnerability to capture [3Ajother
major problem is that users tend to reuse passworddifferent sites[6]. Several studies indicdtattmore
than 70% of phishing activities are designed talatser names and passwords. The Anti-Phishing Wgrk
Group reported[7] that the number of malicious Vpelges designed to steal user credentials at thefahd
second quarter in 2008 increased by 258% over #&mesperiod in 2007. Therefore, protecting user
credentials from fraud attacks is extremely importdany studies have proposed schemes to prosect u
credentials against theft [8-10].

Authentication is the process of confirming omyiag the claimed identity of a user[11]. The seevi
provider has to trust the authentication perforiogdhe identity provider of the user. This processeritical
in terms of security because authorization and ssomontrol of the service highly depend on the
authentication results. Weak authentication jeogasithe security of the dependent service by aging the
risk that a user can impersonate another personngmperly gain access[12]. One effective auttoatitbn
method is a mathematical model that combines diffeauthentication methods, similar to that usechirti-
factor authentication, to build a high securitystraystem[13, 14].

Multi factor authentication (MFA) overcomes thalnerability of passwords, which refers to the wde
more than one factor in the authentication pro¢#ssl7]. One form of attack on networked computing
systems is eavesdropping on network connectiombtain authentication information, such as therd@is
and passwords of legitimate users. Once captunéditfformation can be used at a later time to gaicess
to the system. One-time password (OTP) systemseasigned to counter this type of attack, callee@ay
attack[18, 19]. An OTP is valid for only one logsession or transaction. OTPs prevent a number of
shortcomings associated with traditional authetiboa(such as usernames and passwords)[20].

Mobile authentication is one of the main methofimulti-factor authentication. This technique usasbile
devices (after software token is installed on tlubibe device) for multi-factor authentication inasteof other
authentication methods, such as the use of hardntpksmart tokens, or smart chip cards. Mobile
authentication requires the installation of softevan a mobile device to generate an OTP [21-23].

The use of a mobile device in user authenticapi@sents difficulties[24]. These disadvantagetuthe the
following:

e The user enters a password periodically to in#&la mobile application. As a result, the user is
compelled to either save the passwords on theicdswr select weak passwords that can be easily
inputted on devices[25].

* When a user's mobile device is lost or stolen,rstheuld use it to access the user's informatidn[26
Most solutions employed to generate OTP on mal@ldces require connecting the user’'s mobile detdc
a PC by Bluetooth or Wi-Fi to install the software the mobile phone[27, 28]. However, more than 370

mobile malwares are in circulation, most of whiek apread through installed software (applicatidren
the Internet or by connecting mobile devices tedtéd PCs[29].
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The International Mobile Equipment Identity (IMEhumber is utilized by a Global System for Mobile
Communications network to identify valid devicesdazan therefore be employed to prevent unauthorized
access to a stolen phone[30, 31].

Methods of certification are generally requiredauthenticate a user when the user requests dervéice
from the service provider. These methods, claskifito four types according to the element thablbees the
basis of certification, are as follows [16, 32,:33]

e Type I: Something you know such as password, PIN.

e Type ll.: Something you have such as Mobile Phd&en device, or ID card number.
e Type lll: Something you are such as Iris scan,ing&rprint.

« Type IV: Something you do such as voice.

An OTP mechanism creates a password only once alith additional features such as user certificat
and electronic transaction security to protect usirmation against leakage and simultaneouslyesidthe
problem of a static password mechanism. Howeverl&ctronic authentication, face-to-face commutince
cannot be established. To confirm the identity peason accessing the system, the existing OTP anéxrh
encounters problems such as failure to guarantegficaion (the identity of authenticity) and non-
repudiation [34-36].

This paper proposes a mechanism to reduce thielepme related to existing OTP authentication and
guarantee certification and non-repudiation of sis@he proposed system requires that each usestaegi
personal information, such as ID card number, neobiimber, IMEI, and PIN, into the system. The serve
generally provides this practical service. The semyenerates an OTP by combining the various patson
information (as above) of the user and transmitting created OTP to the user by encoding the OTé? af
executing the Advanced Encryption Standard (AES)e Tser registers personal information during the
registration phase. The server also verifies thEllIMalidity during this phrase by checking whetttez IMEI
number exists. The user then proceeds to the ftase for authentication by username and password.

When the user enters the correct username aswpak the server allows the user to advance teebend
authentication phase (a new layer), which is knawrhe confirmation phase. During this phase, Her is
compelled to enter the original personal informatibat had previously been entered into the systrs
layer combines two factors — something the usemenand something the user has — after the user
confirms these two factors and submits them tostreer. The server then generates an OTP and #dads
OTP to the user by encrypted SMS. During this phdbe server verifies the IMEI validity and
simultaneously provides a certification guaranteé mon-repudiation because the OTP is not sentttirto
the user. Meanwhile, the server checks whethemiblgile device is in the hands of the same user.

The remainder of this paper is organized as\dldChapter 2 presents existing studies on OTPap&h 3
discusses secure authentication methods propostisirresearch. Chapter 4 describes the experinenta
environment and comparisons with existing mechasisFinally, Chapter V concludes the paper and
suggests possible directions for future research.
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. RELEVANT STUDIES

OTP authentication mechanisms are applied usanigws tools such as a hardware device (token dpwic
a software token (mobile phone) [37].

A. Hardware Device (Token Device)

A token device is used to prove the user's itientielectronic authentication. This method is docted in
some commercial transactions or e-government sesyas practiced in New Zealand[38]. A token deisce
also used in addition to or as a substitute fotaticslogin ID to prove user identity. The tokerntsaas an
electronic key to confirm the identity of a usec@ssing the system[39].

A hardware token is considered more secure thasea ID or a password. The use of hardware tokens
enhances the reputation of an organization by segwser credentials more effectively. Howeveg th
hardware may cause problems, such as the needséos to constantly carry the token with them ared th
multiple-token requirement for multiple Web sit@fie token device is not fully protected from marthe-
middle attacks. The hardware also involves addifi@osts, such as the cost of the token and replace
fees in case of loss [23, 40, 41].

B. Software Token (Mobile Phone)

A software token is a form of multi-factor authieation. Software tokens are stored on hardwarxécds,
such as mobile phones, which then become vulnetalilereats, including viruses and software attpl{s
However, mobile phones are easily lost or stoldowéng criminals to easily use personal data aodeas
information without a great effort through servisegh as SMS[42].

Studies have been conducted to address the pishielated to security of authentication eitherusing
mobile phones as software tokens to generate an @fieh is then sent to the server[22, 43], or gsin
mobile phones as tools to receive an OTP from seeough SMS. In this case, the system requiraisthe
users log into the system with a username and amoad and correctly entering credentials. The Odékeds
then sent to the mobile phone through SMS[44]. dthicases (the mobile phone as a soft token and the
mobile phone for receiving SMS), the authenticatayistems cannot guarantee user certification amd no
repudiation[35, 36].

. PROPOSED SYSTEM

Using existing communication infrastructure, greposed system requires no additional costs. déuetity,
authenticity, and non-repudiation of transactiome particularly important in any system that invasdv
processing of electronic authentication[45]. Insthpaper, the problem of non-repudiation during
authentication is resolved. The proposed system cmantribute to the increased security of multi-fact
authentication by sending OTPs only to trustedauser

A. Registration Phase

During the registration phase, users are congpétiaise their personal information (username,\paiss a
four- to six-digit PIN, email, ID card number, antbile number) in addition to the IMEI. Some algjoms
perform an IMEI validation check for the mobile pigoof the user. If the IMEI is not valid, the user
prevented from registering in the system (systetrsafe wrong data). Thus, the user is compellezhter a
valid IMEI during registration. In addition, if th&1EI and the mobile nhumber are repeated (thakeigistered
by another user), the user cannot complete thetration process. The use of this method ensuedstiery
user has one mobile number and one IMEI numbertdpam the ID card number of that user. Most
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authentication systems that use OTP authenticatlow users to create many accounts with the saoiglen
number, which is not allowed in the proposed syst&hms limitation is set to control management of
multiple accounts by the same user and reducedber@nce of errors in user information on the base.
After successful registrations, the user advancdlé login phase.

B. Traditional Login Phase

During the login phase, the user logs into theteayp with a username and a password. If the uderseiine
wrong credentials (that is, the username and teswpard), the user is denied access by the systhus, The
user cannot proceed the second authentication pfsaseew layer of authentication) until the correct
credentials are entered.

C. New Layer (Confirmation Phase)

This layer prevents OTP generation by the seagmyell as sending the OTP to the user, untiptérsonal
information (PIN, mobile number, IMEI) that was istgred in the previous phase (registration phase)
confirmed by the user. This layer also ensuresatitbenticity of the identity and non-repudiation.dther
authentication systems, the users can receive @irBstly from the server by SMS after submittingith
credentials (username and password) to the sydthenproposed system does not generate OTPs and thus
sends nothing to the user until the system engbegghe mobile device is in the hands (that ighi& hands
of the same user who requested the authenticafl¢mg.approach ensures that any person who mishses
system becomes liable for such improper use. Hyierlcombines two factors — something the user know
(PIN) and something the user has (mobile number BhEI). The application of the new layer of
authentication to confirm the identity of the ugeconsidered a new idea, which is represented reested
multi-factor process in Figure 1.

Ui 1 Begsmungg wz Confireation Decryption OTP Hebge Senw
| 2. validator ﬁ
\

0 3. Register nfo -

t.\‘ 1
1 4 Username + Password
- 5. check info with server

e ——— —
i >

= 7. Redirect user to Confirmation phase

\
8. IME] + PIN + Mobile number * t n

9.Check info by server il

\

\
H{“ | 11. f no match with database redirect user T

i\
H 12 When match info server send OTP to the user M

Figurel. Sequence diagram of the system
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The user can then choose a method for receiviagxTP. If the user prefers not to receive the @YP
SMS, the user may receive it by e-mail. Thus, is thyer, the user can choose the method of reagittie
OTP as preferred. Receipt of OTP by e-mail requimésrmation on the e-mail, PIN, and ID card number
Regardless of how the user prefers to receive e, @n encrypted OTP is sent to the user by usijmgl&|
AES 256. The OTP is decrypted using the PIN, widch symmetric key between the user and the sdifver.
the user enters the wrong information during thefiomation phase, the server redirects the usénhddirst
login (traditional login), and authentication begagain.

If another person impersonates a legal usepiedles of information pertaining to the legal useuld be
required, such as the username and the passwopdgsofrom the first login phase), stolen mobilengh(to
pass from the confirmation phase and receive SMByard number and the e-mail of the user (username
and password to access email), and PIN (requireidglthe confirmation phase and for decryption M
or e-mail.).

D. Generating and Sending an OTP

After the user passes through the confirmatiomsph the server generates an OTP based on user
information. An OTP may be generated in two wayisstFthe user may opt to receive the OTP either by
SMS or by e-mail. If the user opts for SMS, thenedats required from the user during confirmatioaggh
(mobile number, IMEI, and PIN) contributes to thengration of OTP. If the user chooses to receigeXihP
by e-mail, the elements required from the usermiudonfirmation phase (PIN and email) contributeshie
generation of OTP. By this method, future OTPs cabe predicted because the OTP varies complataty f
one user to another. Second, the OTP can be geda@tdomly based on the user information. Thues, th
user is not likely to receive the same OTP in ttappsed system. In this paper, the processes iegatvthe
multifactor mechanism for secure authenticatioriesypsare shown in Figure 2.

Tragtional Login
by (usemame +

pazsword.
No

Confrm user info
beore gererate
oTP

Creck IMEL, PIN
ana Mctile number

Yes
Server send
encrypt OTP,
User receive
encrypt OTP

User inzert
PIN{zymmetrc key) for
gecrpuon

Aumenticate user

Figure2. Procedure involved in the proposed system
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The server sends the encrypted OTP accordingetanethod preferred by the user (SMS or email)erAft
receipt of an encrypted message by OTP, the userseimformation on another screen to prove thaipal
of the PIN and simultaneously decrypt the OTP (aragtric key for encryption and decryption). If theN
is incorrect, the session ends.

IV. COMPARISION ANALYSIS
A. Comparison and Analysis

Eight performance evaluation elements were coetpao analyze the performance of the proposed
mechanism and the existing mechanism. These elsrimetide non-repudiation, long password, traclahg
user, mobile device blocking, user and mobile phanthentication, user information reuse prevention,
mobile phone reuse prevention, and certificatiqgrety

Non-repudiation: Because the proposed mechanism works to authentita user and his or her mobile
phone (IMEI plus mobile number), so the proposestesy has all important information about the usehs
as ID card number, mobile number, and IMEI, aliniich are unique. Thus the proposed system carrensu
the liability of the person that misuses the system

Long password: A long password for authentication is generallynsidered safer than a short one.
However, complex or meaningless passwords arecdiffto remember[46]. During confirmation phases th
user is only required to rewrite long passwordslisas IMEI, the mobile number, or the ID card nurpbe
which they already possess. The user can alsoedtrér password from the user ID card or mobile phon
other systems require users to remember thesdsdetai

Tracking of user: Most authentication systems that generate OTRsidiwthe server and send the OTP to
the user by SMS cannot track whether the userngpéaing with the system because the authentication
system only has the mobile number, in additionh® Wsername and the password, of the user. Thensyst
may be tampered with by a person who receives an Biiough SMS and then changes or discards the SIM
card. The proposed system can determine the tialofithe person who misuses the system or is tangpe
with the system through the ID card number of theruwhich is a unique number, in addition to thabite
number (every user has a unique mobile number agiel IMEI).

Mobile device blocking: The mobile device can be located using the IMHie Tevice can also be made
unusable in any network by blacklisting. The praabsystem requires the IMEI to authenticate thacdev
and as a necessary precaution against system tagp&n administrator of the proposed system whiects
any attempt to tamper with the system can cancelatttount of the user and prevent the user and the
associated mobile device from registering in theteay. If an OTP system cannot prevent the useeo$aime
device, the illegal user can return and registehé administrator discovers illegal attempts hy tiser) as a
legal user and gain access to the system.

User and mobile phone authentication: Compared with other authentication systems that raebile
phone to generate OTPs or receive SMS, these systethenticate the user and ignore other partasatie
used in electronic authentication such as the ragifibne of the user. However, the user is not tihe marty
that needs to be authenticated to ensure the seofitransactions on the Internet[47]. The propbsgstem
authenticates both the user and the mobile deiricaddition to mutual authentication between therwsd
the server through Secure Socket Layer (SSL).
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User information reuse prevention: The proposed system adopts an OTP approach. Bseryhas unique
information, which requires no separation of dataim other systems. This system enhances privacy
protection and minimizes the probability of datatching.

Mobile phone reuse prevention: The proposed system can prevent a mobile phone freimy reused
illegally by requiring that every user have a umigphone number and a mobile device (IMEI) while
indicating that the mobile phone of the user ig lmsstolen. The attacker is prevented from acogstie
system until other elements such as the PIN ordidl aumber (used in the confirmation phase) ofuber
are obtained.

Certification type: Existing methods in which OTPs are generated ceived using the mobile phone of
the user rely on what the user knows. The propegsttm depends on a combination of two factors -atwh
the user knows and what the user owns (IMEI). lditaah, this approach uses a new way to authetitrat
use of a mobile phone. The proposed system als@aneek security and operates as a multi-factor
authentication mechanism (nested multi-factor anttbation).

V. CONCLUSION

In this paper, a mechanism is proposed for OTRestication. This mechanism can reinforce the
security of authentication and the mechanism ofautaeing non-repudiation by authenticating the
user and the device necessary to receive encrypidés. Although this mechanism cannot
completely ensure the proper use of the systeaanitensure that the user who misuses the system
becomes liable for such act. In contrast to exgstirethods in which users receive OTPs through
their mobile phones, this mechanism requires tleesu® present more information to prove their
identity as rightful owners. Therefore, the prombegethod is suitable for areas in which security is
crucial, such as providing authentication for Intdr banking, authentication for electronic
payment, electronic government authentication,@odd computing authentication.
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