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Abstract— In large and dense mobile ad hoc netwaqrgssition-based routing
protocols can offer significant performance improwent over topology-based
routing protocols by using location information tmake forwarding decisions.
However, there are several potential security issuer the development of
position-based routing protocols. In this paper, wpropose a secure
geographic forwarding (SGF) mechanism, which proesl source
authentication, neighbor authentication, and messamtegrity by using both
the shared key and the TIK protocol. By combiningsb with the Grid
Location Service (GLS), we propose a Secure Gricaiion Service (SGLS)
where any receiver can verify the correctness ofdton messages. We also
propose a Local Reputation System (LRS) aiming atetting and isolating
both compromised and selfish users. We presentghdormance analysis of
both SGLS and LRS, and compare them with the orgifGLS. Simulation
results show that SGLS can operate efficiently bysing effective
cryptographic mechanisms. Results also show thatS_&fectively detects and
isolates message dropping attackers from the nekwor
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