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Abstract: GSM is the name of a standardization group established in 1982 to create a common European
mobile telephone standard that would formulate specifications for a pan-European mobile cellular radio
system operating at 900 MHz. It is estimated that many countries outside of Europe will join the GSM
partnership. Cellular is one of the fastest growing and most demanding telecommunications applications.
Throughout the evolution of cellular telecommunications, various systems have been developed without the
benefit of standardized specifications. This presented many problems directly related to compatibility,
especially with the development of digital radio technology. The GSM standard is intended to address these
problems. The GSM has experienced gradual improvements that leaded to several versions such as
GSM1800, HSCSD (High Speed Circuit Switched Data), EDGE (Enhanced Data rates for GSM
Evolution), and GPRS (General Packet Radio Service). The GSM improvements are continued to 3G
systems such as UMTS. It is believed that the GSM has many inherent security flaws and some of its
security flaws are addressed in the upper generations such as UMTS. However, many operators especially
in the developing countries are still using the traditional GSM network that succumbs to several security
flaws.
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I.

INTRODUCTION

The Mobile communications has experienced a great acceptance among the human societies. It has influenced and
revolutionized different aspects of the human life. With a mobile handset, anyone can be accessed anywhere. This paper
briefly presents the most important security flaws of the GSM network and its transport channels. It also provides some
practical solutions to improve the security of currently available GSM systems.
The GSM network can be divided into three parts. The Mobile Station carries the subscriber; the Base Station
Subsystem controls the radio link with the Mobile Station; the Network Subsystem, the main part of which is the Mobile
services Switching Center, performs the switching of calls between the mobile and other fixed or mobile network users,
as well as management of mobile services, such as authentication. Not shown is the Operations and Maintenance center,
which oversees the proper operation and setup of the network. The Mobile Station and the Base Station Subsystem
communicate across the air interface or radio link. The Base Station Subsystem and the Network Subsystem are also
called the fixed network.

The rest of this paper is organized as follows: section II security model. Section III summarizes related
reserches. Section IV describes our Problem formulation and Objective.
Section V describes Implementation of the system & Algorithm. In Section VI, we draw conclusion and give
future work
II.

SECURITY MODEL

Purpose of GSM Security:
As we know that security is the essential feature in any service. Hence, GSM network also follows certain level of
security in the services which it provides. As we know that GSM uses radio communications for its mobile subscribers'
this makes it a sensitive service for the persons who are unauthorized users and are accessing through the different
mobile stations. These unauthorized users pretend that they are usual subscribers' and listen to the private conversations
which are being exchanged on the radio paths. Hence, there are mainly two security purposes which are kept in mind
when it is concerned of the GSM network:First of all, to protect the Accessibility to the mobile services and secondly to prevent disclosure of any crucial
information/data at the radio path to achieve the privacy regarding that particular data.

Security Architecture of the GSM:
The security architecture of GSM was originally intended to provide security services such as anonymity,
authentication, and confidentiality of user data and signaling information. The security goals of GSM are as follows:
 Authentication of mobile users for the network,
 Confidentiality of user data and signaling information,
 Anonymity of subscriber's identity,
 Using SIM (Subscriber Identity Module) as a security module.

The Mobile Station (MS) consists of the Mobile Equipment (ME), and the SIM card. The SIM is a cryptographic smart
card with the GSM specific applications loaded onto it. As a smart card, it has some inherent security functions
specified to smart cards. Its operating system and chip hardware have several security attributes. SIM includes all the
necessary information to access the subscriber's account. IMSI and Ki are stored on every SIM. IMSI is the International
Mobile Subscriber Identity with at most 15 digits uniquely devoted to every mobile subscriber in the world.
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Ki (Individual subscriber authentication Key) is a random 128-bits number that is the root cryptographic key used for
generating session keys, and authenticating the mobile users to the network. Ki is strictly protected and is stored on the
subscriber's SIM, and AuC. The SIM is itself protected by an optional Personal Identification Number (PIN). Each user
is requested to enter the PIN unless this feature is deactivated by the user. After a number of invalid attempts that is
usually 3 times, the SIM locks out the PIN, and the PUK (PIN UnlocK) is then requested. If the PUK is also incorrectly
entered for a number of times that is usually 10 times, the SIM refuses local accesses to its privileged information and
authentication functions, and makes it useless.
Three algorithms are generally available: A5/1, A5/2, and A5/3. A5/1 and A5/2 are two stream ciphers originally
defined by the GSM standards. A5/1 is stronger but it is subject to export control and can be used by those countries that
are members of CEPT. A5/2 is deliberately weakened to be deployed by the other countries. The use of such algorithms
is controlled by the GSM Memorandum of Understanding (MoU). A5/3 is a block cipher based on the Kasumi
algorithm that is defined by the 3GPP at 2002 and can be supported on dual-mode phones that are capable of working
on both 2G and 3G systems. The GSM authentication, session key generation, and encryption processes are depicted in
the Figure.

Fig. 1: GSM Authentication, Session key generation and Ciphering

SIM includes all the necessary information to access the subscriber's account. IMSI and Ki are stored on every SIM.
Authentication and confidentiality of user data are in deposit of the secrecy of IMSI and Ki. A3 and A8 algorithms are
also implemented on every SIM. A3 is mainly used for authenticating users to the network while A8 is used for
generating the session key of encryption Kc. After user authentication, the network can order the phone to start the
encryption by using the generated session key Kc.

Challenges to the GSM Security:
The openness of wireless communications makes the communicating parties more vulnerable to the security threats.
Although GSM tried to harden the interception by using several techniques such as frequency hopping, the real-time
interception of the exchanged information is completely practical. Currently, there are commercial equipment capable of
simultaneously intercepting several collocated subscribers. While GSM was intended to be a secure wireless system and
considered the user authentication and over-the-air encryption, it is completely vulnerable to several attacks, each of

© 2014, IJCSMC All Rights Reserved

395

Payal et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.7, July- 2014, pg. 393-408

them aiming a part of network. Hereunder, the most important security flaws of the GSM are briefly listed. Several
practical scenarios can also be deployed to misuse such vulnerabilities that are neglected for the case of brevity.

 Unilateral authentication and vulnerability to the man-in-the-middle attack:
Flaws in implementation of A3/A8 algorithms:
Although the GSM architecture allows operator to choose any algorithm for A3 and A8, many operators used
COMP128 (or COMP128-1) that was secretly developed by the GSM association. The structure of COMP128 was
finally discovered by reverse engineering and some revealed documentations, and many security flaws were
subsequently discovered
SIM card cloning:
Another important challenge is to derive the root key Ki from the subscriber's SIM. In April 1998, the Smartcard
Developer Association (SDA) and the ISAAC research group could find an important vulnerability in the COMP128
algorithm that helped them to extract Ki in eight hours by sending many challenges to the SIM.
Over-the-air cracking:
It is feasible to misuse the vulnerability of COMP128 for extracting the Ki of the target user without any physical
access to the SIM. This can be accomplished by sending several challenges over the air to the SIM and analyzing the
responses
Short range of protection:
The encryption is only accomplished over the airway path between MS and BTS. There is not any protection over other
parts of network and the information is clearly sent over the fixed parts. This is a major exposure for the GSM,
especially when the communication between BTS and BSC is performed over the wireless links that have potential
vulnerabilities for interception
Lack of user visibility:
The ciphering is controlled by the BTS. The user is not alerted when the ciphering mode is deactivated. A false BTS
can also deactivate the ciphering mode and force MS to send data in an unencrypted manner.

III.

RELATED WORKS

Wilayat Khan and Habib Ullah says that with its great features like providing access to users at anytime and anywhere
in the world, mobile communication has been very attractive among the users as well as operators and service providers.
However, despite of several advantages, mobile communication has also been facing many security problems. In 2G and
3G technologies like GSM, GPRS and UMTS, the architectures comprise of mainly three nodes; the mobile station
(MS), Visitor Location Register/Serving GPRS Support Node (VLR/SGSN), and Home Location Register
/Authentication Center (HLR/AuC). Wilayat Khan and Habib Ullah proposed an enhanced model based on the public
key cryptography. In this model, utilizing the real benefits of public key encryption, user as well as network
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authentication is provided. Cooke, J.C., Brewster, R.L. deals with the application of cryptographic techniques to digital
mobile telephones, particularly with regard to the authentication of mobile subscribers. The aspects discussed regard the
choice of cryptographic algorithm, and protocols for authentication and mobile station location registration. Emphasis is
placed on the use of public key cryptography in performing location registration. Yong LI, Yin CHEN, Tie-Jun MA
proposed that security could be improved in some areas with relatively simple measures. One solution is to use another
cryptographically secure algorithm for A3. This would require issuing new SIM-cards to all the subscribers and
updating HLR software. This would effectively disable the attacker from cloning SIM-cards, the most dangerous attack.
This solution is easy to be implemented because the network operators can make the changes themselves and do not
need the support of hardware or software manufacturers or the GSM consortium. There is now a new algorithms
available called COMP128-2. Yong LI , Yin CHEN, Tie-Jun MA says, Although the GSM network was designed to be
a secure mobile system and it did provide strong subscriber authentication and over-the-air transmission encryption, it is
now vulnerable to some attacks targeted at different parts of an operator's network. Charles Brookson proposed that
GSM provides a basic range of security features to ensure adequate protection for both the operator and customer. Over
the lifetime of system threat and technology change, and so the security is periodically reviewed and changed. The
technical security features must be properly supported by procedures to ensure complete security. The security provided
by GSM is well in advance of similar mobile radio systems, and should ensure that it remains at the front of the field for
some time to come. Damian Matuszewski proposed that GSM is the most common telecommunication standard used
worldwide. The security goals can be divided into two groups: the ones stated by the network operators, responsible for
delivery of the telecommunication services and the others, required by the customers. It is clear that each of these
groups has different aims and priorities. Karsten Nohl, the Security Research Labs researcher, summarized the security
in the GSM standard in the following sentences: "GSM is insecure, the more so as more is known about GSM. It's pretty
much like computers on the Net in the 1990s, when people didn't understand security well." Ozer Aydemi and Ali
Aydın Selcuk proposed that GSM is widely used over the world. If user authentication becomes possible for mobile
users, everybody will be able to reach their accounts without their SIM card. People can redirect their calls through
Internet, or reach their accounts through anybody’s phone only by entering their username and password.

Jeremy Quirke proposed that it can be seen that although GSM had security in mind when drafting the original
specifications, GSM fails to deliver on most of the criteria described in GSM 02.09.
GSM’s faults result from a combination of designing algorithms in secret (security through obscurity) and deliberate
weakening of the system (i.e. A5/2 and COMP128). Most will agree that keeping algorithms protected is a bad idea, as
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it prevents public scrutiny (until it is too late), and eventually the algorithm will be exposed anyway. According to Issac
press release (1998) in April 1998, the SDA (Smartcard Developer Association) along with two U.C Berkeley
researchers alleged that they have cracked the COMP128 algorithm, which is stored on the SIM. They claimed that
within several hours they were able to deduce the Ki by sending immense numbers of challenges to the authorization
module.

IV.

PROBLEM FORMULATION AND OBJECTIVE

PROBLEM FORMULATION (Need and significance of proposed research work):
There are several challenges to the GSM security which makes it necessary to use secure Authentication and Encryption
algorithm with GSM network. Please find below several loss areas:

 SIM card cloning: Hacker can clone the SIM to derive the root key Ki from the subscriber’s SIM
and use it for his fraudulent purposes.
 Over-the-air cracking: It is feasible to extract the key Ki and IMSI of the target user without any
physical access to the SIM and attacker can clone the SIM.
 Flaws in implementation of A3/A8 algorithms: None of the algorithms used are available to the
public (for security reasons) and there are flaw areas in algorithms and attackers hack it.
 Flaws in cryptographic algorithms: Both A5/1 and A5/2 algorithms were developed in secret
and have flaws. It requires some seconds of encrypted conversation to extract the ciphering key.
 Short Range of protection: The encryption is only over the airway path between MS and BTS.
There is not any protection over other parts of network.
 Lack of User visibility: Ciphering is controlled by the BTS and user is not alerted when the
ciphering mode is deactivated.
These flaws can be overcome by using:
 Using secure algorithms for A3/A8 implementation: This can thwart the dangerous SIM card
cloning and Over the air cracking of key Ki.
 Using secure ciphering (A5) algorithms: Operator can use newer and more secure algorithms such as
A5/3 provided that such improvements are allowed by the GSM consortium.
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OBJECTIVES:
The objective is to describe the requirements of GSM authentication and encryption procedure.
As we know that security is the essential feature in any service. Hence, GSM network also follows certain level of
security in the services which it provides. As we know that GSM uses radio communications for its mobile subscribers'
this makes it a sensitive service for the persons who are unauthorized users and are accessing through the different
mobile stations. These unauthorized users pretend that they are usual subscribers' and listen to the private conversations
which are being exchanged on the radio paths.
Hence, there are mainly two security purposes which are kept in mind when it is concerned of the GSM network:-

 To protect the Accessibility to the mobile services.
 To prevent disclosure of any crucial information/data at the radio path to achieve the privacy regarding
that particular data.
The objectives are:
 Study of suitable GSM Authentication and Encryption algorithms [A3/A5/A8].
 Design of GSM Authentication and Encryption using A3/A5/A8 Algorithms.
 The GSM Authentication and Encryption shall be developed for use in Linux environment using client
server model implemented using socket programming in C language.

V.

Implementation of the System & Algorithm

GSM algorithms for authentication and encryption are strictly confidential and not publicly available. Hence, to achieve
authentication and encryption a model has been defined. It will be a client server application communicating via TCP
sockets. The server shall handle multiple clients simultaneously. The client and server applications are configurable via
command line arguments.
Implementation of the system:
Assumptions:






The application shall be there on MS, BTS ,MSC and HLR
MS will be simulated using client on Linux.
Multiple clients (MS) shall connect to the server (MSC).
Concurrent Server will do authentications with the involvement of MSC and HLR.
BTS will also be simulated using client on Linux.
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UDP can also be used instead of TCP but TCP is preferred because:



A TCP Socket is a connection oriented protocol. This simply means that we make a connection between two
machines and send data between the two computers much like we are writing to a file on one side, and reading
from a file on the other.
This connection is reliable and ordered, meaning that all data you send is guaranteed to arrive at the other side
in the same order that you wrote it. It also a stream of data, meaning that TCP takes care of splitting up your
data into packets and sending those across the network for us.

Authentication:

 Authentication is required in every mobile radio system

 To establish the authenticity of a user/equipment
 Establish whether the user is allowed to access the service
 Authentication consists of a challenge and a response

 Network provides a challenge in form of a random number RAND
 Response SRES is derived based on algorithm A3 from challenge (RAND),
authentication key Ki and IMSI
MS replies to challenge by sending SRES back to network, which then compares MS’s SRES with its own SRES
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FIG: Generation of Triplet at AUC

Encryption


Protecting analogue information against eavesdropping is not easy but digital transmission allows for excellent
level of protection



Encryption is the process where a series of bits are transformed by mathematical or logical functions into
another series of bits



GSM cipher algorithm A5/n uses a cipher key Kc that is generated during authentication process and stored in
SIM
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K c is generated from RAND by algorithm A8 driven by Ki
K c is 64 bits in length



Ciphering is periodic based on TDMA frame number (periodic with length of hyper frame)

Description:
The GSM Authentication and Encryption Application have many input/output as shown in the figure above. Initially the
authentication request is being sent to the system and the authentication response comes as an output. It ensures the
authentication part of the application. The plain text is also inputted into the system. The decrypted plaintext from MS
and BTS (both client communication) becomes output of designed application. It ensures the encryption part of the
application.

A8 Algorithm:


What this function is Doing:
 This function receives random number and authentication key(Ki) as input
 Generates ciphering key as output.



Who is calling this function:
 triplet_request_to auc([IMSI_LENGTH],triplet[TRIPLET_LENGTH])



Pseudo Code
Start key_generation_A8_algo
Local inputs
2 Arrays of integer type of length of 64.

first_array[RAND_LENGTH/2]
second_array[RAND_LENGTH/2]
Call log_fiunction to write to Log file
1. Read random number (RAND) and authentication key(Ki) of 128 bits as parameter.
2.If error in passing inputs as parameter then
Call log_fiunction to write to Log file
Return 2
4. int i=0
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Call log_fiunction to write to Log file
5. Repeat step 6 and 7 until i >63
6.Ex-Or value of RAND[i] and Ki[i]
7.Store result to first_array[].
Call log_fiunction to write to Log file
8. Repeat step 9 and 10 until i >127
9.Ex-Or value of RAND[i] and Ki[i]
10.Store result to second_array[]
Call log_fiunction to write to Log file
11. i =0
12. Repeat step 13 and 14 until i >63
13.Ex-Or value of first_array[i] and second_array[i]
14.Store result to Kc[].
Call log_fiunction to write to Log file
15. Return 0
Stop key_generation_A8_algo

Triplet Generation:


What this function is Doing:
 This function receives random number(RAND), ciphering key(Kc) and SRES from
MSC_authentication _server.
 Combine all these parameters and generate new value called triplet for a corresponding
MS_Client
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Who is calling this function:
 triplet_request_to_auc
Pseudo Code

Start triplet_generation
Local Variable int i=0, j=0,k=0
Call log_fiunction to write to Log file

1.Read Random number(RAND), ciphering key(Kc) and SRES from server as parameters
2. If error in reading parameters then
Call log_fiunction to write to Log file

Return 2
Call log_fiunction to write to Log file

3. Repeat steps 4 until i < 128
4. var.rand = RAND[i]
Call log_fiunction to write to Log file

5. Repeat steps 6 until j < 64
6. var.sres = kc[j]
Call log_fiunction to write to Log file

7. Repeat steps 8 until k < 32
8. var.kc = SRES[k]
Call log_fiunction to write to Log file

9. Return 0
Stop triplet_generation

VI.

EXPERIMENTAL RESULT AND ANALYSIS

Experimental Analysis:
Steps to be validated:

 Authentication of MS on the basis on its IMSI number at MSC server.

© 2014, IJCSMC All Rights Reserved

404

Payal et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.7, July- 2014, pg. 393-408

 Random number will be generated at AUC and will be provided to MS, where in it can use this
random number along with Ki to produce SRES using A3 algorithm.
 The same way, SRES will be generated at HLR and both SRES will be validated at MSC to
authenticate the user.
 Kc, ciphering key will be generated by A8 Algorithm using Random number and Ki as input
parameters.
 Kc will be used as a ciphering key for A5 algorithm to encrypt the voice data over the air.

Experimental Steps:
5.2.1 Start MSC server:./serverexe 127.0.0.1 1024
IT will wait to receive IMSI number from Mobile Station.

Start BTS: ./btsexe 127.0.0.1 1024
It will receive message from MS and decrypt it.
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Start MS: ./clientexe 127.0.0.1 1024 127.0.0.1 1025
It will send IMSI to MSC server and once the authentication is done, it can start sending messages to
BTS using A5 algorithm.
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Authentication at MSC:MSC receivesIMSI from MS and authenticates it.

Message received by BTS from MS using A5 algorithm to decrypt the encrypted message sent by MS. A single
MSC and BTS can communicate with multiple MS.
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Authentication at MSC:MSC receives IMSI from MS and authenticates it.
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