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Abstract: Digital image is one of the most important types of data used due to the large number of computerized 

applications that are needed for mankind. Some computerized applications that use digital images need a high level of 

security to protect the image, and to turn it into a vague and incomprehensible image to any third party, and that is why 

we have to seek a secure method of cryptography to protect the digital color images. In this paper we will introduce 

method based wavelet packet tree decomposition and reconstruction to generate an encrypted image, the encrypted 

image then will be XORed to get the final encrypted image. The method will use a complicated key which contains two 

parts the ordering sequences and the XORing key to form a total PK. The method will be implemented to measure the 

quality values such as MSE, PSNR and encryption-decryption time. 
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Introduction 

Digital color image [3], [4], [5] is one of the most important types of data [1], [2], [6], [7], for use in important human 

applications[8],[9],[10], including banking [14], [15], [16] and security applications and expert systems [11], [12], [13]. Mostly color 

image requires a high level of protection for several reasons, including [17], [18], [19]: 

- The digital image can be very confidential [20], [21]. 

- The image may be of a personal nature [22]. 

- The digital image may hold or contain highly confidential data [23], [24]. 

And for the reasons mentioned above, it is necessary to provide a method that verifies the destruction of the original image and its 

distortion so that it is difficult to understand with the naked eye or difficult to retrieve it from any other party trying to spy on the image 

and at the same time facilitate the process of recovering the distorted image by the relevant persons or institutions [25], [26], [30]. 

The process of distorting the image is called the encryption process. From the name, the encryption process must be characterized by 

the following [27], [28], [29]: 

- Full protection of the image through the use of private keys those are difficult to penetrate. 

- Ease of implementation and speed to implement the encryption process. 

- Maximizing the error rate (Mean square error (MSE)) between the original image and the encrypted image [27]. 
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- Reducing the peak-to-signal-noise ratio (PSNR) value between the original image and the encrypted image [31], [32]. 

Cryptography is used to protect data including image, the protected image must be totally destroyed by using one or more complicated 

private secrete keys, these keys must highly secure in order to prevent the hacking process as shown in figure 1: 

 

 
Figure 1: Preventing hacking 

Many methods were proposed and used to encrypt-decrypt digital images. Some methods were based on signal segmentation [31], [32], 

others were based on adding and subtracting fixed noise to the signal [33], [34].  Some proposed methods were based on matrix 

multiplication and XORING Using huge private key [35], [36], [37], while others were based on signal blocking, dividing the original 

signal into blocks then each block was encrypted alone [38], [42]. 

Digital color image decomposition using WPT 

Wavelet packet tree method (WPT) [39], [40], [41] can be easily used to decomposed digital speech signal into approximation and 

details applying the matlab function wavedec as shown in figure 2: 

 

Figure 2: Signal X decomposition using WPT 

Here by selecting the decomposition level we can obtain a set of approximations and details (C in the figure) with a specified length of 

each (L in the figure), these components can be used to divide a digital color image into segment with a predefined length, these 

segments can be rearranged in order to generate an encrypted digital color image. 
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The proposed method 

The proposed method as shown in figure 3 is based into two phases to generate the encrypted color image: 

 

Figure 3: Encryption phase 

1) Image rearrangement, by decomposition the image into segment using a selected number of key, then we use the obtained 

segments size to divide a one raw image matrix into segment, theses segments are to be reordered to form a new one raw 

matrix, the orders must be kept in secrete to be used as a part of the private key (PK). 

2) The reordered image then to be used to be generated the final encrypted version by applying XORing operation using a huge 

3D matrix key, this key is to be generated once, and saved to be known by the sender and receiver, this key will be used as a 

second part of the PK.   

Figure 4 shows the image of the matrix PK. 

 

Figure 4: 3D matrix PK 
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Figure 5 shows an example of XORing operation, while figure 6 shows an example of data decomposition:  

 

Figure 5:  XORing example 

 

 

 
Figure 6: Decomposition and reordering example 
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Decryption works in the opposite way by applying XORing then reordering. 

Implementation and experimental results 

The proposed method was implemented using various images, figure 7 shows a sample output. 

 

 
a)                                                 b)                                                       c) 

Figure 7: Image example a) original b) Rearranged c) Encrypted 

 

 

10 images were taken and they were encrypted decrypted using the proposed method: table 1 shows the segments lengths for each used 

image: 

 

 

Table 1: Obtained segments lengths 

Image 

number 

Decomposed segments length 

S1 S2 S4 S4 S5 S6 S7 S8 

1 1179 1179 2358 4715 9429 18857 37713 75425 

2 610 610 1219 2437 4874 9747 19494 38988 

3 4050 4050 8100 16200 32400 64800 129600 259200 

4 40163 40163 80325 160650 321300 642600 1285200 2570400 

5 33799 33799 67598 135195 270389 540777 1081553 2163105 

6 956 956 1911 3821 7642 15284 30567 61133 

7 4050 4050 8100 16200 32400 64800 129600 259200 

8 1180 1180 2359 4718 9436 18872 37744 75488 

9 47807 47807 95614 191227 382454 764907 1529814 3059628 

10 19536 19536 39072 78144 156288 312576 625152 1250304 

         

The following order was used as a part of PK: 

PK2= 7 4  7  1  8  5  2  6  3,  and thus table 2 shows the reordering sequence: 
 

Table 2: Reordering sequence 

Segment number Rearrangement order  

1 4 

2 7 

3 1 

4 8 

5 5 

6 2 

7 6 

8 3 
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The two phase of encryption were applied, table 3 and 4 shows the results of implementation: 

Table 3: Implementation results (encryption phase) 

Image number Size(byte) MSE PSNR Encryption time(second) 

1 150849 15547 14.3090 0.1770 

2 77976 44618 26.7922 0.1270 

3 518400 71338 17.7590 0.2470 

4 5140800 96352 19.0935 1.2460 

5 4326210 95470 19.1854 1.0610 

6 122265 83645 20.5077 0.1350 

7 518400 12071 16.8397 0.2300 

8 150975 11229 17.5631 0.1430 

9 6119256 70923 22.1576 1.4850 

10 2500608 12132 16.7890 0.7080 

 

Table 4: Implementation results (decryption phase) 

Image number Size(byte) MSE PSNR Encryption time(second) 

1 150849 0 Infinite 0.1770 

2 77976 0 Infinite 0.1270 

3 518400 0 Infinite 0.2470 

4 5140800 0 Infinite 1.2460 

5 4326210 0 Infinite 1.0610 

6 122265 0 Infinite 0.1350 

7 518400 0 Infinite 0.2300 

8 150975 0 Infinite 0.1430 

9 6119256 0 Infinite 1.4850 

10 2500608 0 Infinite 0.7080 

From the obtained results we raise the following: 

- The proposed method has a high seurity level by using two complicated keys. 

- Simple to implement. 

- Significant small time for encryption and decryptionn, and the has linear relationship with the image size(as shown in figure 

8). 

- High MSE value and low PSNR values (between the original and the encrypted images), which mean that the encryption 

process totally destryed the original image. 

- Zero MSE value and infinite PSNR values (between the original and the deccrypted images), which mean that the decryption 

process recovered in image identical to theoriginal image image. 

- Flixeble, ant time we can change the number of decomposition levlels, and thus we can change the number of segments and 

the length of each segment. 

 
Figure 8: Encryption time and image size 
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Conclusion 
A simple, flexible, highly secure method of color image encryption-decryption was proposed, implemented and tested. The obtained 

experimental results show that the proposed method satisfied the requirement of good methods of data cryptography by giving an 

excellent value for MSE, PSNR, encryption and decryption times, and that is why it can be highly recommended.   
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