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Abstract— Cryptography is the way to secure theadtt achieve higher reliability during the commuration
process. There exist a number of cryptographic apgeches. This paper defines a geometry based Synimetr
cryptography algorithm that is used to encrypt thgut data. As the name suggests the approach iseobon
the geometric figure to perform the cryptographyn this work, we will define an elliptic shape geotneto
generate the dynamic key so as to perform the dyitasymmetric encryption of input text. Based on the
geometric elliptic figure’s properties the key wbe generated and by using the key parameters émgth and
breadth of Cartesian plain will be defined. Onceetlarea will be defined, the next work is to defiagyroup of
ellipses and to perform the translation and rotatiof axis. By extracting the pixel positions on the ellipses
and to place the input data respectively to theseations the cryptography will be performed. Thetaal
work of this algorithm is to change the data locatis instead of changing the data. The secure antiatde
encoding of the data is expected from the work.
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. INTRODUCTION

In cryptography,encryption is the process of encoding messages (or informatio such a way that
eavesdroppers or hackers cannot read it, but tlihbdzed parties can. In @ancryption scheme, the message
or information (referred to as plaintext) is endggusing an encryption algorithm, turning it isto unreadable
cipher text. This is usually done with the use ofeacryption key, which specifies how the messag® ibe
encoded. Any adversary that can see the ciphestexild not be able to determine anything aboubtignal
message. An authorized party, however, is ableetmde the cipher text usingdacryption algorithm, which
usually requires a secret decryption key that ashrées do not have access to. For technical reasons
encryption scheme usually needs a key-generatigoritim to randomly produce keys as in [8].There ar
several ways of classifying cryptographic algorighiBased on the number of keys employed for enicrypind
decryption, there are mainly two types of algorighas in [5].

Asymmetric Encryption: It's also known as public key encryption. Each camitating entity has its own
private key and public key. One is used for endoyptand the other for decryption. It is computatity
infeasible to determine the decryption key giverlyoknowledge of the cryptographic algorithm and the
encryption key as in [6].

In public key cryptography the encryption key ibfeibut the decryption key is private.
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Fig. 1 Public Key Encryption

The problem of public key cryptosystem is that bas to do massive computation for encrypting aaynpl
text. Due to massive computation the public keytwgystem may not be suitable in securing datadihac
sensor networks as in [2].

Symmetric Encryption: The same key is used for both encryption and giony and it is shared between
the two communicating parties. In symmetric keyptography, a single key is used for both encryptiod
decryption. The sender uses the key (or some setled) to encrypt the plaintext and sends theeipbxt to
the receiver. The receiver applies the same keyulerset) to decrypt the message and recover |Hiet@xt.
Because a single key is used for both functionsiese&key cryptography is also called symmetric gpigon.
With this form of cryptography, it is obvious thae key must be known to both the sender and teiver as
in [3].

The merit of ‘'symmetric key cryptography’ is thaetkey management is very simple as one key is fased
encryption as well as for decryption. In case ohsetric key cryptography the key is secret as jn [2

3
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Fig. 2 Symmetric Encryption

Il. RELATED WORK

In 2007, Reference [1] proposed cryptosystem based new algebraic structure with simple and flexib
properties. This cryptosystem is constructed froyoliC Geometric Progressions over polynomial rindinite
field, in which it is considered as a poly alphébeipher. Simple scheme for cryptosystem usingayeic
geometric progression over polynomial ring is digmat. The new structure of multiplicative group ayklic
over polynomial ring is also mentioned in this papWith all characteristics of CGPs and the efficig in the
implementation, the newly proposed method may brg peactical to use in the on-line computer systé&wr.
instance, strong requirement of data security atidhility by using mobile telephone to transmitajavoice
and image across the sky can be greatly satisfigd thhe scheme. It's limitation is that it's comgtidnally
complex. According to Hoai Bac et al. “Our techrégqthave a number of crucial advantages. They arabply
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secure: they provide provable secrecy for encryptithe algorithms we present are simple, fast asilye
implemented in terms of encryption as well as detoy."

In 2009, Reference [3] explained that Symmetric IGeyptography is one of the prominent means of iIgecu
data transfer through unreliable channel. It rezpiitess overhead than Public Key Cryptosystem. They
presented a new algorithm based on 2-d geometngysioperty of circle, and circle-centered angteisla
block cipher technique but has the advantage oflyming fixed size encrypted messages in all cakes.
incorporates low computational complexity with faihigh confidentiality than the previous technique

In 2012, Reference [7] proposed a symmetric keyyion algorithm known as Chakra Algorithm. It's a
process of encrypting the data with the concepSasfesian Co-ordinate Geometry and circle ger@rafihis
technique also uses circle as the geometric filjkeethe previous one but in this the key is muatrencomplex
than previous technique's.

According to this " The process considers the tedio® and rotation of axis when the data is graupe
circles each circle holds a portion of data. Unlilke other current algorithms, in Chakra Algoritiwa will not
directly change the data instead location of deiere the random plaintext bits are placed on tkedfisize
Cartesian grid and the circles generated at oragid translated to consent circle center. The etioryp
technique adapts rotation of circumference poinith wome angle for all circles. The drawbacks imalch
algorithm are the sine and cosine functions usehguotation of a circle which mostly give irratial numbers
making it difficult to store the original value. ércle is rotated by 45° then the point (1,1) beesr(0,1.414..)
the irrational numbers causing the problem. Thatiaal angle (90°, 180° etc.) are only possileititwhere
both sine and cosine functions are rational nurfibers

Ill. OVERVIEW OF ALGORITHM

The presented work is about to perform the symmetyptography by using the geometric ellipticglufie.
The presented approach is based on the geomefni@fbased cryptography and we have selected lthseehs
the geometric figure. Based on the defined figuggemetry analysis the dynamic key as well as tmeahic
key cryptography will be implemented. The presentek will be implemented in two major stages, tfits
analyse the geometric figure and based on theliratialysis the dynamic symmetric key will be geted.
Now based on these parameters the cryptography arek will be defined in terms of rectangular aXike
area will be extended on each side based on tlizontal and vertical radius of the geometric figure

To identify the elliptic boundary area the bresanbellipse drawing algorithm will be implementedeT
obtained pixel positions will be elected as theifpwss to locate the data values. In same way thelavplain
area will be covered by the intersecting ellipddsw we have to perform the basic transformationghase
ellipses in terms of rotation defined at a paricuhngle and the transformation of the actual aéthbe
performed. The main objective of the work is tori the location of data instead of changing tha dalues
so that a safe cryptography will be performed.

Key: The key mainly consists of 3 parts
e Major axis and Minor axis of ellipse
e Length and Breadth of the Cartesian plain
« Array of angles each ellipse is rotated
The basic steps involved in the work are givenradeu
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Defme the basic parameters for the geometric
ellipse shape

¥

(Generate the Cartesizn plain

b J

Generzte the Dynamic key based on geometric
fisute and geometric ares paramsters

*
Expand the geometric ares by placmg the
ellipse at boundary comers

hd
Obtain the boundary peints of ellipse by using
bresenhams ellipse drawing algorithm

b
Fill the geometric area by using these elliptical
figures

L
Belocate the ellipse by performing the
rotationzl transformation

.

(Obtzin the Encodsd Data

Fig. 3 Flow Diagram of proposed approach

This encryption technique is based on the prinsiplethe Cartesian system given below.
A) Trandation of Cartesian Co-ordinates:- A Translation is applied to any object by repasithg it along
a straight line path from one co-ordinate locatmanother.

B) Rotation of Cartesian Co-ordinates:- A 2-dimensional rotation is applied to an objegtrépositioning it
along a circular path in X- Y plane.

A) Trandation: - Let (x,y) be a random point in a Cartesian plaid &,b) be a point to which the axis is
moved to then the resultant coordinate will bey(X'given by the following formula [3].

xy)=(xtayth)

B) Rotation: - Let (x,y) be a random point in the Cartesian pkil the plain is rotated lythen the new
coordinates are given below [3].

(') = ((x cosB - ysing), (xsind + ycosf))
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IV. NEwW SYMMETRIC KEY ALGORITHM

It's a modern symmetry key encryption techniquejctvtuses the concepts of Cartesian coordinate and
ellipse transformation (rotation & translation).tBaypes used in the algorithm are :-

1. X-Length (XL): Length of the x-axis in the Castan plane.

2. Y-Length (YL): Length of the y-axis in the Casi@n plane.

3. Length of major axis (2a) and minor axis (2bgltipse.

4. Point(x, y, data bit): A point data type consist three parameters its x and y coordinate aadlda bit(0

or 1) that is present in that location. Grid isodlection of points. An ellipse is a portion of dyri

5. P: Length of bit stream of plain text (bit 019t

6. Ellipse: User defined data class contains Hli@enter (xc, yc), X-Coordinate and Y-Coordinate.

The major steps of algorithm are explained below:-

Step 1: Collect data from the sender: XL: X-Length, YL:Y+igth, 2a: major axis, 2b: minor axis, , P-
Plaintext (stream of bits).

Step 2: Create Cartesian Grid plain (XL*YL)

Step 3: Generate ellipses using Bresenhams ellipse draalgayithm .

Step 4: Add 1 bit of data at every integral Cartesian ptiat lies on ellipse.

Step 5: Perform translation and rotation of these ellipg@shat bit position is changed.

Step 6: Cipher text is obtained.

A. Bresenhams Ellipse Drawing Algorithm

Step 1: Start the process.

Step 2: Input two radii i.e rx , ry and ellipse center @ and obtain the first point on the circumferermt

an ellipse centered on the origin (x0,y0) = y0,r
Initialize "x" and "y" as below:-

x=10

y=ry

Step 3: Calculate the initial value of the decision parénas

Fx=1

Py=2+rxi=y

P=ryl—(rx?sry) + (0,25 =z’

Step 4: while Px < Fy

[Repeat steps 5 to 7]

Step 5: Pi=Pr+2srylandx=x+1

Step6: If =0

P=PF +ry' +Px

else

Py =Py —2 =i’

P=P+ryvi+Pr—Py

y=y— 1

Step 7: Draw Points for 4 octants

Step 8: P=ry? s(x + 032+ rx? (v =107 — xf s oyt

Step 9: While ¥ = 0
[Repeat steps 10 to 12]
Step 10: Py =Py —2srx® andy =y—1

Step 11: if F = 0
P=PF +vrx?—Py
else

Px=Px+2 =ry’

P=P +rxt — Py + Px

x=x+1

Step 12: Draw Points for 4 octants
Step 13: Exit

© 2013, IJCSMC All Rights Reserved 5



Prerna Gauet al, International Journal of Computer Science and MoBibmputing Vol.2 Issue. 6, June- 2013, pg. 1-6

V. DECRYPTION ALGORITHM

Note all the information collected from the keye tteceiver will know what is the size of the grie. ilength
and breadth of Cartesian plane , anti-rotate @lipshow much angle i.e. rotate lyfer every6 . Since all are
invertible function at the end plain text is acta@d\7].

VI. CONCLUSION

In this paper a new approach for symmetric Encoyptising the concept of Cartesian Plotting, ellipse
generation and translation, rotation is introdudéeke the random plaintext bits are placed onsdpand these
ellipses are translated and rotated to obtain cifghe. In the previous techniques, the circledsdias the basic
geometric figure to perform the cryptography. Bacéuse of less number of dimensions and the easier
algorithmic approach it has the more chances tealethe information under some applied attack. et
present paper is about the use of more complex gemnfigure i.e. ellipse and the algorithmic apgeb so that
high level of reliability is expected from the work
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