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Abstract— Cloud computing is seen as the next wafdechnology which will accelerate the pace of the
industry. Cloud services will increase the compugipower without investing much on infrastructure.he
cloud offers service includes SPI — Software, P@th and Infrastructure. Cloud services enable users
remotely utilize the services in the pay-per used®slo As the services types evolve, the need oféwirity
shoots up. The aim of this paper discusses howrtivjale Security as a Service (SECaaS). Conventionals
protection applications are standalone and needdiuidual updates .The idea of providing Virus Pratén
as a Service(VPaaS) is discussed as a part of Sec@his centralized virus protection in cloud wgkerve as a
one point Anti-virus application which will secur¢he clients in the network against virus attack§his
model can be seen as a successful business modéhéoorganization and also reduce the cost of indiual
license for the applications.

Key Terms: - Cloud computing; Software as a Seryitérus Protection as a Service; Openstack; Virtual
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I.  INTRODUCTION

Cloud computing is the manipulation of hidden cotimmuresources that are provided as services to the
clients through the internet. A cloud can be pybtidvate and hybrid. A public cloud can be accdslsg
anyone who is using the internet. A private clasid closed network that supplies deployed serv@adimited
number of people. Virtual private cloud is offerasla commercial computer service through publiaaldehe
goal of cloud computing is to provide easy, flegilsind reliable access to computing resources dibdase
services. A hybrid cloud is a combination of prevand public cloud. This works by leasing a exteeidices to
the private cloud. The availability and flexibjliof free open source cloud platforms are maingdu® deploy
the private and hybrid cloud computing environme8tsftware as a service is a type of service mwdedhich
the software and its libraries are centrally hosted the clients can access the resource. as ap&daS
providing SECaaS can be successful business mBdelrity includes features like access managerdatd,
loss protection, web security, email security etc.

A. Characteristicg 11] and Benefits Of Cloud
Cloud computing has a variety of characteristio$ asvantages, with the main ones being:
1) Utilized Infrastructure: The utilized infrastructure enables the sharinglofsical services, storage, and
networking capabilities. The cloud infrastructuregardless of deployment model, seeks to make the

© 2013, IJICSMC All Rights Reserved 256



Manivannan Palanivet al, International Journal of Computer Science and MoBibmputing Vol.2 Issue. 6, June- 2013, pg. 256-26

most of the available usage of its infrastructuress a number of users and it means there wilidbe
wastage on utilizing the hardware potential.

2) Based on Reguirements. The clients can use the cloud service if thereany current demand
requirement. So they don't need to pay all the .tiffleis is done automatically using software
automation, enabling the expansion and contraaiorervice capability, as needed. This dynamic
scaling needs to be done while maintaining higelkeof reliability and security.

3) Network Access: It can allow access across the internet from admange of devices such as PCs,
laptops, and mobile devices. Deployments of sesvicethe cloud include everything from using
business applications to the latest applicatiothemewest Smartphones.

4) Billing: Cloud service providers uses metering for managimd optimizing the service and to provide
reporting and billing information. In this way, canmers are billed for services according to howmuc
they have actually used during the billing period.

Mobile Accessible: Use of mobile phones in today’s world is mandatdtris going to be the computer of the
present and near future. So there is a need forcliwed service provider to build a service that dzn
supportable in mobile phones.

Il. SECURITY ASA SERVICE

Security as a Service in cloud allows securinghbst system remotely. It is a type of computingakihis
used to secure all other types of computing. Tlaeeemany categories [14] available in Security &eevice.
They are Identity and Access management, Data posgention, Web security, E-mail security, Security
assessments, Intrusion management, Security Infmmand Event management, Encryption, Business
continuity and Disaster recovery and Network séguAs the service from the centrally hosted serités easy
to keep track of every new threat and so that ikximae clients system protection. There are manyekits
from the Security as a Service. They are flexiilfaster scanning of user data, web interface doage our
system auditing and on-going activities from anywehegreater security expertise and outsourcingoofies
administrative tasks to save time. These kindseofise are easy to deploy and requires less pooisg
because it is a real time protection.

Il. EXISTING SYSTEM

In the standalone anti-virus system, users haveotenload the anti-virus application as a contract &
specific period. The users have to get the virdgitien update for a specific time interval. Thegaedate will
provide the information about the virus, malware. dthis will definitely utilize a lot of disk spacend ram.
Because of these issues, cloud anti-virus was borthis system, clients have to upload all théésfto cloud
server and the cloud server will scan the filess®ystem reduces the disk space usage but itresghigh
internet service to utilize this service. In thgseposed system, clients don't have to upload ites, fcloud
server can scan the client disk because it is geavas a service. It will increase our protectamsiure.

A. Panda:

Panda[11] is a cloud based anti-virus which istliglecure. It is capable of detecting virus, Trsjatc. It is
providing ultimate security by real-time protectiand collective intelligence. The present genematiéfers
behaviour analysis and behavioural blocking. Etqtéons shows that next generation cloud antivingsy
provide automated data processing where the anis-¢ian be used in offline mode by virus definitiggdate.

B. McAfee:

McAfee[9] secures the email services against vspam, zero day protection and many other threatsigh
email encryption, email archiving and email seguviia cloud. Mcafee only provides the protectiowaods
web and email services but not as real time priotedor system. Mcafee includes cloud-based malware
defection, disinfection and it will secure the hegstem even without internet by getting virus-diifon update.

C. AVG:
AVGJ[12] is a cloud based admin platform to provikcurity by filtering out the virus, malware, elicis
capable of filtering the virus by scheduling. Indae accessed from any type of browser withoutoyy. It
has the ability to secure the email and web traimsadut not any system through cloud.
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D. Symantec:
Symantec[10] gives sufficient protection to the th&ystem and eliminated the need to manage hardavate
software. It will protect the web and email excharand also has the ability to secure the criticth dy
automatic streaming to Symantec server.

IV. VIRUSPROTECTION ASA SERVICE

Cloud antivirus[1] is a type of anti-virus that adégghtweight software on the host computer, witilerill
process all the majority of data analysis to tlwudlserver. As antivirus is installed in the stdoda system, it
is hard to keep track of every known virus in theri. Because of this disadvantage, the anti-vitas been
transferred as a cloud service because of this/ewalicious code, virus and bots can be trackedthed it is
very easy to identify and remove virus from thesreli system. One approach to implementing cloudsiaungi
involves scanning client files using multiple aimi engines on the cloud server. This paper adesca new
model for malware detection on end hosts based@viding antivirus as an in-cloud network serviBecause
of the proposed system, it will improve the scagrspeed because of parallel computing in the cémdlit will
save a lot of space in the user system and alsiocd inoney for the individual and for the orgatiag.

V. INFRASTRUCTURE DIAGRAM
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VI. OPENSTACK

OpenStack[13] is free open source Cloud computlagiggm originally released by Rackspace and NASA,
which is mainly used to create and innovate theclplatform for both individuals and organizatidinis used
to create the nodes for the cloud environment. Gdenpode stores and retrieves disk files and astsutdata
in Image. Network node provides virtual networkifay the available nodes. Block Storage node pravide
storage volumes for Compute. Image node is maisiéduo store the actual virtual disk files in thagj&at Store.
All the authentication related services will happeith Identity node. The Compute node is built on a
messaging-based architecture, which allows runtiiagervices on multiple servers. Compute nodestearhe
message using the Advanced message Queue Profdd@R) and it will use asynchronous calls to avoid
blocking. Quantum is an OpenStack[7] project tovile "Connectivity as a service" between connected
devices managed by other nodes in the openstadft iSva storage system used to provide lots ofegfe.
Nova is used to manage and schedule the availa@iohpute resources. The OpenStack Dashboard provides
administrators and users a graphical interfaceanipulate the cloud server and its administraiagks.
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Due to many disadvantages in the standalone sygtgnmsany organization are planning to deploy the
cloud-based antivirus. Cloud-based antivirus camnkeked by using Openstack. For building a cloadver,
there are three nodes which are mandatory. Thadesrare compute, network and cloud controller nbdthe
compute node, the client data will be manipulaféte network node will help to control the data saission.
Cloud controller node will control the cloud servétl the packages for these nodes will be instatlerough
internet. There will be a switch to transfer th¢éadaetween compute and network node. The clamAWiaun
package will be installed on the virtual machinerfed by openstack. As this open source anti-virilisbe so
helpful in detecting and clear all types of virlitiere are many types of virus available in the cating world.
They are boot sector virus, browser hijacker,digetion virus, file infector virus, macro virusulti parties
virus, polymorphic virus, resident virus, web strig virus and many more. These viruses can beatleat any
time on the client system if the update is mairgdiperiodically. Once the system is deployed meiwesdata
transaction will be controlled by network node, thieole cloud structure will be controlled by clocdntroller
node and the client data is processed at compute. #s many as number of clients can be addedetaltud
server depending on the compute node. There arg tgpas of platforms available in operating syst&n.
those the main platforms are windows, Mac, Linuxu¥ Protection as a Service can be utilized by any
platform by using the internet. The client can ascthe service by three modes[10] of operation.yTdre
transparent mode, warning mode and blocking modethé transparent mode, the service is completely
transparent to the client. In the warning modegeasdo a file is blocked until the scan is completa the
blocking mode, access to a file is blocked duricansiing and if the file is classified as suspicithen access
to the file is denied and the user is informed vaitherror dialog.
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VIII. RESULT

Once the server is deployed, the clients can makeofi Virus Protection as a Service. The service
utilized as pay-per use model, just like payingtfer drink and not for the cup. The server can kéepvirus
definition up-to-date by connecting to centrallplghlized virus database, So the clients don't heedre about
any virus or threats that become as vulnerabititthem because of updation in the server. The cleunder will
store all the infected files in one of the nodegdbry, So that the clients can store the mangdties for a
specific period which they feel as needed. Thi$ ealse out the operation of clients like updatiostallation
and maintenance. The scan result will produce timeler of scanned files and directories, infectlss fiknown
virus, version number and time in the clients texahi Thus a option to protect the data in the peivaetwork
for client has been provided by using VPaasS.

J/root/.goutputstream-E4HITW: Empty file
Jroot/.goutputstream-2Q1TTW: Empty file
Jroot/.viminfo: OK

SCAN SUMMARY
Known viruses: 2186122

Engine version: 0.97.7

Scanned directories: 1

Scanned files: 21

Infected files: ©

Data scanned: 126.58 MB

Data read: 31.72 MB (ratio 3.99:1)
Time: 15.944 sec (06 m 15 s)

Result

Number of Viruses

Scan Time
—_— standalone Antivirus

—_— vPaas

IX. FUTURE WORKS

As many numbers as clients can be added to clowersby using virtualization. Virtualization is @mcept
of virtual form of anything such as software, phath and infrastructure. Now Virus Protection aseavi®e has
been invoked and in future it can be extended phoixas a Service, Encryption, Data Protection.

X. CONCLUSION

To address ever-growing concern of security inltherganisation, a new business model has beeropeap
to implement the anti-virus using cloud. Becausgéhidf business model, it will open up a new platfdor the
security in IT organisation. In the standalone agapion, the user has to buy separate licensevieryesystem
and it is very expensive for large organisationc&ese of the effects in the standalone systemprieisation
will deploy the proposed cloud anti-virus whichviry cost effective.
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