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Abstract: Increasing the message protection degree is a vital issue. In this paper research a new, simple, secure
and efficient method of message cryptography will be proposed. The method will use two private keys for
encryption decryption. The first key is to be generated from a secret image_key; the second key is to be generated
using chaotic logistic map model. The two key will form a complicated complex key which cannot be hacked, thus
will secure the transmitted messages from being hacked. The PK will be very sensitive to any changes: image_key,
selected image color, message length and chaotic parameters. Any minor change in the decryption phase will
generate new PK, and a corrupted damaged decrypted message will be produced.

A set of analyses (sensitivity, quality and throughput) will be performed to prove the improvements and efficiency
provides by the proposed method.
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Introduction

Everything that can be stored and transmitted over the Internet, may be exposed to hacking or obtained by an
unauthorized third party, which forces us to work on encrypting our files and messages of importance, which applies
to all Internet users, especially those working in sensitive areas Like the press, documenting violations and crimes.
The occurrence of our secret messages, or our data that we would like to share selectively, may cost us in the hands
of our opponents great losses, which may lead to arrest at times, or even the loss of life at other times, especially in
periods of conflicts and wars, or under the control of tyrannical governments that find that it is It has the right to
penetrate all information and messages, and to eliminate everything that contradicts its directions and opinions, apart
from the right of individuals to privacy and freedom of expression [39-49].
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Hence the importance of information encryption as an essential value in maintaining the digital security of users and
protecting the confidentiality and privacy of their information, as encryption allows hiding the content of messages
exchanged between two people from any third person who may intercept them, and in the event that the wrongly
encrypted files fall into the hands of unauthorized persons to read them. The content of the messages will remain
unread for them [8-12].

Cryptography is the process of converting information from its readable or clear form to a form that can only be read
or viewed by authorized persons, and it falls within the framework of cryptography(see figure 1).
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Figure 1. Data cryptography process

Encryption is the best way to protect valuable information, be it documents, images, or online electronic
transactions, from falling into the wrong hands and the possible security risks that this entails.

Encryption methods have witnessed a clear development since its inception and throughout the ages to this day, and
its practical applications have diversified to include several areas, such as informatics, security, military, diplomacy,
commercial and banking [13-18].

Cryptography is the science of "breaking encryption” and breaching secure communications that interceptors of
encrypted data use to learn about the content of this data.

The emergence of encryption methods has prompted software developers to update encryption methods in a
sustainable and accelerated manner to provide more quality encryption methods, which also prompted those in
charge of encryption to raise the level of their methods used, which led to the creation of a state of continuous chase
between these two sciences, in an attempt One side is superior to the other [19-23].

The motivation of the proposed method of data cryptography is to introduce a simple, highly secure, efficient
method.

The security of the proposed method will be achieved by the following add features:
1) Using two private keys to apply encryption-decryption.

2) Each key has a variable length and it contains a set of values, number of these values depends on the
message (or message block) to be encrypted-decrypted, thus it is impossible to hack these keys.
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3) The first private key is to be generated from an image_key, which must be kept in secret, one color matrix
(see figure 2) will be used to generate this key.
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Figure 2: Image_key to generate first PK

The contents and the size of the first PK depend on the selected image_key, the selected color matrix and the length
of the message to be encrypted-decrypted as shown in figures 3, 4 and 5 [24-30]:
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Figure 3: Using 2D matrix to generate various keys
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Image_key(image 4)
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Figure 4: Different keys for the same message from different colors
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Figure 5: The keys are changed when selecting another image_key

4) The second key is to be generated using chaotic logistic map model. Chaotic logistic map is a one
dimensional function which has the following main features [1]:

- The created values by the function are completely random, and they do not repeat themselves even after a
number of iterations in a period.

- The created numbers are very sensitive to the selected initial values.

The chaotic logistic map (CLM) function is calculated by equation 1 [1-3]:

Xn+1=r'Xn'(Xn_1) (1)
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Where Xn is the first chaotic logistic parameter that ranges from 0 to 1, r is the second chaotic logistic parameter
that ranges from 0 to 4. The behavior of the chaotic logistic map depends on the selecting value of r, so, when r is
equal to [3-6]:

- 0to 1, the chaotic function generates fixed and stable values near to zero.
- 1to 3, the function generates a fixed and stable values near to (r-1)/r).

- 3to 3.7, the function generates values with periodic attractor.

- 3.7to 4, the function acts as a chaotic function.

- CPK can be generated using the sequence of operations shown in figure 6:

r1=3.99;x1=.01; Chaotic logistic map parameters
for i=1:L
x1=r1*x1%(1-x1);
kev12(i)=x1;
end

Figure 6: Second PK generation

The efficiency of the proposed method can be achieved by optimizing the encryption-decryption times, thus
increasing the speed of the process of cryptography (maximizing the method throughput) [30-35].

The proposed method will totally destroy the encrypted data making it unreadable, and recovering the original data
after decryption. The proposed method will decrease the correlation coefficient (CC) between the original and
encrypted messages, decrease the value of peak signal to noise ratio (PSNR) between the original and encrypted
messages, and increase the value of mean square error (MSE) between the original and encrypted messages.

In the decryption phase the value of MSE must be zero, the value of PSNR must be infinite, while the value of CC
must be equal 1. The quality parameters between two messages can be calculated using equations 2, 3, and 4.

n—1
MSE = L Y[S()—R( j)? ,N=m=sn (2)
N =0
i (MAX)?
PSNR =10 * logyg ~— e 3)

S and R are messages
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Where:

correlation coefficient

CcC

L = values of first message

T = meanofx
Yi - values of second message
3_,‘ = meanofy

Related Work

Many methods of message cryptography where introduced, most of the methods were based on the data
cryptography standards [36-41]: data encryption standard (DES), 3DES, advance encryption standard (AES) and
blowfish (BF). These methods share the following features, and most of these features can be considered as
disadvantages:

- PK: private key has a fixed length of bits; this key is used to generate some other sub keys required in
the encryption and decryption phases.

- Block size: the message must be divided into blocks, block size is fixed and cannot be change, for
messages with long length the number of blocks will be high, thus an extra time will be required to
apply encryption and decryption phases, the increasing in encryption-decryption times will negatively
affect the efficiency of the process of cryptography, table 1 shows the average throughputs (number of
bytes encrypted/decrypted per second) of the standard methods.

Table 1: Throughput of standard methods

DES 3DES AES BF

Throughput(byte 835 292 491 1038
per second)

- Rounds: Fixed number of rounds are used for each method, this will increase the required times for
data cryptography.

- These methods give good values for MSE, PSNR and CC during the encryption and decryption phases.
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The Proposed Method

The proposed method for encryption requires the following steps (see figure 7):
1) Get the message, get the message length, and convert the message to decimal.
2) Use chaotic logistic map parameters r and x and message length to generate key 1.
3) Use image_key to and message length generated key 2.

4) For each character in the message: convert the decimal version of the character to binary, rotate left the
binary version to number of digits equal nrlb, then convert the binary results back to decimal to get the first
version of the encrypted character.

5) Xor the encrypted message with key 1 to get the final encrypted message.

Message mage_key
| 11=3.99:x1-.01;
(1) T
key 1[10 39 131 254 |
[0 105 97 100]
(2)
¥
<<6 [ 90=01011010]=[10010110=150] Key 2 |143 144 126 141]
<<1[105=01101001]=[11010010=210] b
nrlb ‘6 1 1 4‘
<«<1[97=01100001|,[11000010=194]
= —

<<4[100=01100100|=[01000110=70
(4)

‘150 210 194 70F¢=XORing

(5)

|156 245 65 184

¥

Encrypted message | | 3A

s

Figure 7: Proposed encryption phase

The proposed method for decryption requires the following steps (see figure 8):
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Figure 8: Proposed decryption phase
1) Get the encrypted message, get the message length, and convert the message to decimal.
2) Use the chaotic logistic map parameters and the message length to generate key 1.
3) Use image_key to and message length generated key 2.
4) XOR the message with key 1.

5) For each character in the received in step 4 message: covert the decimal value to binary, rotate left the
binary value 8-nrlb times, and cover back the resulting binary value to decimal to get the decrypted version.

6) Convert the decimal message to character to get the decrypted message.

For other researchers to reproduce the results the following mat lab code can be used to implement the proposed
method:

clear all.cle

% Inputs

a=imread('C:\Users'win 7\Desktop'sampleMerry_ 0055 Lasalle.jpg');
mes='ziad algad albalqa applied winversity Amman Jordan';
wi—uint8{mes);

s=length{w3);
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%Image key generation
tic
kevl=imresize(a(:,:.1).[1.5]);
klt=toc;
% Chaotic logistic map key generaion
tic
r1=3.99:x1=101;
for =1:s
xl=r1*x1%(1-x1);
kev12(i}=x1;
end
kev2=nint8(255%kev12);
k2t=toc;

%PFirst round of encryption
tic
fori=l:s
al=w3(1.i);
al=dec2bin(al.8);
nhrr=mod(kev1(1),6)+1;
a3=rotl(a2 nbrr);
enl(l.i)=bin2dec{al);
end
rott—=toc;
% Second round of encryption
tic
en=hitxor{uint8{enl).kev2);
xort=toc

%odecryption

del=hitxor{en.kev2);

for i=1:s
al=del(l.i);
al=dec2hin(al.8);
nbrr=8-{mod(keyl(i),6)+1);
a3=rotl(a2.nbrr);
de(l.i)=bin2dec(a3);

end

char(de);
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% Results

tt=klt+k2t+xorttrott;
tp=s/tt;

k1t

k2t

xort

rott

it

tp

[ml m2]=PSNR_RGB(w3,en)
[m3 m4]=PSNR_RGB(w3.de)
ccl=corr2(w3,en);
cc2=corr2(w3,de);

[ml m2 cel];

[m3 m4 cc2];

% MSE and PSNR calculation function
function [mse psnr]=PSNE_RGB({X.Y)
X=double(X);
Y=double(Y);
dl1=max{X(:))
&2-max(¥Y());
d-max(d1,d2);
mse=meand{(X-Y)."1);
psnr=10*log((d."2)./mse);

This program was implemented using the color image with the link:

http://tabby.vision.mcgill.ca/html/Jpgpic/LandWater/sampleMerry 0055 Lasalle.jpg

The following are the obtained outputs:
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xort= 0

ans =ziad algad albalga applied ninversity Amman Jordan
klt= 0.0590

k2t = 1.0000e-003
xort= 0

rott = 0.0220
tt=0.0820

tp= 621.9512

ml = 7.2972e+003
m2= 212353

mi= 0

md= Inf+ NaNi
ccl= -0.0738

cc2= 1

Implementation and Results Analysis

Several messages with various lengths using various images were treated using the proposed method, figures 9 and
10 show two groups of selected images (the size of these images ranges from small to huge), table 2 shows the basic
information of these images.

Figure 9: Selected group 1 of images
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Table 2 : Selected images basic mformation

Figure 10: Selected group 2 of images

Image number B.esolution Size (byte) Image number B.esolution Size (byte)
(pixel) (pixel)
H1 1880 = 2816 15882240 M1 151 x 333 150840
H2 1880 x 2816 15882240 M2 360 x 480 318400
H3 2848 = 4272 36400068 M3 1071 x 1600 3140800
H4 1880 x 2816 13882240 e} 081 x 1470 4326210
HS 1880 x 2816 15882240 M3 165 x 247 122265
Hé 1880 x 2816 15882240 M6 360 x 480 318400
HT 1880 x 2816 15882240 M7 183 x 273 150975
HE 1880 x 2816 15882240 kS 183 x 273 150975
H9 1824 x 2736 14971302 Y 600 x 103 1890000
H10 720 x 1280 2764800 M10 1144 x 17 6110256

To prove the efficiency of the proposed method, the following analyses were performed:

1) Sensitivity analysis

The two PKs are very sensitive to any minor changes, any minor changes in the keys parameters in the decryption
phase will be considered as a hacking attempt and the produced decrypted message will be corrupted and readable.

The generated chaotic logistic map key (CLMK) is very sensitive to any changes in the chaotic parameters x and r
and the message length, any changes in the values of these parameters will produce a new key as shown in figure 11.

The image key is also very sensitive, changing the image_key, or changing the image color, or changing the
message length will produce a new key (see figure 12), using this key in the decryption phase will produce a

damaged, unreadable message.
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2) Quality analysis

Several messages were selected (short and long), these messages were encrypted-decrypted using the proposed
method, MSE, PSNR and CC were calculated, table 3 shows the results of encrypting short messages using M1
image, while table 4 shows the results of encrypting long messages using H3 image. The results of MSE, PSNR and
CC in the decryption phase were: MSE=0, PSNR=infinite, and CC=1. As we can see in tables 3 and 4(very high
MSE, very low PSNR and closed to zero CC), these obtained values prove that the proposed method satisfies the
quality requirements.

Table 3: Short messages quality

Message length(byte) MSE PSNR CcC
100 10887 17.8722 -0.1014
200 10004 18.7181 0.1115
300 9125.9 19.6366 0.1443
400 10999 17.6915 -0.0211
500 11283 17.5145 -0.0482
600 10615 18.1246 0.0553
700 10895 17.8648 -0.0637
800 11344 17.4604 -0.0404
900 11252 17.5425 -0.0309
1000 11220 17.5711 -0.0764
Table 4: Long messages quality

Message length(K byte) MSE PSNR cC

10 11026 17.7453 -0.0168
20 11127 17.6536 -0.0260
30 11022 17.7491 -0.0135
40 11039 17.7332 -0.0174
50 11084 17.6928 -0.0184
60 11025 17.7465 -0.0164
70 11082 17.6948 -0.0176
80 11040 17.7328 -0.0160
90 11042 17.7307 -0.0150
100 11073 17.7022 -0.0204
1000 11034 18 0.0000

3) Throughput analysis

The encryption (decryption) times for processing short messages were calculated, table 5 shows the obtained results:
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Table 5: Encryption time for short messages

Message length(Byte) Encryption time(second) Throughput(byte per second)
100 0.0710 1408.5
200 0.0850 2352.9
300 0.1010 2970.3
400 0.1110 3603.6
500 0.1290 3876.0
600 0.1420 4225.4
700 0.1600 4375.0
800 0.1760 45455
900 0.1940 4639.2
1000 0.2110 4739.3

From table 5 we can see that the encryption time increases when the message length increases, also the throughput
increases (see figure 13) . The obtained throughput is better than the throughputs obtained for standard methods (see
table 1).
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0.18 4000
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| (%]
S 016 2 3500
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£ g1 <, 3000
= =
g =
f=H
= 0.12 £ 2500
(%] =0
= =]
L =
0.1 = 2000
0.08 1500
0.06 i 1000 i
0 500 1000 0 500 1000

Message size(byte)

Figure 13: Encryption time, throughput VS message size (short messages)
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The encryption (decryption) times for processing short messages were calculated, table 6 shows the obtained results:

Table 6: Encryption time for long messages

Message length( Kbyte) Encryption time(second) Throughput(byte per second)
10 2.2270 4598.1
20 5.5080 3718.2
30 10.4690 2934.4
40 17.0830 2397.7
50 25.0070 2047.4
60 34.2250 1795.2
70 47.3150 1515.0
80 62.8190 1304.1
90 79.5980 1157.8
100 98.8120 1036.3
1000 10760 95

From table 6 we can see that the encryption time increases when the message length increases, the throughput
decreases (see figure 14) . The obtained throughput is better than the throughputs obtained for standard methods (see
table 1).

12000 : 5000 :
: P11 E—— R ——
10000 f-----==---=--- SR 5
; 4000 [f--------------- oo
— i P 111 | E—— A
o 11 SR - S ;
L= 1 24} 1
9 : 11111 S S
b : 5 :
a ' p=5 '
E Gooo}-----ooee- L - S 01:11(1] ¥ ES— e —
c : 0 :
s : =
= 2 2000}
= ! =]
TV S 4 S —— 3
i ; £ 1500
' =
i 1000 |--
2000 f------feeee frmmmnmeeneeeed
: 500
0 : 0 :
0 500 1000 0 500 1000

Message size(K bytes) Message size(k bytes)
Figure 14: Encryption time, throughput VS message size (long messages)

The chaotic key requires time to be generated; this time will grow up when increasing the key length, table 7 shows
the required time needed to generate chaotic keys with various lengths (see figure 15).
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Table 7: Time to generate chaotic key

Key length Processing time(second) Remarks
100 0.0006406000000000 Low

200 0.0007604000000000 Low

400 0.0007841000000000 Low

500 0.0009060000000000 Low
1000 0.001567900000000 Low
2000 0.003238700000000 Low
4000 0.007943700000000 Low
5000 0.012307600000000 High
10000 0.041075900000000 High
50000 2.042507500000000 High
100000 10.471385400000001 High
1000000 1742.065657100000 Very high

e I R e
1600
1400
1200
1000
800

600

Key generation time(second)

400

200

Key length

Figure 15: Chaotic key generation time vs key length
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To make a balance between the key generation time and encryption process time we recommend dividing the
message into blocks, then a chaotic key can be generated for each block, this will optimize the throughput. Table 8
shows how to increase the throughput by dividing a message into blocks with block size =5000 bytes.

Table 8: Improving the throughput by message blocking

Message length( Kbyte) Encryption time(second) Throughput(byte per second)
10 0.7837 13066
20 1.8232 11233
30 3.3255 9238
40 5.6765 7216
50 8.5021 6022
60 11.4595 5361
70 15.1779 4723
80 21.6875 3777
90 24.6757 3735
100 30.6497 3341
Conclusion

A simple, secure and efficient method of data cryptography was proposed. The obtained results showed that
proposed method satisfied the quality of cryptography by providing excellent values MSE, PSNR and CC during the
encryption and decryption phases applying two rounds of encryption: bit rotation and XORing. The proposed
method used two complicated keys: the image key and the chaotic key which are very sensitive to any minor
changes in the parameters used to generate these key. The image key was used to implement the first round of
message encryption using the rotation left operation, while the second key was used in the second round to apply
XORing of the encrypted in round 1 message with the chaotic key.

The performed various types of results analysis showed that the proposed method is highly secure and efficient, the
obtained throughput was better than those obtained by standard method of data cryptography.
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