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Abstract: Chaotic logistic map can be used to generate private key with different dimensions, this can be easily
used to secure the process of data cryptography, required to encrypt-decrypt messages, images or audio files. Some
of the encrypted-decrypted data (messages images) requires inter values keys, other like audio files require fraction
values keys. In this research paper we will perform a detailed study of chaotic logistic map model to give some
valuable recommendation of many aspects such as: the suitable range of the growth rate parameter, the suitable
range of the initial generation, the sensitivity feature, the required time to generate private keys.

It will be show how to generate 1D and 2D private keys with integer values and with fractional values, these key
will be generated taking in mined the process of optimizing the generation time and the selected length of key which
can optimize the process of cryptography

Keywords: GRP, generation, population, chaotic key, private key, sensitivity.

Introduction

Chaotic logistic map model (CLMM) can be implemented using equation 1, this equation defines the rules
(dynamics) of the chaotic system, where x represents the system population at any given time n, and r represents the
growth rate, and here the population level (value) at any given time is a function of the growth rate parameter (GRP)
value and the previous time step’s population value [1-7].

Tyl =TTn(l — ) (1)

The CLMM always starts with a population level of the starting value of x and it’s set up to represent population as
a ratio between 0 (extinction) and 1 (the maximum carrying capacity of our system). CLMM will be stable from run
to another if we use the same parameters values, and it does not like the generated random values which change
from run to run as shown in table 1.

© 2022, IJICSMC All Rights Reserved 105


https://ijcsmc.com/journal
https://doi.org/10.47760/ijcsmc.2022.v11i06.008

Prof. Ziad Algadi et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.6, June- 2022, pg. 105-124

Table 1: CLMM values vs random values

First run Second run Third run
CLMDM Random CLMDM Random CLMDM Random
0.0386 0.0445 0.0386 0.3115 0.0336 0.5107
0.1448 0.2526 0.1448 0.9526 0.1448 0.2499
0.4829 0.1978 0.4820 0.1321 0.4829 0.0680
0.9739 0.5703 0.9739 0.9855 0.9739 0.1083
0.0993 0.4402 0.0993 0.2908 0.0993 0.0518
0.3488 0.8835 0.3488 0.9893 0.3488 0.7351
0.8859 0.6112 0.8859 0.8746 0.8859 0.3015
0.3943 0.9559 0.3943 0.7006 0.3943 0.0404
0.9314 0.0151 0.9314 0.8912 0.9314 0.4505
0.2492 0.6911 0.2492 0.1903 0.2492 0.9623
0.7296 0.1100 0.7296 0.0875 0.7296 0.8258
0.7694 02775 0.7694 0.9095 0.7694 0.3027
0.6920 0.9001 0.6920 0.1542 0.6920 0.4604
0.8313 0.3509 0.8313 0.1878 0.8313 0.4936
0.5471 0.8486 0.5471 0.0264 0.5471 0.83902

The previous property allows us to use the generated chaotic populations as a private key, the populations can be
processed to get an integer values which can suit messages, text files, audio files and images encryption-decryption,
as shown in table 2 [21-30].

Table 2: Converting CLMM values to PKs

CLMM1 PE1 CLMM2 PR2
D.0434 11 0.0040 1
0.1657 42 0.0158 4
D.5515 141 0.0622 16
D.9869 252 0.2328 59
0.0516 13 0.7125 182
0.1951 50 0.8173 208
D.6266 160 0.5959 152
0.9335 238 0.9608 245
0.2477 63 0.1501 38
0.7435 150 0.5091 130
0.7609 194 0.9972 254
0.7258 185 0.0113 3
0.7940 202 0.0445 11
0.6527 166 0.1695 43
0.9045 231 0.5616 143
0.3446 88 0.9823 250
0.9012 230 0.0692 18
D.3554 91 0.2570 66
0.9141 233 0.7620 194
0.3134 80 0.7237 185

FPE= nint8 (255%CLM wvalnes)
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CLMM Behavior and Attractors

If tracing down the column under growth rate 1.5, we’ll see the population level settles toward a final value of
0.333... after 20 generations. In the column for growth rate 2.0, you’ll see an unchanging population level across
each generation. This makes sense in the real world — if two parents produce two children, the overall population
won’t grow or shrink. So the growth rate of 2.0 represents the replacement rate.

Let’s visualize table 3 and the chat representing this table (see figure 1).

Table 3: Various population rates values

r=0.3 r=1 r=1.5 r=2 r=2.5 r=3 r=3.5 r=3.99
0.0054 0.0109 0.0163 0.0218 0.0272 0.0326 0.0381 0.0434
0.0027 0.0108 0.0241 0.0426 0.0661 0.0947 0.1282 0.1657
0.0013 0.0106 0.0352 0.0815 D.1544 0.2572 0.3912 0.5515
0.0007 0.0105 0.0510 0.1497 0.3264 0.5732 0.8335 0.9869
0.0003 0.0104 0.0726 0.2546 0.5497 0.7339 0.4856 0.0516
0.0002 0.0103 0.1010 0.3796 0.6188 0.5858 0.8743 0.1951
0.0001 0.0102 0.1362 0.4710 0.5897 0.7279 0.3847 0.6266
0.0000 0.0101 0.1765 0.4983 0.6049 0.5942 0.8285 0.9335
0.0000 0.0100 0.2180 0.5000 0.5975 0.7234 0.4974 0.2477
0.0000 0.0099 0.2557 0.5000 0.6012 0.6003 0.8750 0.7435
0.0000 0.0098 0.2855 0.5000 0.5994 0.7198 0.3829 0.7609
0.0000 0.0097 0.3060 0.5000 0.6003 0.6050 0.8270 0.7258
0.0000 0.0096 0.3185 0.5000 0.5998 0.7169 0.5008 0.7940
0.0000 0.0095 0.3256 0.5000 0.6001 0.6089 0.8750 0.6527
0.0000 0.0094 0.3294 0.5000 0.6000 0.7144 0.3828 0.5045
0.0000 0.0093 0.3313 0.5000 0.6000 0.6120 0.8269 0.3446
0.0000 0.0093 0.3323 0.5000 0.6000 0.7123 0.5009 0.5012
0.0000 0.0092 0.3328 0.5000 0.6000 0.6147 0.8750 0.3554
0.0000 0.0091 0.3331 0.5000 0.6000 0.7105 0.3828 0.9141
0.0000 0.0090 0.3332 0.5000 0.6000 0.6171 0.8269 0.3134
0.0000 0.0089 0.3333 0.5000 0.6000 0.7089 0.5009 0.8586
0.0000 0.0088 0.3333 0.5000 0.6000 0.6191 0.8750 0.4844
0.0000 0.0088 0.3333 0.5000 0.6000 0.7075 0.3828 0.9965
0.0000 0.0087 0.3333 0.5000 0.6000 0.6209 0.8269 0.0138
0.0000 0.0086 0.3333 0.5000 0.6000 0.7062 0.5009 0.0544
0.0000 0.0085 0.3333 0.5000 0.6000 0.6225 0.8750 0.2052
0.0000 0.0085 0.3333 0.5000 0.6000 0.7050 0.3828 0.6508
0.0000 0.0084 0.3333 0.5000 0.6000 0.6239 0.8269 0.5067
0.0000 0.0083 0.3333 0.5000 0.6000 0.7039 0.5009 0.3374
0.0000 0.0083 0.3333 0.5000 0.6000 0.6253 0.8750 0.8920
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Figure 1: Population values for table 3

Here you can easily see how the population changes over time, given different growth rates. The blue line represents
a growth rate of 0.5, and it quickly drops to zero. The population dies out. The cyan line represents a growth rate of
2.0 (remember, the replacement rate) and it stays steady at a population level of 0.5. The growth rates of 3.0 and 3.5
are more interesting. While the yellow line for 3.0 seems to be slowly converging toward a stable value, the gray
line for 3.5 just seems to bounce around.

An attractor is the value, or set of values, that the system settles toward over time. When the growth rate parameter
is set to 0.5, the system has a fixed-point attractor at population level 0 as depicted by the blue line. In other words,
the population value is drawn toward O over time as the model iterates. When the growth rate parameter is set to 3.5,
the system oscillates between four values, as depicted by the gray line. This attractor is called a limit cycle.

But when we adjust the growth rate parameter beyond 3.5, we see the onset of chaos. A chaotic system has a strange
attractor, around which the system oscillates forever, never repeating itself or settling into a steady state of
behavior. It never hits the same point twice and its structure has a fractal form, meaning the same patterns exist at
every scale no matter how much you zoom into it.

CLMM Analysis

Below we will analyze several aspects of using CLMM to generate various chaotic keys needed in various methods
of data cryptography:

1) Analysis of growth rate parameter (GRP) values

GRP has a double data type (represented by 8 bytes (64 bits)), this type provides a huge parameter space, and below
we will analyze the effects of GRP values

First range: O<r<=1

The following CLMM (written in matlab: see figure 2) was implemented using various values of r within this range
and fixing x to the value 0.011
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R=500; 2onumber of generations
r1=0.75; 2o GRP
x1=0.011; %2oinitial population value
for i=1:R

x1l=r1 =1 ({1-x1);

k12(1.i}—=x1; % CLM key
end

k2=uint8(255%k12); 2ointeger kkew

Figure 2: CLM operations

Table 4 shows the generated populations, while figure 3 shows the plots on the generated integer keys

Table 4: Population using the first rang of GRP values

r=0.1 r=0.5 r=0.75 r=1
0 1 2 2
0 1 2 2
] 1] 1 1
0 0 1 1
0 0 1 1
1] 1] 1] 1]
0 0 0 1]
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1] 1] 1] 1]
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Figure 3: Integer key using the first range of GRP values
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As we can see from table 4 and figure 3 the population values will remain zeros after applying a few generations,
this case (range will not be recommended to be used to generate private keys).

Second range: 1<r<=2

The CLMM sequence of operations (see figure 2) was implemented using various values of r within second range
and fixing x to the value 0.011, Table 5 shows the generated populations, while figure 4 shows the plots of the
generated integer keys. Tracing down the column under growth rate 1.5, we'll see the population level settles
toward a final value of 0.333... after 16 generations. In the column for growth rate 2.0, we’ll see an unchanging
population level across each generation. This range can be used to generate a few changeable generations, the limit
range of changed generations depend on the r values, also the maximum reached value of an integer keys will range
from 23 to 104 depending on the value of r (see figure 4), so the second range of r values cannot be recommended to
be used to generate a key with any length.

Table 5: Population using the second rang of GRP values

r=1.1, x=0.011 r=1.5,x=0.011 r=1.75,x=0.011 r=2,x=0.011

0.0120 0.0163 0.0190 0.0218
0.0130 0.0241 0.0327 0.0426
0.0141 0.0352 0.0553 0.0815
0.0153 0.0510 0.0915 0.1497
0.0166 0.0726 0.1454 0.2546
0.0179 0.1010 0.2175 0.3796
0.01%4 0.1362 0.2978 0.4710
0.0209 0.1765 0.3660 0.4983
0.0225 0.2180 0.4061 0.5000
0.0242 0.2557 0.4221 0.5000
0.0260 0.2855 0.4269 0.5000
0.0278 0.3060 0.4281 0.5000
0.0298 0.3185 0.4285 0.5000
0.0318 0.3256 0.4285 0.5000
0.0338 0.3294 0.4286 0.5000
0.0360 0.3313 0.4286 0.5000
0.0381 0.3323 0.4286 0.5000
0.0404 0.3328 0.4286 0.5000
0.0426 0.3331 0.4286 0.5000
0.0449 0.3332 0.4286 0.5000
0.0471 0.3333 0.4286 0.5000
0.0494 0.3333 0.4286 0.5000
0.0517 0.3333 0.4286 0.5000
0.0539 0.3333 0.4286 0.5000
0.0561 0.3333 0.4286 0.5000
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Figure 4: Integer key using the second range of GRP values

Third range: 2<r<=3

The CLMM sequence of operations (see figure 2) was implemented using various values of r within third range and
fixing x to the value 0.011, Table 6 shows the generated populations, while figure 5 shows the plots of the generated
integer keys. Tracing down the column under growth rate 2.1, we'll see the population level settles toward a final
value of 0.5238 after 8 generations, the population level under column r equal 2.5 the populations settles toward a
final value of 0.6000 after 14 generations, and so on. This range can be used to generate a few range of changeable
generations, this range grow up when r increases, the limit range of changed generations depend on the r values, also
the maximum reached value of an integer keys will range from 130 to 160 depending on the value of r (see figure 5),
so the third range of r values can be recommended for short length key. And it is not cannot be recommended to be
used to generate a key with big length.
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Figure 5: Integer key using the third range of GRP values
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Table 6: Population using the third rang of GRP values
r=2.1x=0.011 r=2.5x=0.011 r=2.75x=0.011 r=3x=0.011

0.0228 0.0272 0.0299 0.0326
0.0469 0.0661 0.0798 0.0947
0.0938 0.1544 0.2020 0.2572
0.1786 0.3264 0.4432 0.5732
0.3080 0.5497 0.6786 0.7339
0.4476 0.6188 0.5997 0.5858
0.5192 0.5897 0.6601 0.7279
0.5242 0.6049 0.6170 0.5942
0.5238 0.5975 0.6499 0.7234
0.5238 0.6012 0.6257 0.6003
0.5238 0.5994 0.6440 0.7198
0.5238 0.6003 0.6305 0.6050
0.5238 0.5998 0.6407 0.7169
0.5238 0.6001 0.6331 0.6089
0.5238 0.6000 0.6388 0.7144
0.5238 0.6000 0.6345 0.6120
0.5238 0.6000 0.6377 0.7123
0.5238 0.6000 0.6353 0.6147
0.5238 0.6000 0.6371 0.7105
0.5238 0.6000 0.6358 0.6171
0.5238 0.6000 0.6368 0.7089
0.5238 0.6000 0.6360 0.6191
0.5238 0.6000 0.6366 0.7075
0.5238 0.6000 0.6362 0.6209
0.5238 0.6000 0.6365 0.7062

Forth range: 3<r<4

The CLMM sequence of operations (see figure 2) was implemented using various values of r within forth range and
fixing x to the value 0.011, Table 7 shows the generated populations, while figure 6 shows the plots of the generated
integer keys. Tracing down the columns under growth rates 3.1 to 3.99, we'll see the population level changeable.
This range can be used to generate a range of changeable generations, this range can be used to generate a private
key of any length, and it can be recommended to be use to generate a variable length private keys, the length of the
key will equal the selected number of generations.

For r greater or equal 4, the generated populations will be unexpected and they will grow to infant, so these value
cannot be recommended to be used to generate private keys, as shown in table 8.
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Table 7: Population using the forth rang of GRP values
r=3.1, x=0.011 r=3.5, x=0.011 r=3.75, x=0.011 r=3.99, x=0.011

0.0337 0.0381 0.0408 0.0434
0.1010 0.1282 0.1467 0.1657
0.2815 0.3912 0.4695 0.5515
0.6270 0.8335 0.9340 0.9869
0.7250 0.4856 0.2311 0.0516
0.6181 0.8743 0.6663 0.1951
0.7318 0.3847 0.8337 0.6266
0.6085 0.8285 0.5198 0.9335
0.7385 0.4974 0.9360 0.2477
0.5986 0.8750 0.2246 0.7435
0.7448 0.3829 0.6530 0.7609
0.5892 0.8270 0.8497 0.7258
0.7503 0.5008 0.4788 0.7940
0.5807 0.8750 0.9358 0.6527
0.7548 0.3828 0.2252 0.9045
0.5737 0.8269 0.6544 0.3446
0.7581 0.5009 0.8481 0.9012
0.5684 0.8750 0.4831 0.3554
0.7605 0.3828 0.9364 0.9141
0.5646 0.8269 0.2233 0.3134
0.7620 0.5009 0.6503 0.8586
0.5621 0.8750 0.8528 0.4844
0.7630 0.3828 0.4707 0.9965
0.5605 0.8269 0.9343 0.0138
0.7636 0.5009 0.2302 0.0544

r=3.1, x=0.011 r=3.5, x=0.011
250 T T

200
150
100

0 200 400 600 0 200 400 600
r=3.99_x=0.011
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Figure 6: Integer key using the forth range of GRP values
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Table 8: Populations for r>=4

1.0e+254 *
0.0000 0.0000 0.0000 0.0000
o.0000 0O.0000 O.0000 0.0000
0.0000 0.0000 0.0000 0.0000
o.0000 0O.0000 O.0000 0.0000
o.0000 O.0000 O.0000 0.0000
o.0000 oO.0000 -0.0000 0.0000
0. 0000 -0.0000 -0.0000 0.000:0
0.0000 -0.0000 -0.0000 -0.00:00
0.0000 -0.0000 -0.0000 -0.0:0:0D .
0.0000 -0.0000 -0.0000 -0.00:0:0 r==4
0.0000 -0.0000 -0.0000 -0.0:0:0D
0.0000 -0.0000 -0.0000 -0.0:0:0:0
0.0000 -0.0000 -0.0000 -0.0:0:0D
0.0000 -0.0000 -0.0000 -0.0:0:0:0
0.0000 -0.0000 -Inf -0.0000
0.0000 ~Inf -Inf -2.6632
0. 0000 -Inf -Inf -Inf
0.0000 ~Inf ~Inf ~-Inf
0.0000 -Inf -Inf ~-Inf
0.0000 ~Inf ~Inf ~-Inf
0.0000 -Inf -Inf ~-Inf
0.0000 -Inf -Inf -Inf
0.0000 -Inf -Inf ~-Inf
0.0000 -Inf -Inf -Inf
0.0000 -Inf -Inf ~-Inf

2) Analysis of initial population

The values of the initial generation x must be within the range 0<x<1 in order to get acceptable values to for a
private key, table 9, and 10 this fact:

Table 9: Values of x are out of the required range

1.0e+29] * 1.0e+291 =

0 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
0 -0.0000 -0.0000 -0.0000 -0.0000 00000 -0.0000 -0.0000
0 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
0 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
0 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
o -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
0 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000 -0.0000
0 -0.0000 -0.0000 -9.1056 -0.0000 -0.0000 -9.1056 ~Inf
] -Inf -Inf -Inf ~-Inf ~-Inf -Inf -Inf

1] -Inf -Inf -Inf ~Inf ~Inf ~Inf ~Inf

1] ~Inf ~Inf ~Inf -Inf ~-Inf -Inf -Inf

] ~Inf ~-Inf ~-Inf ~Inf -Inf ~Inf -Inf

1] -Inf -Inf -Inf -Inf -Inf -Inf -Inf

1] -Inf -Inf -Inf ~Inf ~Inf ~Inf ~Inf

] -Inf -Inf -Inf -Inf -Inf -Inf -Inf
x=1 =x=2 x=3 x=4 x=1 x=2 x=3 x=4

r=3.99 r=3.99
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Table 10: The required range of x(0<x<1)

x=0.01 x=-0.02 x=0.022 x=-0.009
0.0305 0.0782 0.0858 0.0356
0.1514 0.2876 03131 0.1369
0.5126 0.8175 0.8582 0.4716
0.9969 0.5952 0.4856 0.9943
0.0125 0.9614 0.9967 0.0227
0.0491 0.1482 0.0132 0.0886
0.1862 0.5036 0.0520 0.3221
0.6046 0.9974 0.1968 0.8713 r=3.9y
0.9538 0.0102 0.6306 0.4475
0.1758 0.0401 0.9295 0.9865
0.5781 0.1536 0.2616 0.0532
0.9732 0.5188 0.7708 0.2010
0.1042 0.9961 0.7049 0.6407
0.3723 0.0156 0.8299 0.9185
0.9324 0.0611 0.5632 0.2986
0.2514 0.2290 0.9816 0.8356
0.7510 0.7044 0.0722 0.5480
0.7462 0.8307 0.2674 0.9883
0.7557 0.5611 0.7816 0.0461
0.7366 0.9826 0.6810 0.1756

3) Sensitivity analysis
CLMM is characterized by it's sensitive dependence on initial population(x) and GRP (r). It doesn't have a basin of
attraction that collects nearby points over time into a fixed-point or limit cycle attractor. Rather, with a strange
attractor, close points diverge over time.
This makes real-world modeling and prediction difficult, because you must measure the parameters and system state
with infinite precision. Otherwise, tiny errors in measurement or rounding are compounded over time until the
system is thrown drastically off.
Based on the selected CLMM parameters (r and x) we can generate a required number of populations depending on
the selected number of generation, the generated values are very sensitive to any minor changes in r and/or X,
changing one these parameters or changing both parameters will produce new values, these is shown in tables 11, 12
land 13.

Table 11: Changing x values will reproduce new population values

r=3.99
x=0.01 x=0.02 x=0.022 x=0.009
0.0395 0.0782 0.0858 0.0356
0.1514 0.2876 0.31321 0.1269
0.5126 0.8175 0.8582 0.4716
0.9969 0.5952 0.4856 0.9943
0.0125 0.9614 0.9967 0.0227
0.0491 0.1482 0.0132 0.0886
0.1862 0.5026 0.0520 0.3221
0.6046 0.9974 0.1968 0.8713
0.9538 0.0102 0.6306 0.4475
0.1758 0.0401 0.9295 0.9865
0.5781 0.1526 02616 0.0532
0.9732 0.5188 07708 02010
0.1042 0.9961 07049 0.6407
0.3723 0.0156 0.8299 0.9185
0.9324 0.0611 0.5632 0.2986
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Table 12: Changing r values will reproduce new population values

x=0.009
r—3.99 r—3%. 08 r=3.97 r=3.96
0.0356 0.0355 0.0354 0.0353
0.1369 0.13632 0.1356 0.1349
0.4716 0.4684 0.4653 0.4622
0.9943 0.9910 09877 0.9843
00227 0.0354 0.0481 0.0610
00886 0.1358 0.1819 0.2269
03221 04670 0.5908 0.6947
08713 0.9907 0.9598 0.8399
04475 0.0368 0.1533 0.5324
09865 0.1411 0.5152 0.9858
0.0532 0.4824 0.9916 0.0553
02010 0.9938 0.0331 0.2068
0.6407 0.0247 0.1271 0.6495
0.9185 0.0957 0.4406 0.9015
0.2986 0.3445 0.9785 0.351e6

Table 13: Changing r and x values will reproduce new population values

r=3.99;x=0.009 r=3.98;x=0.011  r=3.97;x=0.012  r=3.96;x=0.013

0.0356 0.0433 0.0471 0.0508
0.1369 0.1649 01781 0.1910
0.4716 0.5480 0.5810 0.6119
0.9943 0.9858 0.9664 0.9404
0.0227 0.0556 0.1288 0.2218
0.0886 0.2089 0.4455 0.6835
0.3221 0.6578 0.9807 0.8567
0.8713 0.8959 0.0751 0.4862
0.4475 0.3710 0.2756 0.9892
0.9865 0.9288 0.7927 0.0421
0.0532 0.2631 0.6525 0.1598
0.2010 07717 0.9002 0.5317
0.6407 0.7012 0.3566 0.9860
0.9185 0.8339 0.9108 0.0546
0.2986 0.5512 0.3224 0.2043

The sensitivity is very important when using the populations as a private key in data cryptography method, any
minor changes in r and/or x in the decryption phase will cause generating different key, the decrypted data will be
corrupted [31-47] and will not match the original data, the changes in CLMM parameters will be considered as a
hacking attempt by producing damaged decrypted data.

4) Processing time analysis

CLMM populations required processing time to be generated, this time will grow up when increasing the number of
generations, table 14 shows the required time to generate populations with various lengths (generations) (the
selected ranges are: 3.5<r<4 and 0<x<1)
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Table 14: Key generation time

Population (key) length Generation time (seconds) Population (key) length Generation time (seconds)
(values) (values)
20 0.0011 3000 0.0055
50 0.0015 4000 0.0079
100 0.0016 5000 0.0113
200 0.0018 7500 0.0241
300 0.0019 10000 0.0375
400 0.0020 20000 0.1362
500 0.0022 50000 2.1908
1000 0.0025 100000 10.3759
2000 0.0040 1000000 1739.4
1800
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1400
=
S 1200
L&
1k}
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1000
E
S 800
b
@
z 600
0]
400
200
0

Generations(key length) % 10°

Figure 7: Generation time vs key length

From table 14 we can see that the required time to generate a long key will rapidly grow up (see figure 7), so we can
recommend here generating a key with a short length, this key can be easily resized to match the size of the data to
be encrypted-decrypted.

CLMM Applications

CLMM can be easily used to generate private keys, required to apply data encryption-decryption [9], [10]. The
generated private keys may be one or 2 dimensional depending on the data (to be encrypted-decrypted) dimensions,
figure 8 shows a sequence of operations required to use CLMM to generate a 2D private key[16-20].

© 2022, 1JCSMC All Rights Reserved 117




Prof. Ziad Algadi et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.6, June- 2022, pg. 105-124

R=10;C=8; %:Diminsions
r1=3.99:x1=0.02;
for i=1:R.
for =1:C
x1=r1*x1%(1-x1);
k12(i))=x1;
end
x1=x1+0.001;
end
k2=uint8(255%k12);
k12
k2

Figure 8: CLMM operation to generate 2D PK
Table 15, shows the generated key, while figure 9 shows the plot of the first 4 columns of this key.
Table 15: Generated 2D key

0.0782 0.2876 0.8175 0.5952 0.9614 0.1482 0.5036 09974
0.0062 0.0245 0.0954 0.3444 092010 0.3561 0.2148 0.3109
0.8563 0.4910 0.9972 0.0112 0.0443 0.1688 0.5599 0.9832
0.0621 0.2323 0.7115 0.8190 0.59215 09641 0.1330 0.4747
0.9951 0.0193 0.0756 02788 0.8022 0.6330 0.9269 0.2703
0.7888 0.6648 0.8891 0.3934 0.9521 0.1818 0.5936 0.9625
0.1401 ©0.4308 0.9960 0.0158 0.0620 0.23192 0.7107 0.8203
0.5856 0.9683 0.1225 0.4289 09773 0.0884 0.2215 0.8703
0.4474 0.9865 0.0533 0.2012 0.6413 091792 0.2008 0.8392
0.5357 0.9924 0.0200 0.1161 0.4096 09649 0.12351 0.4664

column 1 |
column 2
column 3
column 4

__________________

Populations

_______________

Generations

Figure 9: 2D private key plot

© 2022, IJICSMC All Rights Reserved 118



Prof. Ziad Algadi et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.6, June- 2022, pg. 105-124

The previous key can be easily changed to a key with inter values, the integer key can be used to apply message [8],
[13-15] or digital image cryptography [9-12], table 16 shows the generated key with integer values, while figure 9
shows the plot of this key

Table 16: Generated key with integer values

20 73 208 152 245 38 128 254
2 6 24 88 230 91 233 79
218 125 254 3 11 43 143 251
16 59 181 209 151 246 35 121
254 5 19 71 205 161 236 69
201 170 227 100 243 46 151 245
36 123 254 4 16 59 181 209
149 247 31 109 249 23 82 222
114 252 14 51 164 234 77 214
137 253 8 30 104 246 34 119
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Figure 10: Plot of integer values key

Two or more CLMM can be used to generate different 2d keys; the sequence of operations shown in figure 11 can
uses two CLMM to generate two different 2D keys, tables 17 and 18 show the generated keys:
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Table 17: Generated first key

10 39 131 254 3 13 47 154
243 45 147 248 27 S5 238 a4
121 120 153 183 127 178 215 13&
233 7 2 93 Z23& 70 203 1&5
232 83 22 112 251 la el 185
202 187 230 g2 231 ga 22 100
242 43 158 241 2 184 233 79
217 129 Z54 3 10 3% 133 254

5 13 g& 185 184 205 1e0 237

ga 193 18& 200 172 22 110 249

Table 17: Generated second key

244 41 138 253 10 37 125 254
3 2 45 147 248 27 S5 238
g4 121 1582 120 123 187 Z00 173
223 113 =251 15 a7 177 Z1ge 132

254 4 15 55 172 223 111 250

19 70 202 1g8& 231 g8 22 2
234 T8 213 138 Z5Z 11 41 138
253 g 34 118 253 7 2 a7
240 58 178 =214 137 253 =] 30
105 Z4& 34 117 253 9 34 117

Below is an example of using CLMM generation to encrypt-decrypt the gray image '‘cameraman.tif'
1) Read the image
2) Get the image size
3) Use the CLMM (see figure 8) to generate a private key
4) Resize the key to the image size.

5) Apply XORing the image with the resized key to get the encrypted image
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The following matlab code was executed:

clear all,close all,clc key=imresize(k2,[nl n2]); o
a=imread('cameraman.tif’); imhist(key)
[n] n2]=size(a); en=bitxor(a,key);
tic figure,
R=120;C=100; subplot(2,2,1).imshow(a)
r1=3.99:x1=0.02; subplot(2,2,2),imhist(en)
for i=1:R subplot(2,2.3).imshow{en)
for j=1:C subplot(2.2.4).imhist{en)
x1=r1*x1%(1-x1); [m]l m2]=PSNR_RGB(a,en)
k12(ij)x1;
end
x1=x1+0.001;
end
k2=uint8(255%k12);
t2=toc;
kl12;
k2

The following are the outputs of the program running (figures 11 and 12):

800

700

Private key histogram

600

500

400

300

200

100

| | |
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Figure 11: Private key histogram
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Source image Histograms

600
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MSE=9632.3
PSNR=19.0965

Figure 12: Images outputs

Conclusion

A detailed analysis of chaotic logistic map model was performed, the CLMM parameters were studied. It was shown
that to produce a changeable generation it was recommended to use one rang for the growth rate parameter r and a
range for the initial generation x, the first range was 305<r<4, the second range was 0<x<1, these ranges will
guarantee generating a suitable for data cryptography keys. It was shown that the generated keys are very sensitive
to any minor changes in CLMM parameters, changing ant parameter values will lead to generate a new key.

The key generation time was examined and it was recommended to use small generation number to create a key, this
key can be easily converted to integers and can easily resized to match the data to be encrypted size, using this key
will optimize the encryption-decryption times. Some data requires 2D keys, it was shown how to use two CLMM to
generate theses keys.
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