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Abstract: Chaotic logistic map can be used to generate private key with different dimensions, this can be easily 

used to secure the process of data cryptography, required to encrypt-decrypt messages, images or audio files. Some 

of the encrypted-decrypted data (messages images) requires inter values keys, other like audio files require fraction 

values keys. In this research paper we will perform a detailed study of chaotic logistic map model to give some 
valuable recommendation of many aspects such as: the suitable range of the growth rate parameter, the suitable 

range of the initial generation, the sensitivity feature, the required time to generate private keys.  

It will be show how to generate 1D and 2D private keys with integer values and with fractional values, these key 

will be generated taking in mined the process of optimizing the generation time and the selected length of key which 

can optimize the process of cryptography 

Keywords: GRP, generation, population, chaotic key, private key, sensitivity. 

 

Introduction 

Chaotic logistic map model (CLMM) can be implemented using equation 1, this equation defines the rules 

(dynamics) of the chaotic system, where x represents the system population at any given time n, and r represents the 

growth rate, and here the population level (value) at any given time is a function of the growth rate parameter (GRP) 

value and the previous time step’s population value [1-7]. 

 

The CLMM always starts with a population level of the starting value of x and it’s set up to represent population as 

a ratio between 0 (extinction) and 1 (the maximum carrying capacity of our system). CLMM will be stable from run 

to another if we use the same parameters values, and it does not like the generated random values which change 

from run to run as shown in table 1. 
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Table 1: CLMM values vs random values 

 

The previous property allows us to use the generated chaotic populations as a private key, the populations can be 

processed to get an integer values which can suit messages, text files, audio files and images encryption-decryption, 

as shown in table 2 [21-30]. 

Table 2: Converting CLMM values to PKs 
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CLMM Behavior and Attractors 

If tracing down the column under growth rate 1.5, we’ll see the population level settles toward a final value of 

0.333… after 20 generations. In the column for growth rate 2.0, you’ll see an unchanging population level across 

each generation. This makes sense in the real world – if two parents produce two children, the overall population 

won’t grow or shrink. So the growth rate of 2.0 represents the replacement rate. 

Let’s visualize table 3 and the chat representing this table (see figure 1). 

 

Table 3: Various population rates values 
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Figure 1: Population values for table 3 

Here you can easily see how the population changes over time, given different growth rates. The blue line represents 

a growth rate of 0.5, and it quickly drops to zero. The population dies out. The cyan line represents a growth rate of 

2.0 (remember, the replacement rate) and it stays steady at a population level of 0.5. The growth rates of 3.0 and 3.5 

are more interesting. While the yellow line for 3.0 seems to be slowly converging toward a stable value, the gray 

line for 3.5 just seems to bounce around. 

An attractor is the value, or set of values, that the system settles toward over time. When the growth rate parameter 

is set to 0.5, the system has a fixed-point attractor at population level 0 as depicted by the blue line. In other words, 

the population value is drawn toward 0 over time as the model iterates. When the growth rate parameter is set to 3.5, 

the system oscillates between four values, as depicted by the gray line. This attractor is called a limit cycle.  

But when we adjust the growth rate parameter beyond 3.5, we see the onset of chaos. A chaotic system has a strange 

attractor, around which the system oscillates forever, never repeating itself or settling into a steady state of 

behavior. It never hits the same point twice and its structure has a fractal form, meaning the same patterns exist at 

every scale no matter how much you zoom into it. 

CLMM Analysis 

Below we will analyze several aspects of using CLMM to generate various chaotic keys needed in various methods 

of data cryptography: 

1) Analysis of growth rate parameter (GRP) values 

GRP has a double data type (represented by 8 bytes (64 bits)), this type provides a huge parameter space, and below 

we will analyze the effects of GRP values 

First range: 0<r<=1 

The following CLMM (written in matlab: see figure 2) was implemented using various values of r within this range 

and fixing x to the value 0.011 
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Figure 2: CLM operations 

Table 4 shows the generated populations, while figure 3 shows the plots on the generated integer keys 

 

Table 4: Population using the first rang of GRP values 

 

 

Figure 3: Integer key using the first range of GRP values 
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As we can see from table 4 and figure 3 the population values will remain zeros after applying a few generations, 

this case (range will not be recommended to be used to generate private keys). 

Second range: 1<r<=2 

The CLMM sequence of operations (see figure 2) was implemented using various values of r within second range 

and fixing x to the value 0.011, Table 5 shows the generated populations, while figure 4 shows the plots of the 

generated integer keys. Tracing down the column under growth rate 1.5, we'll see the population level settles 

toward a final value of 0.333… after 16 generations. In the column for growth rate 2.0, we’ll see an unchanging 

population level across each generation. This range can be used to generate a few changeable generations, the limit 

range of changed generations depend on the r values, also the maximum reached value of an integer keys will range 

from 23 to 104 depending on the value of r (see figure 4), so the second range of r values cannot be recommended to 

be used to generate a key with any length. 

Table 5: Population using the second rang of GRP values 
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Figure 4: Integer key using the second range of GRP values 

 

Third range: 2<r<=3 

The CLMM sequence of operations (see figure 2) was implemented using various values of r within third range and 

fixing x to the value 0.011, Table 6 shows the generated populations, while figure 5 shows the plots of the generated 

integer keys. Tracing down the column under growth rate 2.1, we'll see the population level settles toward a final 

value of 0.5238 after 8 generations, the population level under column r equal 2.5 the populations settles toward a 

final value of 0.6000 after 14 generations, and so on.  This range can be used to generate a few range of changeable 

generations, this range grow up when r increases, the limit range of changed generations depend on the r values, also 

the maximum reached value of an integer keys will range from 130 to 160 depending on the value of r (see figure 5), 

so the third range of r values can be recommended for short length key. And it is not cannot be recommended to be 

used to generate a key with big length. 

 

 
Figure 5: Integer key using the third range of GRP values 
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Table 6: Population using the third rang of GRP values 

 

Forth range: 3<r<4 

The CLMM sequence of operations (see figure 2) was implemented using various values of r within forth range and 

fixing x to the value 0.011, Table 7 shows the generated populations, while figure 6 shows the plots of the generated 

integer keys. Tracing down the columns under growth rates 3.1 to 3.99, we'll see the population level changeable. 

This range can be used to generate a range of changeable generations, this range can be used to generate a private 

key of any length, and it can be recommended to be use to generate a variable length private keys, the length of the 

key will equal the selected number of generations. 

For r greater or equal 4, the generated populations will be unexpected and they will grow to infant, so these value 

cannot be recommended to be used to generate private keys, as shown in table 8.   
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Table 7: Population using the forth rang of GRP values 

 

 

Figure 6: Integer key using the forth range of GRP values 
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Table 8: Populations for r>=4 

 

2) Analysis of initial population 

The values of the initial generation x must be within the range 0<x<1 in order to get acceptable values to for a 

private key, table 9, and 10 this fact: 

 

Table 9: Values of x are out of the required range 
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Table 10: The required range of x(0<x<1) 

 

3) Sensitivity analysis 

CLMM is characterized by it's sensitive dependence on initial population(x) and GRP (r). It doesn't have a basin of 

attraction that collects nearby points over time into a fixed-point or limit cycle attractor. Rather, with a strange 

attractor, close points diverge over time. 

This makes real-world modeling and prediction difficult, because you must measure the parameters and system state 

with infinite precision. Otherwise, tiny errors in measurement or rounding are compounded over time until the 

system is thrown drastically off.  

Based on the selected CLMM parameters (r and x) we can generate a required number of populations depending on 

the selected number of generation, the generated values are very sensitive to any minor changes in r and/or x, 

changing one these parameters or changing both parameters will produce new values, these is shown in tables 11, 12 

1and 13.  

Table 11: Changing x values will reproduce new population values 
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Table 12: Changing r values will reproduce new population values 

 

Table 13: Changing r and x values will reproduce new population values 

 

The sensitivity is very important when using the populations as a private key in data cryptography method, any 

minor changes in r and/or x in the decryption phase will cause generating different key, the decrypted data will be 

corrupted [31-47] and will not match the original data, the changes in CLMM parameters will be considered as a 

hacking attempt by producing damaged decrypted data.   

4) Processing time analysis 

CLMM populations required processing time to be generated, this time will grow up when increasing the number of 

generations, table 14 shows the required time to generate populations with various lengths (generations) (the 

selected ranges are: 3.5<r<4 and 0<x<1) 
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Table 14: Key generation time 

Population (key) length 

(values) 

Generation time (seconds) Population (key) length 

(values) 

Generation time (seconds) 

20 0.0011 3000 0.0055 

50 0.0015 4000 0.0079 

100 0.0016 5000 0.0113 

200 0.0018 7500 0.0241 

300 0.0019 10000 0.0375 

400 0.0020 20000 0.1362 

500 0.0022 50000 2.1908 

1000 0.0025 100000 10.3759 

2000 0.0040 1000000 1739.4 

 

 

Figure 7: Generation time vs key length 

From table 14 we can see that the required time to generate a long key will rapidly grow up (see figure 7), so we can 

recommend here generating a key with a short length, this key can be easily resized to match the size of the data to 

be encrypted-decrypted. 

CLMM Applications 

CLMM can be easily used to generate private keys, required to apply data encryption-decryption [9], [10]. The 

generated private keys may be one or 2 dimensional depending on the data (to be encrypted-decrypted) dimensions, 

figure 8 shows a sequence of operations required to use CLMM to generate a 2D private key[16-20]. 
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Figure 8: CLMM operation to generate 2D PK 

Table 15, shows the generated key, while figure 9 shows the plot of the first 4 columns of this key. 

Table 15: Generated 2D key 

 

 

Figure 9: 2D private key plot 
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The previous key can be easily changed to a key with inter values, the integer key can be used to apply message [8], 

[13-15] or digital image cryptography [9-12], table 16 shows the generated key with integer values, while figure 9 

shows the plot of this key 

Table 16: Generated key with integer values 

 

1 2 3 4 5 6 7 8 9 10
0

50

100

150

200

250

300

Generations

P
o
p
u
la

ti
o
n
s

column 1

column 2

column 3

column 4

 

Figure 10: Plot of integer values key 

Two or more CLMM can be used to generate different 2d keys; the sequence of operations shown in figure 11 can 

uses two CLMM to generate two different 2D keys, tables 17 and 18 show the generated keys: 
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Table 17: Generated first key 

 

 

Table 17: Generated second key 

 

 

Below is an example of using CLMM generation to encrypt-decrypt the gray image 'cameraman.tif' 

1) Read the image 

2) Get the image size 

3) Use the CLMM (see figure 8) to generate a private key 

4) Resize the key to the image size. 

5) Apply XORing the image with the resized key to get the encrypted image 
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The following matlab code was executed: 

 

The following are the outputs of the program running (figures 11 and 12): 

 

Figure 11: Private key histogram 



Prof. Ziad Alqadi et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.6, June- 2022, pg. 105-124 

© 2022, IJCSMC All Rights Reserved                                                                                                        122 

 

Figure 12: Images outputs 

Conclusion 
A detailed analysis of chaotic logistic map model was performed, the CLMM parameters were studied. It was shown 

that to produce a changeable generation it was recommended to use one rang for the growth rate parameter r and a 

range for the initial generation x, the first range was 305<r<4, the second range was 0<x<1, these ranges will 

guarantee generating a suitable for data cryptography keys. It was shown that the generated keys are very sensitive 

to any minor changes in CLMM parameters, changing ant parameter values will lead to generate a new key. 

The key generation time was examined and it was recommended to use small generation number to create a key, this 

key can be easily converted to integers and can easily resized to match the data to be encrypted size, using this key 

will optimize the encryption-decryption times. Some data requires 2D keys, it was shown how to use two CLMM to 

generate theses keys. 
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