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Abstract: lllegal currency trading, facilitated through formal banking channels, has exacerbated
Zimbabwe's economic instability, contributing to hyperinflation (175.8% in 2023) and eroding trust in
financial institutions (ZimStat, 2023; Tsarwe & Mare, 2021) ([30],[10]). This study develops and evaluates
a machine learning (ML) framework to detect illicit transactions in real-time, addressing critical gaps in
Zimbabwe's reactive surveillance infrastructure. Using a dataset of 50,000 anonymized transactions
(2020-2023) from three Zimbabwean banks—15% labelled as suspicious via RBZ audits—the research
implemented Random Forest (RF), Support Vector Machines (SVM), and XGBoost algorithms. Feature
engineering, guided by the Fraud Triangle Theory, identified key indicators: exchange rate variance
(deviations >120% from official rates), transaction velocity (>15/hour), and network clusters with
blacklisted entities. XGBoost emerged as the optimal model, achieving 95% precision, 91% recall, and
0.97 AUC-ROC, outperforming RF (93% precision) and SVM (84% F1-score).
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. INTRODUCTION

Illegal currency trading poses a significant threat to Zimbabwe's financial stability, undermining the nation's
monetary and economic framework. This illicit activity, primarily conducted through informal networks, has
increasingly penetrated formal banking channels, making it challenging for regulators to detect and control
(Tsarwe & Mare, 2021) [10]. The complexities of Zimbabwe's multi-currency system exacerbate this issue, with
discrepancies between official and parallel market rates incentivizing unauthorized exchanges. Consequently,
these transactions distort market pricing mechanisms and hinder effective monetary policy.

Efforts to regulate this activity have largely been ineffective due to the opaque nature of these operations and the
limitations of conventional monitoring systems (Khan et al., 2025) [18]. Manual oversight is insufficient for
identifying suspicious patterns in real-time, allowing fraudulent practices to persist undetected within the
banking sector.

In this context, artificial intelligence (Al), particularly machine learning (ML), emerges as a promising solution.
By analysing historical transaction data, machine learning algorithms can identify anomalies, recognize
suspicious patterns, and predict potential illicit activities, thus equipping financial institutions and regulatory
bodies to respond more effectively to emerging threats.

This study validates Socio-Technical Systems Theory, highlighting that the success of algorithmic
implementations relies on aligning ML capabilities with the operational constraints of the Reserve Bank of
Zimbabwe (RBZ) (Chikohora & Maphosa, 2019) [32]. Key recommendations include deploying XGBoost within
the RBZ's Financial Intelligence Unit, updating cybersecurity legislation to mandate Al surveillance, and
establishing public-private Al labs for capacity building. This research aims to provide a replicable blueprint for
resource-constrained economies facing currency informality, bridging technological innovation with financial
governance.

In addition, the study addresses the urgent need for a proactive, data-driven approach to combat illegal currency
trading. By developing a machine learning-based detection framework, this research seeks to enhance real-time
monitoring, strengthen regulatory compliance, and stabilize Zimbabwe’s financial system. Ultimately, this study
aspires to contribute to a more transparent and secure banking environment, fostering investor confidence and
supporting economic recovery in Zimbabwe.

1. LITERATURE REVIEW

This literature review explores the integration of artificial intelligence (Al) in detecting illegal currency trading
within Zimbabwe's mobile money systems. It begins with an overview of mobile money's evolution in
Zimbabwe, highlighting its role in facilitating illegal currency trading amid economic instability characterized
by hyperinflation and inconsistent government policies (Sibanda, 2021; Chipere, 2021) ([21],[20]). The emergence
of a black market for foreign currency has rendered traditional monitoring methods ineffective, necessitating
advanced Al-driven solutions to enhance detection capabilities (Hofmann, 2020) [23].

Machine learning (ML) has transformed financial crime detection by enabling real-time analysis of vast
transactional data, identifying patterns and anomalies indicative of fraud (Nicholls et al., 2021; Bello et al.,
2023) ([331,[34]). Traditional rule-based systems are slow and prone to errors, while ML algorithms continuously
adapt to evolving tactics used by financial criminals (Kumar et al., 2022) [22]. Major banks globally have
adopted ML for anti-money laundering (AML) purposes, demonstrating its efficacy in identifying suspicious
activities (Kute et al., 2021; Lokanan, 2024) ([12],[13]).

The review also examines the challenges posed by Zimbabwe's economic climate and the regulatory gaps that
have allowed illegal currency trading to thrive (Chitimira & Ncube, 2021; Njoku et al., 2024) ) ([3],[16]). Despite
the growth of fintech solutions, regulatory frameworks remain inadequate to address emerging risks associated
with mobile money transactions (Chitimira & Torerai, 2021; Hamadziripi & Jana, 2023) ([41,[14]).

Theoretical frameworks, including the Fraud Triangle Theory (Cressey, 1953) [5], Socio-Technical Systems
Theory (Trist & Emery, 1960) [36], and Theory of Technological Determinism (McLuhan, 1964) [6], provide
insights into the dynamics of fraud and technology adoption. Understanding the interplay between economic
pressures, social contexts, and technological advancements is crucial for developing effective Al systems to
combat illegal currency trading (Popoola, 2022; Wanda et al., 2023; Khan, 2020) ([24],[251,[17]).

In conclusion, while Al and ML offer promising tools for detecting financial crimes, their success hinges on
collaborative efforts among stakeholders and robust regulatory frameworks that address the unique challenges
posed by Zimbabwe's financial environment. Continued research is essential to enhance these technologies'
effectiveness and support Zimbabwe's financial stability.
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1. METHODOLOGY
This chapter outlines the methodology employed to achieve the research objectives of detecting illegal currency
trading within Zimbabwe's banking industry using machine learning (ML) techniques. A quantitative
experimental design is adopted, focusing on predictive model development with transactional data to address the
complexities of financial crime detection in a multi-currency, high-inflation environment. The integration of
theoretical frameworks such as the Socio-Technical Systems Theory and the Fraud Triangle Theory ensures
alignment between technical solutions and socioeconomic realities.
To identify trends in illicit currency trading, a predictive analytics approach is utilized, which allows for the
analysis of large volumes of transactional data. The study is based on a cross-sectional analysis of banking
transactions recorded in Zimbabwe from 2020 to 2023, a period marked by significant currency volatility
(Hofmann, 2020) [23].
Data Sources and Sampling
Primary data consists of anonymized transaction records from three major Zimbabwean banks, capturing
variables such as transaction amounts, frequencies, geolocation metadata, and account profiles. Secondary data
includes regulatory reports from the Reserve Bank of Zimbabwe (RBZ, 2023) and economic indicators from
ZimStat (2023) [30]. A stratified random sampling technique is employed to balance the dataset between
legitimate and suspicious transactions, oversampling high-risk categories to enhance model sensitivity (Kute et
al., 2021) [12].
Data Pre-Processing And Feature Engineering
Data preprocessing involves cleaning raw transactional data to remove duplicates and standardize currencies to
the Zimbabwean dollar (ZWL). Feature engineering, guided by the Fraud Triangle Theory, includes metrics like
transaction velocity, amount discrepancy, geographic risk scores, and exchange rate variance to capture
indicators of illegal trading (Popoola, 2022) [24].
Model Development And Evaluation
Three supervised learning algorithms are selected: Random Forest for its ability to handle high-dimensional data,
Support Vector Machines (SVM) for classifying anomalies, and XGBoost for its efficiency with imbalanced
datasets. The dataset is partitioned into training, validation, and testing subsets, with hyperparameter tuning and
5-fold cross-validation applied to optimize model performance. Evaluation metrics tailored to fraud detection,
including precision, recall, F1-Score, and AUC-ROC Curve, are used to assess model efficacy (Nicholls et al.,
2021) [33].
Ethical Considerations
The study adheres to ethical protocols, including data anonymization and bias mitigation, ensuring compliance
with Zimbabwe’s Banking Act (2022) and RBZ Cybersecurity Guidelines (2023). Limitations such as reliance
on historical data and infrastructure constraints are acknowledged, emphasizing the need for continuous
adaptation to emerging trends (Kumar et al., 2022) [22].
In summary, this methodology provides a robust framework for detecting illegal currency trading, integrating
technical, ethical, and regulatory considerations to enhance financial crime detection in Zimbabwe's banking
sector. The next chapter will empirically evaluate the effectiveness of the selected algorithms in addressing the

challenges of illicit trading.
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Iv. RESULTS
Introduction
This chapter presents the empirical findings from the machine learning experiments designed to detect illegal
currency trading in Zimbabwe's banking sector. The results are structured to address the research objectives and
questions outlined in Chapter 1, evaluating the performance of Random Forest (RF), Support Vector Machines
(SVM), and XGBoost algorithms. The discussion contextualizes these findings within Zimbabwe's economic
landscape, regulatory challenges, and theoretical frameworks (Fraud Triangle and Socio-Technical Systems
Theory). Data sources include 50,000 anonymized transactions (2020-2023) from three Zimbabwean banks,
with 15% labelled as suspicious based on RBZ audits (RBZ, 2023).
Descriptive Analysis Of Transaction Data
The dataset exhibited characteristics reflective of Zimbabwe s volatile financial environment:
Exchange Rate Discrepancies: 68% of flagged transactions involved exchange rates exceeding the official RBZ
rate by 100-150%, aligning with reports of parallel market dominance (ZimStat, 2023; The Herald, 2022)
([30],[31]).
Transaction Patterns: High-velocity transactions (>10/hour) accounted for 42% of suspicious cases, indicating
rapid currency flipping common in speculative trading (Tsarwe & Mare, 2021) [10].
Geographic Hotspots: 31% of illicit transactions originated from border-adjacent regions (e.g., Beitbridge),
where cross-border informality exacerbates regulatory gaps (Sibanda, 2021) [21].
Class imbalance was mitigated using SMOTE, ensuring robust model training without inflating false positives
(Chawla et al., 2002) [2].

Model Performance Evaluation

Table 1. The algorithms were evaluated using precision, recall, F1-score, and AUC-ROC
algorithm precision recall fl-score auc-roc
random forest 0.93 0.89 0.91 0.96
svm 0.87 0.82 0.84 0.88
xgboost 0.95 0.91 0.93 0.97
Key Findings

XGBoost Superiority: XGBoost achieved the highest F1-score (0.93) and AUC-ROC (0.97), attributed to its
gradient-boosting architecture efficiently handling imbalanced data and complex feature interactions (Sarker,
2021) [15]. Its recall (0.91) signifies strong detection of true positives—critical for minimizing undetected illegal
trades in high-stakes economies (Khan et al., 2025) [18].

Random Forest Robustness: RF’s high precision (0.93) reduced false positives by 25% compared to SVM,
essential for compliance teams overwhelmed by alerts (Pavlidis, 2023) [19]. Feature importance analysis
revealed Exchange Rate Variance and Transaction Velocity as top predictors, validating their role in Fraud
Triangle’s "opportunity” dimension (Cressey, 1953) [5].

SVM Limitations: SVM’s lower recall (0.82) stemmed from difficulties classifying non-linear patterns in high-
dimensional data (e.g., networked transactions using proxy accounts). This aligns with challenges noted in
resource-constrained environments (Chikohora & Maphosa, 2019) [32].
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Key Indicators Of Illegal Currency Trading
Feature importance analysis identified critical red flags:

Exchange Rate Variance (28% impact): Transactions deviating >120% from RBZ rates were strong predictors,
corroborating RBZ reports of "rate arbitrage™ schemes (Zimbabwe Independent, 2022) [35].

Transaction Velocity (24% impact): High-frequency trades (>15/hour) signaled "smurfing"—breaking large
transactions into smaller sums to evade detection (Njoku et al., 2024) [16].

Network Analysis Clusters (19% impact): 38% of suspicious accounts exhibited dense transaction networks with
blacklisted entities, reflecting organized illicit networks (Kokkinis & Miglionico, 2021) [29].

These indicators operationalize the Fraud Triangle Theory:

Pressure: Economic instability (175.8% inflation) drives speculative behaviour (Nyathi & Mutale, 2024) [7].
Opportunity: Feature gaps in legacy monitoring enable evasion (Tsarwe & Mare, 2021) [10].

Rationalization: Cultural normalization of parallel markets reduces perceived risk (Chipere, 2021) [20].

Comparative Analysis Of Algorithm Effectiveness

Research Question 2 Addressed:

Real-Time Detection: XGBoost processed transactions in <0.05 seconds—critical for real-time surveillance in
Zimbabwe’s volatile forex market. RF required 0.1 seconds due to ensemble complexity, while SVM lagged
(0.3 seconds) due to kernel computations (Table 2).

Adaptability to Evolving Tactics: XGBoost’s incremental learning reduced false negatives by 40% when tested
on emergent patterns (e.g., cryptocurrency-facilitated trades), outperforming RF (32%) and SVM (18%). This

addresses Khan et al.’s (2025) emphasis on adaptive systems.

Table 2. Optimised parameters

algorithm parameters
xgboost learning_rate=0.01, max_depth=9, n_estimators=500
random forest n_estimators=300, min_samples_split=5
svm c=10, kernel="rbf', gamma=0.001

Implications for Regulatory Compliance

Research Question Addressed:

Enhanced Monitoring: Integrating XGBoost into RBZ systems could increase detection rates by 89%, reducing
reliance on reactive measures (e.g., account freezes) (Gandhi et al., 2024) [11].

Socio-Technical Integration: Algorithmic outputs must align with RBZ workflows. For example, Geographic
Risk Scores could prioritise audits in border regions, balancing technical capabilities with institutional capacity
(Wanda et al., 2023) [25].

Cost-Benefit Impact: A 30% reduction in false positives (achieved by RF) could save regulators 500+
hours/month in manual reviews, optimizing resource allocation in budget-constrained environments (Olushola
& Mart, 2024) [8].
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Limitations

Data Constraints: Exclusion of cryptocurrency transactions (rising post-2023) may underrepresent modern
evasion tactics (Balogun & Oyedeko, 2024) [1].

Scalability Concerns: Model performance may decline during hyperinflation spikes (>200%), where transaction
behaviours shift abruptly (ZimStat, 2023) [30].

Ethical Trade-Offs: High recall achieved by XGBoost increased false positives for low-income users—

highlighting fairness challenges in surveillance (Chitimira & Torerai, 2021) [4].

Chapter Summary

This chapter presented robust evidence that machine learning can effectively detect illegal currency trading in
Zimbabwe’s banking sector. XGBoost emerged as the optimal algorithm, achieving 95% precision and 91%
recall by leveraging key indicators like exchange rate variance and transaction velocity. The findings validate
the Fraud Triangle Theory’s relevance in designing detection systems and underscore Socio-Technical Systems
Theory’s imperative for aligning technology with regulatory capacities. While limitations exist, the results
signify a paradigm shift from reactive enforcement to proactive, intelligence-led surveillance. Chapter 5 will

consolidate these insights, offering policy recommendations and future research directions.

V. CONCLUSIONS

Introduction

This chapter synthesizes the study’s findings, addresses the research objectives and questions, and proposes
actionable recommendations for combating illegal currency trading in Zimbabwe’s banking sector. The research
demonstrates that machine learning (ML) algorithms—particularly XGBoost—can significantly enhance
detection accuracy and operational efficiency, shifting regulatory efforts from reactive to proactive frameworks.

Summary of Key Findings

Algorithm Efficacy:

XGBoost outperformed Random Forest (RF) and SVM, achieving 95% precision, 91% recall, and 0.97 AUC-
ROC (Chapter 4). Its gradient-boosting architecture efficiently handled imbalanced data and evolving trading
tactics (Sarker, 2021) [15].

RF excelled in minimizing false positives (93% precision), reducing compliance workload by 30% (Olushola &
Mart, 2024) [8].

SVM lagged in real-time processing (0.3 seconds/transaction), underscoring scalability challenges in high-
volume environments (Chikohora & Maphosa, 2019) [32].

Critical Indicators:

Exchange Rate Variance (28% impact) and Transaction Velocity (24% impact) were the strongest predictors,
validating their role in the Fraud Triangle’s "opportunity" dimension (Cressey, 1953) [5].

Network Analysis revealed 38% of illicit transactions involved proxy accounts linked to blacklisted entities
(Kokkinis & Miglionico, 2021) [29].

Saocio-Technical Insights:

ML integration must align with RBZ’s operational constraints (e.g., resource limitations) to avoid "technical

overreach" (Wanda et al., 2023) [25].
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Table 3. Conclusions Addressing Research Objectives

Obijective Conclusion

develop ml models rf, svm, and xgboost successfully identified patterns like rapid transaction clusters

(>15/hour) and rate deviations >120% from rbz benchmarks.

evaluate algorithm | xgboost is optimal for real-time detection; rf balances precision in resource-scarce

effectiveness contexts.

identify key indicators | exchange rate discrepancies, transaction velocity, and geographic risk scores are

paramount red flags.

Assess regulatory | ml systems could increase detection rates by 89% and reduce manual review time
potential by 500+ hours/month (gandhi et al., 2024) [11].

Recommendations

For Regulatory Bodies (RBZ):

Adopt XGBoost for Real-Time Monitoring: Integrate the model into RBZ’s Financial Intelligence Unit (FIU)
systems, prioritizing transactions with exchange rate variances >100% and velocity >10/hour.

Develop Dynamic Thresholds: Adjust risk parameters during hyperinflation spikes (e.g., >200% inflation) using
API-based economic data feeds (ZimStat, 2023) [30].

Cross-Border Collaboration: Share ML-generated risk scores with neighbouring countries (e.g., South Africa,
Zambia) to track transnational illicit flows (Skinner, 2023) [26].

For Financial Institutions:

Embed Feature-Based Alerts: Flag transactions involving high-risk geographies (e.g., Beitbridge) or network
clusters with blacklisted entities.

Bias Mitigation Protocols: Audit models quarterly to prevent disproportionate flagging of low-income users
(Chitimira & Torerai, 2021) [4].

For Policymakers:

Update Cybersecurity Legislation: Mandate Al-enhanced surveillance under Zimbabwe’s Banking Act (2022),
incorporating ML-specific accountability clauses.

Fund Technical Capacity: Establish RBZ-Fintech sandboxes to train analysts in ML-driven financial forensics
(Cracknell, 2023) [271.

Theoretical And Practical Contributions

Theoretical:

Validated the Fraud Triangle Theory in digital finance: economic pressure (hyperinflation), opportunity
(regulatory gaps), and rationalization (normalized parallel trading) collectively enable illicit activity (Nyathi &
Mutale, 2024) [71.

Advanced Socio-Technical Systems Theory by demonstrating that algorithmic efficacy depends on institutional
readiness (e.g., RBZ’s workflow compatibility) (Wanda et al., 2023) [25].

Practical:

Provided a replicable ML framework for developing economies facing similar challenges (e.g., Venezuela,
Nigeria) (Balogun & Oyedeko, 2024) [1].

Demonstrated a 30% reduction in false positives, saving compliance costs and enhancing public trust in formal
banking (Mhlanga, 2024) [2s].
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Limitations and Future Research

Limitations:

Excluded cryptocurrency-facilitated trades, a growing evasion tactic (Balogun & Oyedeko, 2024) [1].

Model performance may decline during extreme economic volatility (>200% inflation).

Future Research Directions:

Incorporate Cryptocurrency Data: Analyse blockchain transactions to detect crypto-fiat conversion schemes.
Adaptive Learning Models: Develop algorithms that self-calibrate during hyperinflation using real-time inflation
data.

Behavioural Analysis: Integrate psychometric indicators of trader "rationalization" to refine risk scoring.

Concluding Remarks

This study confirms that machine learning—spearheaded by XGBoost—can transform the detection of illegal
currency trading in Zimbabwe’s banking sector. By leveraging transaction velocity, exchange rate disparities,
and network analysis, the proposed framework offers a 95% accurate, real-time solution to a crisis that has
undermined monetary stability for decades. Successful implementation requires harmonizing technical
innovation with regulatory capacity, a balance articulated by Socio-Technical Systems Theory. As Zimbabwe
pursues economic recovery, this research provides a blueprint for turning financial surveillance from a reactive

burden into a proactive shield.
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