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Abstract— The rapid development of computer networdnd more importantly internet has created many
security problems such as ever growing new intrusgcon computer network systems. To secure thisesyst
strong intrusion detection system has to be buikh intrusion detection system monitors all inbourahd
outbound network activity and identifies suspicioastivities that attempting to break and violatecseity of
system. In this paper we have taken review of vasi@pproaches of Intrusion detection which includ&/M
(Support Vector Machine) system, SOM (Self Organigi maps), MLP (Multi-Layer Perceptron).For
detecting intrusions this approaches goes througinete phases pre-processing in which raw data isvemed
into machine readable form then training of data jgerformed and in the last measure the performarme
testing data.
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. INTRODUCTION

Because of existence of Internet and high usagemiputer network for Internet by people, compaiied
governments security plays a highly important raleprevent the attacks. A single intrusion of a pater
network can result in the drastic loss as largewr®of data is on stake which cause users taiquesbout
reliability of network on which huge amount offormation lies. The cost of data loss which maybenanent
or temporary is so high which cause companies taganonitoring system that monitors data flow leit
network. These systems are generally referredtassion Detection System.

Intrusion Detection System (IDS) can be eithervgafe or hardware based that monitor’'s network #gtiv
and delivers an alert if it notices some unautteatiactivity. There are two general categories tafciks which
intrusion detection systems attempt to identifyneraaly detection and misuse detection. Anomaly diiete
identifies activities that vary from establishedtpens for users, or groups of users. Anomaly dietedypically
involves the creation of knowledge bases that d¢oritee profiles of the monitored activities .Misusetection
involves the comparison of a user’s activities vitie known behaviours of attackers attempting toepate a
system. It frequently utilizes a rule-based apphnoac

Current approach for detecting intrusion in IntomsiDetection System utilizes some form of rule-base
analysis .Which relies on sets of predefined rthes are provided by an administrator, or createthb system,
or both. For example: Expert systems are the mmsinwon rule based system. An expert system consisds
set of rules that encode the knowledge of a hunepért”. These rules are used by the system to make
conclusions about the security-related data froeinktrusion detection system. But it requires fesgiupdates
to remain current. At a minimum, this leads to apest system with reduced capabilities. At workts twill

© 2013, IJCSMC All Rights Reserved 1



Purva Adlakhat al, International Journal of Computer Science and MoBibmputing Vol.2 Issue. 3, March- 2013, pg. 1-3

degrade the quality of the entire system by misteathe user that the system he is using is se@asically
this system result in inefficient system that ig able to detect attacks which are slightly différérom
predefined rule set. Mainly expert system suffessnfupdating, searching and matching of the rule se

This paper presents a review on Support vector macBelf-organizing maps and lastly we will seeltidu
layer Perceptron and analyse their applicabilitydentifying instances of attacks against netwarll also see
how they overcome some of the problems faced bg-Raked system.

Il. LITERATURE SURVEY

A.  Support Vector Machine SYM-IDS
Support vector machines (SVM) are a learning tepmmiwhich has been applied in many applicationsarea

It plots the training vectors in high dimensionabfure space, labelling each vector by its clagsudion
detection can be a two-class classification probtenmulti-class classification problem. SVMs lodkais a
guadratic optimization problem in which they comigeneralization control with a technique to preévéee
“curse of dimensionality” by placing an upper bourdthe margin between the different classes, ngakia
practical tool for large and dynamic data sets. SMa&sify data by using support vectors that oettime hyper
plane in the feature space. The number of paramaged in the SVMs depends on the margin that atgzathe
data points but not on the number of input featutiess SVMs do not require a reduction in the numife
features in order to avoid over fitting. SVMs prdeia generic mechanism to fit the surface of tigehplane to
the data through the use of a kernel functiontrétiing time is significantly shorter (17.77 sex 18 min)[1],
and it prove advantageous in situations where ingtigh needs to be done quickly. The main disad\gentaf
SVM is that it can only make binary classificatimhere intrusion detection requires all 22 differgyges of
attacks.

B. Artificial Neural Network
. Artificial neural network is highly inspired byiddogical neuron. It tries to represent the thimkiorocess

through electronic circuit or software. It is forlwy collection of processing elements that are lyighl
interconnected and transform a set of inputs tetaosdesired outputs [2]. Expert systems, which peovide
the user with a definitive answer on the basishafracteristics which exactly matches with the coded in rule
base, But ANN provides information analysis in foem of probability estimates that the data matcties
characteristics which it has been trained to reizegnTo implement ANN it requires three basic stepe
following steps are given.

e Firstly, number of inputs are present to the nekwo

e Secondly, evaluate how closely the actual outpmutegated for a specific input matches the desired

output.

e Thirdly, change the parameters of neural networettber approximate the outputs

ANN comprise of two different learning methodsipervised and unsupervised. In supervised legrnin
method, the network learns the desired output faiven input or pattern. Example of supervised akur
network is the Multi-Layer Perceptron (MLP); the MLis used for Pattern Recognition problems. In
unsupervised learning method, the network learnkout specifying desired output. Example of unsuised
neural network is Self-Organizing Maps (SOM). SO ased for classification problems.

1. Sdf-Organizing Maps

Self-Organizing Map uses a single layer of neuttonsepresent knowledge from a particular domaithi:
form of a geometrically organized feature map. mbaevork was designed to learn the characterisficeoonal
system activity and identify statistical variatianghe form clusters from the norm that may beratication of
a virus. Basically in this routine traffic that resents normal behaviour would be clustered araumedor more
cluster centers and any irregular traffic reprasgnabnormal and possibly suspicious behaviour dde
clustered outside of the normal clustering. It jleg a simple and efficient way to classify dats gereal-time,
SOMs to be best suited as Intrusion detection Byshee to their high speed and fast conversion [8leSOM
approach is better for DOS and Probe attack as amdpo user to root and root to local attack [4].

2. Multi-layer Perceptron
A Multilayer perceptron maps sets of input dateoamset of appropriate output. An MLP consists aftiple
layers of nodes in a directed graph, with eachrlfiyy connected to the next one. Except for theut nodes,
each node is a neuron with a nonlinear activatiorction. Each of the reviewed recommenders hafferelit
approach of applying supervised learning to inbngietection system.
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e The approach proposed in [5] utilized MLP for déiteg intrusion in Intrusion detection system. The

prototype designed is mainly used to identify imadiicn of misuse. The architecture of the system
consisted of four fully connected layers with ninput nodes and two output nodes. While number of
hidden layers, and the number of nodes in the hidagers, was determined based on the process of
trial and error. Data for training and testing thetotype was generated using the RealSecure™
network monitor from Internet Security Systems. IBReaure™ uses an expert system that includes
over 360 attack signatures that it compares withec network activity to identify intrusions. The
results show that MLP correctly identify each oé thimbedded attacks in the test data. But this
prototype was not designed to be a complete irtnudetection system. The outcome of the proposed
system clearly demonstrates the capability of aalewetwork to detect only individual instances of
possible misuse from a network data stream.

e The author of [6] propose system based on thengsson that every time when user use the system,

he leaves a print then neural network based oniléyléer perceptron can be used to identify user
based on what commands they used during a day. ah#re end of day system is run to see user
session matched with normal pattern or not. If sisggssion does not match investigation is launched
by NNID (Neural network intrusion detection systefhis approach constitutes promising result to
anomaly intrusion detection. The proposed systenoissuitable for real time detection as it reqgire
vast training which proves it to be expensive.

The system implemented in [7] proves its validitithie field of ANN. In previous studies given if [8] the

implemented system had the capability of deteatioignal or attack connection. But prototype desigived6]
assumes more general problem where attack typsdsdatected and provide preventive actions agaittatk
type detected and the result provide approxima®€ly’8% accurate classification and remaining ixzié
outputs are put into false negative category.

I1l. CONCLUSIONS

Various approaches of detecting attacks in Intrufetection System helps system administrator tecde

attack categorize into two main groups normal eeah Some methods not only detect attack but, @isaede
information about type of the attack and prevenmeaasures takes against the attack.
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