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Abstract— By using biometric system automatic ren@gpn of an individual is provided. Biometric sysins
include fingerprints, facial features, voice, hangeometry, handwriting, the retina and the one praged in
this thesis, the iris. Working of this system isrgle. It captures the image and compare with exgimage. If
match is found then access is granted.
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. INTRODUCTION

In today's world the identification of every humaging is very important. Security is more importéortall
of us. Biometric Systems are automated method®rifying or recognizing the identity of a liviqgerson on
the basis of some physiological characteristice Bkfingerprint or iris pattern This is one-to-omatching
which means a person must first suggest their iijetitrough a password, card or name and the system
seeks to determine whether or not there is a nizthieen the suggested and true identities. Vetificaneans
testing if the user is really the person he/shéndao be. Biometric systems have been developsddan
fingerprints, facial features, voice, hand geomet@ndwriting, the retina and the one presentetthi;thesis,
the iris. Biometric systems work by first capturiagsample of the feature, such as recording aatligidund
signal for voice recognition, or taking a digitablaur image for face recognition. The sample isnthe
transformed using some sort of mathematical funciido a biometric template. The biometric templaié
provide a normalized, efficient and highly discnaiing representation of the feature, which cam the
objectively compared with other templates in orttedetermine identity. Most biometric systems alltwo
modes of operation. An enrolment mode for addimgpiates to a database, and an identification matere a
template is created for an individual and then &mé& searched for in the database of pre-enrddiegplates.
This method of identification is preferred overditeonal methods involving passwords and PIN nuralfer
various reasons:

i] The person to be identified is required to bggbally present at the point-of-identification.

ii] Identification based on biometric techniquewialbes the need to remember a password or caokyeat

There are three main ways of autheritigatn identity —

Something you know -> password

Something you have - token

Somethingyou are - biometrics

Biometric Systems are automated methods of vegfyir recognizing the identity of a living persom the
basis of some physiological characteristics likingerprint or iris pattern, or some aspects ofawdr, like
handwriting or keystroke patterns. Biometric tedbgy is a way to achieve fast, user-friendly autfoation
with a high level of accuracy. Biometrics providesecure method of authentication and identificatas they
are difficult to replicate and steal. Biometric Ha@jues can potentially prevent unauthorized actessr
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fraudulent use of ATMs, cellular phones, smart sadksktop PCs, workstations, and computer netwdniks
recognition is based on the most mathemé#ticahique biometric - the iris of the eye. Tins itself is

stable throughout a person’s life (approximategnirthe age of one). The physical characteristidb@firis do
not change with age. None of the other biometriatems, including fingerprint, facial recognitiorgtina scan,
and voice recognition provide the level of accurageed, or cost-effectiveness found with iris ggdtion

technology.

Il. LITERATURE SURVEY

a) Hand geometry:-

This involves analyzing and measuring the shapthefhand and the lengths of the fingers. It might b
suitable where there are more users or where aseess the system infrequently. Accuracy can bghigh if
desired and flexible performance tuning and coméiian can accommodate a wide range of applications
Organizations use hand geometry readers in vasoesarios, including time and attendance recordtrg.a
fairly simple procedure and is surprisingly accerat

b) Fingerprint matching: - Fingerprint is the pattern of ridges and vallegglee tip of a finger and is used for
personal verification of people. Fingerprint basedognition method because of its relatively oundiag
features of universality, permanence, uniquene&sgjracy and low cost has made it most popular amtiable
technique and is currently the leading biometrahtelogy. There is archaeological evidence thayAass and
Chinese ancient civilizations have used fingergris a form of identification since 7000 to 6000.B&hry
Fauld in 1880 laid the scientific foundation of theodern fingerprint recognition by introducing miiae
feature for fingerprint matching. Current fingergrirecognition techniques can be broadly classiféed
Minutiae-based, Ridge feature-based, Correlatimetiaand gradient base. Most automatic fingerprint
identification systems employ techniques based imutiae points. Although the minutiae pattern ofteéinger
is quite unique, noise and distortion during theusition of the fingerprint and errors in the niiae extraction
process result in a number of missing and spunimitiae. To overcome the difficulty of reliably taining
minutiae points from a poor quality fingerprint iges ridge feature-based method is used. A ridgepisttern of
lines on a fingertip. This method uses ridge fezguike the orientation and the frequency of ridgele shape
and texture information for fingerprint matchingowever, the ridge feature-based methods suffer fitogir
low discrimination capability. The correlation-bdgechniques make two fingerprint images superiragand
do correlation (at the intensity level) between ttmwresponding pixels for different alignments. 3&e
techniques are highly sensitive to non-linear digin, skin condition, different finger pressuredaalignment.
Most of these techniques use minutiae for alignrfiestt Among all the biometric techniques, fingenp-based
identification is the oldest method which has bsencessfully used in numerous applications. Evezyisn
known to have unique, immutable fingerprints. Agfnprint is made of a series of ridges and furromghe
surface of the finger. It is used in a wide ran§@gplications including forensics, access contaold driver
license registration. An automatic recognition ebple based on fingerprints requires that the ifipgerprint
be matched with a large number of fingerprints database.

¢) Retina:-

A retina-based biometric system involves analyzimg layer of capillary vessels located at the bafcthe
eye. This technique involves using a low intensity light source through an optical coupler to sttenunique
patterns of the retina. Retinal scanning can beeqdcurate but does require the user to lookamteceptacle
and focus on a given point. In general the usetdéaske off his or her glasses. The equal errter-saquite low.

d) Voice recognition:-

Voice authentication captures the characteristick s cadence, frequency, pitch and tone of anidchel’s
voice. Voice verification works with a microphone with a regular telephone handset, although peréorce
increases with higher quality capture devices. ¥aiecognition has got its problems with persons at®
husky or mimic another voice. Additionally the likeod of recognition decreases with poor-quality
microphones and if there is background noise.

€) Face: - Face recognition for its easy use and non-intrusiae made it one of the popular biometric. A
summary of the existing techniques for human famognition can be found in. Further, a survey déting
face recognition technologies and challenges iergiVA number of algorithms have been proposed doe f
recognition. Such algorithms can be divided into tategories: geometric feature-based and appeatmsed.
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An inherent drawback of appearance-based methdiisitithe recognition of a face under a particlifgting
and pose can be performed reliably when the fasdban previously seen under similar circumstarieasher,
in appearance-based methods the captured featergtodal features of the face images and facielus@n is
often difficult to handle in these approaches. Geinit feature-based methods are robust againstiars in
illumination and viewpoints but very sensitive teafure extraction process. The geometry featureebas
methods analyze explicit local facial features, #meir geometric relationships. The geometry fexhased
methods include: Active Shape Elastic Bunch Grapitching and Local Feature Analysis (LFA). Recogmiti
of faces from still images or 2D images is a diffiqoroblem, because the illumination, pose andresgion
changes in the images create great statisticardiftes and the identity of the face itself becoshaslowed by
these factors. To overcome this problem 3D facegeition has been proposed which has the potetdial
overcome feature localization, pose and illuminatproblems, and it can be used in conjunction \&ith
systems. Research using 3D face data to identifiyams was first published by. The 3D face data ezxdide
structure of the face and so is inherently robogidse and illumination variations. Applying HMMs 3D face
verification was first attempted. A recent advafme3D face verification has been to show the ayaffility of
the Gaussian Mixture Model (GMM) parts-based apgiodhe drawbacks of 3D face recognition includghhi
cost and decreased ease-of-use for laser senewrsadcuracy for other acquisition types, and thek laf
sufficiently powerful algorithms.

I1l. WORKING OF SYSTEM

a) Acquiring the Picture: Image is captured with the help of Web Cameragkna captured at a distance of
few inches from camera. To acquire more clear irsageough a web camera and minimize the effechef t
reflected lights caused by the surrounding illurtiorg we arrange two halogen lamps as the surrogpdihts.

b) Find the Pupil Region: The pupil is considered as blackest region inyen 8o to find center of Iris, pupil
region has to be found. Using the box method prgglon is detected. Kong and Zhang present a mditrod
eyelash detection, where eyelashes are treateel@sging to two types, separable eyelashes, whielsalated
in the image, and multiple eyelashes, which arecbed together and overlap in the eye image. Selgarab
eyelashes are detected using 1D Gabor filtersedime convolution of a separable eyelash with thesSian
smoothing function results in a low output valubug, if a resultant point is smaller than a thré&shbis noted
that this point belongs to an eyelash. Multiple lagees are detected using the variance of inten$itye
variance of intensity values in a small windowawér than a threshold, the center of the windowoissidered
as a point in an eyelash.

¢) Find the Edge points & center: Once pupil region is found, detect edge pointsa Alistance above pupil
region, scanning starts in horizontal direction. BR@lues of each point are calculated & there editic
change in it, that point is considered as edgetpbirsimilar manner three points are detected fiogna right-
angled triangle. Mid-point of hypotenuse is considieas center of Iris.

d) Clipping theimage: Radius of Iris is calculated applying distan@grula between center & edge points. Iris
portion of radius found has to be clipped & storAderage filter is used to minimize the noise iptcaed
image.

€) Compare & Verify: Clipped image of newly acquired image is comparéth wiready stored image. RGB
values of points in both images are compared. Reage of matching is calculated. If per (%) > 6@céss is
granted else access is denied.

IV. CONCLUSION

Iris recognition provides the accurate recogniasrcompared to another methods .This system &bteland
easy to use. In future it is trying to remove thawbacks if any found in this system.
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