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Abstract— We propose SigFree, an online signatured out-of-the-box application-layer method for
blocking code-injection buffer overflow attack megges targeting at various Internet services suchvasb
service. Motivated by the observation that buffeveoflow attacks typically contain executables whase
legitimate client requests never contain executabl@ most Internet services, SigFree blocks attadkg
detecting the presence of code. Unlike the previcoge detection algorithms, SigFree uses a new e
analysis technique called code abstraction thageneric, fast, and hard for exploit code to eva&igFree is
signature free, thus it can block new and unknownffer overflow attacks; SigFree is also immunizetbin
most attack-side code obfuscation methods. Sinag-&ie is a transparent deployment to the serveringe
protected, it is good for economical Internet widkeployment with very low deployment and maintenance
cost. We implemented and tested SigFree; our experital study shows that the dependency-degree-based
SigFree could block all types of code-injectionatk packets (above 750) tested in our experimerith very
few false positives. Moreover, SigFree causes \&@mnall extra latency to normal client requests wheome
requests contain exploit code.

Key Terms: - Distilling Instruction Sequence Did#glr, Instruction Sequencer Analyser, Proxy BasedyBee,
Code Abstraction and SSL Proxy.

. INTRODUCTION

The history of cyber security, buffer over- flowdse of the most serious vulnerabilities in compsiestems.
Buffer overflow vulnerability is a root cause forost of the cyber-attacks such as server breakingmms,
zombies, and botnets. A buffer overflow occurs migiprogram execution when a fixed-size buffer hed too
much data copied into it. This causes the datavésvarite into adjacent memory locations, and depenon
what is stored there, the behavior of the prograeilfimight be affected. Although taking a broadiewpoint,
buffer overflow attacks do not always carry binande in the attacking requests (or packets), cogetion
buffer overflow attacks such as stack smashingailgbcount for most of the buffer overflow attatkat have
happened in the real world.
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System Model

Although tons of research has been done to taakiieroverflow attacks, existing defenses are silite
limited in meeting four highly desired requiremen{R1) simplicity in maintenance; (R2) transparerioy
existing (legacy) server OS, application software] hardware; (R3) resiliency to obfuscation; (Bgnomical
Internet-wide deployment. To see how existing deésnare limited in meeting these four requiremdats)s
break down the existing buffer overflow defenses isix classes, which we will review shortly in 8en 2:
(1A) Finding bugs in source code. (1B) Compiler emstions. (1C) OS modifications. (1D) Hardware
modifications. (1E) Defense-side obfuscation

Requfsts D &

Firewall Pr(/)\);)ypﬁgasggr? IEaF;gre Protected Server

Fig. 1. SigFree is an application layer blockemissn the protected server and the correspondieydit.

To overcome the above limitations, in this papee, propose SigFree, an online buffer overflow attack
blocker, to protect Internet services. The ide&igfFree is motivated by an important observatiaat tthe
nature of communication to and from network serviepredominantly or exclusively data and not eketle
code”. In particular, as summarized in on Windowatfprms, most web servers (port 80) accept daialy.
Accordingly, SigFree (Fig. 1) works as follows: Bige is an application layer blocker that typicadtays
between a service and the corresponding firewalelVa service requesting message arrives at SigFree
SigFree first uses a new O(N) algorithm, wheris the byte length of the message, to disasseanuedistill
all possible instruction sequences from the messagayload, where every byte in the payloacbissidered
as a possible starting point of the code embediVe are using technique called code abstracGode
abstraction first uses data flow anomaly to pruseless instructions in an instruction sequence tioenpares
the number of useful instructions (Scheme 2) oreddpnce degree (Scheme 3) to a threshold to deerrifi
this instruction sequence contains code.

The merits of SigFree are summarized as followsy tthow that SigFree has taken a main step forward
meeting the four requirements:

SigFree is signature free, thus it can block ned amknown buffer overflow attacks. SigFree usesegen
code-data separation criteria instead of limiteddguThis feature separates SigFree from an inakperwork
that tries to

Detect code- embedded packets, Transparency.

SigFree is an out-of-the-box solution that requiteserver side changes.

SigFree is an economical deployment with very loaintenance cost, which can be well justified by the
aforementioned features.

Il. RELATED WORK

SigFree is mainly related to three bodies of work:

* Prevention/detection techniques of buffer overflows

*  Worm detection and signature generation.

2.1 Prevention/Detection of Buffer Overflows Existing prevention/detection techniques diuffer
over- flows can be roughly broken down into sixsskes:

Class 1A: Finding bugs in source code: Buffer overflows faredamentally due to programming bugs.
Accordingly, various bug-finding tools. Class 1&khaiques are designed to handle source code amdy, a
they do not ensure completeness in bug finding.oimtrast, SigFree handles machine code embedded in
request.
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Class 1B: Compiler extensions. “If the source code igilable, a developer can add buffer overflow
detection automatically to a program by using a ifiexi compiler”.Three such compilers are StackGuard
ProPolice and Return Address Defender (RAD).

Class 1C: OS modifications. Modifying some aspects of thesrafing system may prevent buffer
overflows

Class 1D: Hardware modifications. A main idea of hard-waredification is to store all return
addresses on the processor.

Class 1E: Capturing code running symptoms of buffer overflattacks. Fundamentally, buffer
overflows are a code running symptom. If such uaigymptoms can be precisely captured, all buffer
overflows can be detected. Class 1B, Class 1C aptue some—nbut not all—of the running symptoms of
buffer overflows. For example, accessing nonexdxdetsstack segments can be captured by OS
modifications; compiler modifications can detedura address rewriting; and process crash is a gymp
captured by  defense-side obfuscation.

2.2 Worm Detection and Signature Gener ation:
Based on the nature of worm infection symptoms,mvdetection techniques can be broken down inteethre
classes:
» Macro symptoms: To raise early warnings of Internet-wide worm irifec.
» Local traffic symptoms. To detect content invariance, content prevalence] address
dispersion to generate worm signatures and/or biains.
»  Worm code running symptoms: To detect worms

Disadvantages:

SigFree is useful to implement in web servers bist mot useful to implement in real time applicat because
of Microsoft's Jet Database Engine.

SigFree does not contain signature for new and awkrattacks.

[ll. INSTRUCTION SEQUENCE DISTILLER

This section first describes an effective algorittondistill instruction sequences from requestiipfeed by
several pruning techniques to reduce the processiedhead of instruction sequence analyzer.

Digtilling I nstruction Sequences:

To distill an instruction sequence, we first assignaddress (starting from zero) to every byte tdcest,
where address is an identifier for each locatiothsnrequest. Then, we disassemble the requestdroertain
address until the end of the request is reacheghdllegal instruction opcode is encountered. Thaee two
traditional disassembly algorithmiignear sweep and recursive traversal

/ R . 00 add ch.dl
(00 ) (08) aad 3F
(o1) ; ’ aas
\ J
/\4 ~— (0a) \ add [ebp+CO875F83].ch
[ 2 \ \ y -
(02) l N (0) lods [ds:esi]
\/, % / sbb [ds:edi-791,-40
(06) (93)  (05) pd [ ob ) pop edi
» \/' L N (od) \ / xchg eax,eax
N — AN Pd N . =
(07 (09 \/‘/ rer [dsiedi-171.B3
h g N d pop edi
\L (0e ) imp ADAA43C2
( Oa ) N mov bl.43
N / inc ebx
/ L 4 stos [es:edi]
N\ or lods [ds:esi]
/ \\ oF | illegal instruction

(@) (b)

Algorithm 1 Distill all instruction sequences from a requestialize EISG G and instruction array A to
empty

for each address i of the request do add instnuctazle i to G
i the start address of the request

while i <% the end address of the request do iesbde an instruction at i
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if inst is illegal then

A%i& illegal instruction inst

set type of node i “illegal node” in G else

AYi& instruction inst

if inst is a control transfer instruction then &ach possible target t of inst do
if target t is an external address then add extaddress node t to G

add edge ednode i; node tb to G
else

add edge ednode i; node i p inst:lengthb to G

i(1)

In this paper, we employ the recursive traversgo@hm, because it can obtain the control flowoinfiation
during the disassembly process. Intuitively, toajepossible instruction sequences from an N-bgtpiest, w

simply execute the disassembly algorithm N timed aach time we start from a different address & th
request. This gives us a set of instruction seqegrithe running time of this algorithm is GJN

One drawback of the above algorithm is that theesamstructions are decoded many times. For example,
instruction “pop edi” in Fig. 2 is decoded many ¢isrby this algorithm.

To reduce the running time, we design a memorinagigorithm [47] by using a data structure, whistan
EIFG defined earlier, to represent the instrucBeguences. To distill all possible instruction setes from a
request is simply to create the EIFG for the regues

An EIFG is used to represent all possible trangbéiontrol among these instructions. In additie, use an
instruction array to represent all possible ingioms in a request. To traverse an instruction eeqge, we
simply traverse the EIFG from the entry instructiminthe instruction sequence and fetch the cormdipg
instructions from the instruc-tion array. Fig. 3wls the data structure for the request shown in Eigrhe
details of the algorithm for creating the data cinee are described in Algorithm 1. Clearly, thaming time of
this algorithm is OdNP, which is optimal as eactrads is traversed only once.

» Thelinear sweep algorithm begins disassembly at a certain address and gletsedecoding each encoun-
tered instruction.

» Therecursive traversal algorithm also begins disassembly at a certain addresst Baltows the control
flow of instructions. In this paper, we employ tteeursive traversal algorithm, because it can ohiag
control flow information during the disassembly gees. Intuitively, to get all possible instruction
sequences from an N-byte request, we simply exebatdisassembly algorithm N times and each time we
start from a different address in the request. Ghiss us a set of instruction sequences. The ngntirine
of this algorithm is O(R). One drawback of the above algorithm is thatsame instructions are decoded
many times.

3.1 Excluding Instruction Sequences:

The previous step may output many instrucseguences at different entry points. Next, we exclude sorfie o
them based on several heuristics. Here, excludinigstruction sequence means that the entry ofseéngience
is not considered as the real entry for the emtetddde (if any).

The fundamental rule in excluding instruction set#s is not to affect the decision whether a reques
contains code or not. if a request contains a feagrof a program, the fragment must be one of ¢neaining
instruction sequences or a subsequence of a rergainstruction sequence, or it differs from a remveg
sequence only by few instructions.

In the fig A,

Sep 1. If instruction sequence, & a subsequence of instruction sequepcee exclude s The rationale for
excluding g is that if g satisfies some characteristics of programslso satisfies these characteristics with a
high probability.
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Sep 2. If instruction sequence merges to instruction sequengeafier a few instructions ang is no longer
than g, we exclude s It is reasonable to expect thawsll preserve §'s characteristics.

IV. DETERMINISTIC ROUTING

A distilled instruction sequence may be a sequexicendom instructions or a fragment of a program i
machine language. In this section, we propose tfrkemes to differentiate these two cases:

» Scheme 1
exploits the operating system characteristics pfagram; Scheme 2 and Scheme 3 exploit the data flo
characteristics of a program. Scheme 1 is sligiatdyer than Scheme 2 and Scheme 3, whereas Schang: 2
Scheme 3 are much more robust to obfuscation. Seleimfast since it does not need to fully disadse,

For most instructions, we only need to know thges. This saves a lot of time in decoding opesanid
instructions.

Note that although Scheme 1 is good at detectinst wfothe known buffer overflow attacks, it is vaetable
to obfuscation.

» Scheme 2

Normally, a random instruction sequence is fulbata flow anomalies, whereas a real program hasofew
no data flow anomalies. However, the number of dlata anomalies cannot be directly used to distislgia
program from a random instruction sequence becawsettacker may easily obfuscate his program by
introducing enough data flow anomalies. In thisgzapre use the detection of data flow anomaly difi@rent
way called code abstraction. We observe that wheretare data flow anomalies in an execution p&tino
instruction sequence, some instructions are useMezeas in a real program at least one execptdm has a
certain number of useful instructions. Therefofethe number of useful instructions in an executfath
exceeds a threshold, we conclude the instructiqnesgce is a segment of a program.

J1: mov eax.2
I1: mov eax,2 (ecx is undefined at (cbx is undefined at
- this point) this point)
~. o
I2: mov eax,3 K1l: mov eax.ecx J2: mov eax.ebx
(a) (b) {c)

Fig.2. Data flow anomaly in execution paths. (ajibedefine anomaly. Register eax is defined andi
then defined again at 12. (b) Undefine-referencangaly. Register ecx is undefined before K1 andresfeed at
K1. (c) Define-undefine anomaly. Register eax iirgel at J1 and then undefined at J2.

Pruning useless instructions. Next, we leveragedtiected data flow anomalies to remove uselessi@s
tions. A useless instruction of an execution patarn instruction that does not affect the resudithe execution
path; otherwise, it is called useful instructiodée may find a useless instruction from a data feEovomaly.
When there is an undefine-reference anomaly inxaoigion path, the instruction that causes theetegice” is
a useless instruc-tion. For instance, the inswackl in Fig. 2, which causes undefine-referencanaaly, is a
useless instruction. When there is a define-dedineefine-undefine anomaly, the instruction thaiseal the
former “define” is also con-sidered as a uselesstiction. For instance, the instruc-tions 11 ahdnJFig. 2 are
useless instructions because they caused the fddagne” in either the define-define or the definedefine
anomaly.

After pruning the useless instructions from an exieo path, we will get a set of useful instrucgoff the
number of useful instructions in an execution pakteeds a threshold, we will conclude the instoucti
sequence is a segment of a program. Algorithm 2vsheour algorithm to check if the number of useful
instructions in an execution path exceeds a thidsfitie algorithm involves a search over an EISGviich
the nodes are visited in a specific order derivethfa depth first search. The algorithm assumeasah&ISG G
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and the entry instruction of the instruction seaqgeare given, and a push down stack is availablsttvage.
During the search process, the visited node (iostmi) is abstractly executed to update the statesriables,
find data flow anomaly, and prune useless instonstin an execution path.

Algorithm 2 check if the number of useful instructions in ae@uition path exceeds a threshold

Input: entry instruction of an instruction sequer€sG G

total 0; useless O0; stack empty

initialize the states of all variables to “undefifipush the entry instruction, states, total, aseless to stack

while stack is not empty do

pop the top item of stack to i, states, total, aseless if total _ useless greater than a thrésheh

return true

if i is visited then

continue (passes control to the next iteratiorhefWHILE loop)

mark i visited total total p 1

Abstractly execute instruction i (change the stafesriables according to instruction i)

if there is a define-define or define-undefine aatnthen

useless uselessp 1

if there is an undefine-reference anomaly thezlass useless p 1

for each instruction j directly following i ithé G do push j, states, total, and useless to stack
return false

Handling special cases. Next, we discuss seveeaiapases in the implementation of Scheme 2.

General purpose instruction. The instructions i tA-32 instruction set can be roughly divided ifibmur
groups: general purpose instructions, floating painit instruc-tions, extension instructions, angstem
instructions. General purpose instructions perfbamic data movement, arithmetic, logic, programvfland
string operation, which are commonly used by progrers to write applications and system softwaré rtina
on IA-32 processors [50]. General purpose instonctiare also the most often used instructions ilicioas
code. We believe that malicious codes must corgtaiartain number of general purpose instructiorectoeve
the attacking goals. Other types of instructions ba leveraged by an attacker to obfuscate hispeglose

code, e.g., used as garbage in garbage insert®sugh, we consider other groups of instructionssedess
instructions.

Initial state of registers. For registers, we dairt initial states to “undefined” at the beginniog an
execution path.

|a: xor [ds:esi+ecx+7],cl ‘

| e: loopd 0x0A | ‘ 9: pop esi ‘

push 5B

pop ecx

call 0x07

inc ecx

pop esi

xor [ds:esi+ecx+7],cl
loopd short 0x0a

| 7: inc ecx | ‘ 3: call Ox07 |

eRLIARS

(@) ()

Fig. 3. (a) A decryption routine that only has seuseful instructions.(b) A def-use graph of thergption
routine. Instruction a can reach all other insfiret through pathsale! 7121 0and a! 9 &d therefore,
the dependence degree of instruction a is 6.
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The register “esp,” however, is an exception siihée used to hold the stack pointer. Thus, weregtster
esp “defined” at the beginning of an execution path

Indirect address. An indirect address is an addredsserves as a reference point instead of aressido the
direct memory location. For example, in the indfiarc “move eax,[ebx+01e8],” register “ebx” may caint the
actual address of the operand. However, it isdliffito know the runtime value of register “ebx.hus, we
always treat a memory location to which an indiredtiress points as state “defined” and hence re ftaw
anomaly will be generated. Indeed, this treatmentassfully prevents an attacker from obfuscatisgcbde
using indirect addresses.

Useless control transfer instructions (CTIs). A dSluseless if the corresponding control conditisn
undefined or the control transfer target is undainThe status flags of the EFLAGS register arel asecontrol
condition in the IA-32 architecture. These statiag$ indicate the results of arithmetic and shifttiuctions,
such as the ADD, SUB, and SHL instructions. Conditinstructions Jcc (jump on condition code cc) and
LOOPcc use one or more of the status flags as tondiodes and test them for branch or end-looplitimms.
During a program execution at runtime, an instarctnay affect a status flag on three different wags, unset,
or undefine [50]. We consider both set and unsetafined in code abstraction. As a result, a sté#g could
be in one of the two possible states—defined oefindd in code abstraction. To detect and prunkesseCTIs,
we also assume that the initial states of all stdtags are undefined. The states of status flagsupdated
during the process of code abstraction.

The objective in selecting the threshold is to aehiboth low false positives and low false negativ@ur
experi-mental results in Section 6 show that weawieve this objective over our test data setsvever, it is
possible that attackers evade the detection byguspecially crafted code, if they know our threshdror
example, Fig. 7a shows that a decryption routing draly seven useful instructions, which is lessntoar
threshold (15 to 17 in our experiments) of Scheme 2

» Scheme 3

Unlike Scheme 2, which compares the number of lsieitructions with a threshold, Scheme 3 first
calculates the dependence degree of every ingirugti the instruction sequence. If the dependergged of
any useful instructions in an instruction sequesxeeeds a threshold, we conclude that the instrusiequence
is a segment of a program. Dependency is a bidajion over instructions in an instruction sequerwe say
instruction j depends on instruction i if instragtii produces a result directly or indirectly udsdinstruction j.
Dependency relation is transitive, that is, if pdads on j and j depends on k, then i depends Barkexample,
instruction 2 directly depends on instruction @rig. 7a and instruction 7 directly depends on udton 2, and
by transitive property instruction 7 depends ortrirgion 0. We call the number of instructions, erian
instruction depends on, the dependence degreeeoingiiruction. To calculate the dependence degfesno
instruction, we construct a def-use graph. A de&f-giaph is a directed graph G % 8V ; EP where sadb v 2
V corresponds to an instruction and each edge &;%4,® 2 E indicates that instruction produces a result
directly used by instruction; vObviously, the number of instructions that artringtion can reach through any
path in the def-use graph is the dependence deftbe instruction.

Parameter Tuning:

All three schemes use a threshold value to deterihia request contains code or not. Clearly, drigcal to
set the threshold values appropriately so as tanmie both detection false positive rate and falsgative rate.
To find out the appropriate thresholds, we testegisé schemes against 50 unencrypted attack requests
generated by Metasploit framework,

This allows us to obtain a better threshold, whiah be used to protect not only web servers bot tlser
Internet services. Note that although worm Slamattacks Microsoft SQL servers instead of web servier
also exploits buffer overflow vulnerabilities.

» Threshold of push-calls for Scheme 1. Fig. 3a shibvas all instruction sequences distilled from annal
request contain at most one push-call code patfégn.3b shows that for all the 53 buffer overflatiacks
we tested, every attack request contains more tWwanpush-calls in one of its instruction sequences.
Therefore, by setting the threshold number of pealls to 2, Scheme 1 can detect all the attackd irse
our experiment.

» Threshold of useful instructions for Scheme 2. Bigshows that no normal requests contain an ictsbru

sequence that has more than 14 useful instructligs 3d shows that an attack request contains b8e
useful instructions in one of its instruction semges. Therefore, by setting the threshold to a mumb
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between 15 and 17, Scheme 2 can detect all thekattsed in our test. The three attacks, which liage
largest numbers of instructions (92, 407, and 5&r¢ worm Slammer, CodeRed.a, and CodeRed.c,
respectively. This motivates us to investigate um future work whether an exceptional large numifer
useful instructions indicate the occurrence of amno
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Fig. 3. (a) The number of push-calls in normal esis. (b) The number of push-calls in attack retigués)
The number of useful instructions in normal regsie@) The number of useful instructions in atteeduests. (e)
Maximum dependence degree in normal requests.dRiffum dependence degree in attack requests in a
request.

» Threshold of dependence degree for Scheme 3. Eigsh8ws that no normal requests contain an
instruction sequence whose dependence degree ésthaor 3. Fig. 3f shows that for each attack there
exists an instruction sequence whose dependengealég more than 4. There-fore, by setting the
threshold to 4 or 5

V. LIMITATIONS

SigFree also has several limitations.

» First, SigFree cannot fully handle the branch-fiomebased obfuscation, as indicated in Table 1.
Branch function is a function f(x) that, whenevatled from x, causes control to be transferrechto t
corresponding location f(x). By replacing uncoraitl branches in a program with calls to the branch
function, attackers can obscure the flow of contnolhe program. We note that there are no general
solutions for handling branch function at the préstate of the art. With respect to SigFree, duiaé¢
obscurity of the flow of control, branch functioregncause SigFree to break the executable codes into
multiple instruction sequences. Nevertheless, il possible for SigFree to find this type offfax
overflow attacks as long as SigFree can still #fmbugh number of useful instructions or dependence
degree in one of the distilled instruction sequence

» Second, SigFree cannot fully handle self-modifyogle. Self-modifying code is a piece of code that
dynamically modifies itself at runtime and could keaSigFree mistakenly exclude all its instruction
sequences. It is crafted in a way such that stat@lysis will reach illegal instructions in all its
instruction sequences, but these instructions bedegal during execution. To address this attaek, w
may remove Step 3 in excluding instruction sequenteat is, we do not use inevitably reachable
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illegal instructions as a criterion for pruning tingtion sequences. This however will increase the
computational overhead as more instruction seqeewdebe analyzed. Self-modifying code can also
reduce the number of useful instructions, becaosgesinstructions are considered useless. We note
that there are also no general static solutionbdodling self-modifying code at the present stétie

art. Nevertheless, it is still possible for SigFteedetect self-modifying code, because self-maadgy
code itself is a piece of code that may have enaughber of useful instructions or dependence degree
Our future work will explore this area.

» Third, the executable shellcodes could be writtemlphanumeric form [53]. Such shellcodes will
be treated as printable ASCII data and thus bypassanalyzer. By turning off the ASCII filter,
Scheme 2 and Scheme 3 can successfully detectnalipiegic shellcodes; however, it will increase
computational overhead. It therefore requires ghsliradeoff between tight security and system
performance.

» Fourth, SigFree does not detect attacks such asid-libc attacks that just corrupt control flaw
data without injecting code. However, these attazks be handled by some simple methods. For
example, return-to-libc attacks can be defeatedmiapping (through mmap()) the addresses of
shared libraries so that the addresses contairbyids

»  Finally, it is still possible that attackers evatle detection of Scheme 3 by using specially edaft
code, once they know the threshold of Scheme 3.d¥ew we believe it is fairly hard, as the bar
has been raised. For example, it is difficult, ot impossible, to reduce the dependence degree to 3
or fewer in all the instructions of Countdown deatrgn routine

WWw

Web Server

Firewall
Fig. 4. SigFree with an SSL proxy

VI. APPLICATION-SPECIFIC ENCRYPTION HANDLING

The proxy-based SigFree could not handle encryptezhcoded data directly. A particular example $8.5
enabled web server. Enhancing security betweenclebts and web servers by encrypting HTTP messages
SSL also causes the difficulty for out-of-box malies code detectors.

To support SSL functionality, an SSL proxy suctBasnnel (Fig. 4) may be deployed to securely tutimel
traffic between clients and web servers. In thisecave may simply install SigFree in the machinenstthe
SSL proxy is located. It handles the web requestddar text that have been decrypted by the S&kyptOn
the other hand, in some web server applicationd, SSmplemented as a server module (e.g., modssl| i
Apache). In this case, SigFree will need to be @nmnted as a server module (though not shown indfjg
located between the SSL module and the WWW seWernotice that most popular web servers allow us to
write a server module to process requests and fgpie order of server modules. Detailed study Wil
reported in our future work.

VI APPLICABILITY

So far, we only discussed using SigFree to protesti servers. It is worth mentioning that our taoklso
widely applicable to many programs that are vulbkrao buffer overflow attacks. For example, thexyr
based SigFree can be used to protect all inteareices that do not permit executable binarieset@daried in
requests. SigFree should not directly be useddtepr some Internet services that do accept bicagg such as
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FTP servers; otherwise, SigFree will generate miafge positives. To apply SigFree for protectingstn
Internet services, other mechanisms such as wdtiteineed to be used.

In addition to protecting servers, SigFree can alswide file system real-time protection. Bufferedflow
vulnerabilities have been found in some famous iegfbns such as Adobe Acrobat and Adobe Reader,
Microsoft JPEG Processing (GDI+), and WinAmp. Tirisans that attackers may embed their malicious code
in PDF, JPEG, or MP3-list files to launch bufferediow attacks. In fact, a virus called Hesive wiaguised as
a Microsoft Access file to exploit buffer overflowalnerability of Microsoft's Jet Database Engine.

Once opened in Access, infected .mdb files takeamidge of the buffer overflow vulnerability to seiz
control of vulnerable machines. If mass-mailing merexploit these kinds of vulnerabilities, theylvaécome
more fraudulent than before, because they may apysgaure data-file attachments.

SigFree can be used to alleviate these problenthégking those files and email attachments thatilshwot
include any code. If the buffer being overflowedriside a JPEG or GIF system, ASN.1 or base64 emcod
SigFree cannot be directly applied. Although SigFecan decode the protected file according to th&pols or
applications it protects, more details need totbdied in the future.

Although SigFree is implemented in the Intel IA-Téfere, we believe that detection capabilities and
resilience to obfuscation will be preserved aftertipg. Of course, some implementation details sash
handling special cases in Scheme 2 need to be etawde will study this portability issue in our e work.
Finally, as a generic technique, SigFree can alsokbother types of attacks as long as the attapekform
binary code injection. For example, it can blockednjection format string attacks.

VIII. CONCLUSION

We have proposed SigFree, an online signaturedrgeof-the-box blocker that can filter code-injecti
buffer overflow attack messages, one of the masos cyber security threats. SigFree does notiregny
signatures, thus it can block new unknown attacgFree is immunized from most attack-side code
obfuscation methods and good for economical Interée deployment with little maintenance cost o
performance overhead.
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