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Abstract— Mobile Ad-Hoc Networks are autonomous addcentralized wireless systems. MANETS consist
of mobile nodes that are free in moving in and ot the network. Nodes are the systems or devices i.
mobile phone, laptop, personal digital assistanb#?3 player and personal computer that are partictpey in

the network and are mobile. These nodes can achast/router or both at the same time. They can form
arbitrary topologies depending on their connectivitvith each other in the network. These nodes hakie
ability to configure themselves and because of theglf-configuration ability, they can be deployedgently
without the need of any infrastructure. Internet Ejineering Task Force (IETF) has MANET working group
(WG) that is devoted for developing IP routing poabls. Routing protocols is one of the challengimad
interesting research areas. Many routing protocdisve been developed for MANETS, i.e. AODV, OLSR,
DSR etc.
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. INTRODUCTION

An Adhoc wireless network is a collection of twormore devices equipped with wireless communications
and networking capability. Such devices can comeatri with another node that is immediately witHimit
radio range or one that is outside their radio eafithe challenges that are faced in Adhoc mobitesorks are
as follows. They are media access, routing, muting, energy efficiency, TCP performance, serlooation,
provision and access and security & privacy.

In general, replication can simultaneously improlega accessibility and reduce query delay, if ttobite
nodes in a MANET together have sufficient memorgicgpto hold both the replicas and the original .data
mobile node may hold a part of the frequently asedsdata items locally to reduce its own queryydelaus,
the overall data accessibility would be decreabkhce, to maximize data accessibility, a node shoat hold
the same replica that is also held by many othdes.0A node may act selfishly, i.e., using its leédiresource
only for its own benefit, since each node in a MANEas resource constraints, such as battery amdgsto
limitations [3]. A node would like to enjoy the befits provided by the resources of other nodesjtbuay not
make its own resource available to help othershSaifish behavior can potentially lead to a widage of
problems for a MANET. For example, selfish nodesymat transmit data to others to conserve their own
batteries [1] [5].

The rest of the paper is organized as follows. écti®n Il, The Related work with regards to our @
being discussed. In Section Il we introduced tloaitithg protocol which we will use AODV in our sination.

In Section IV, We introduce and present our newtegysto detect selfish nodes. In Section V, We revier
system for simulation environment. In section Vig\wbnclude the work.
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Il. RELATED WORK

Several systems have been proposed to detect raighgmodes in mobile ad hoc network. This systam c
be classified into three categories:

A. CREDIT-BASED SYSTEM
Credit based systems [6], [9] are designed to geoincentives for forwarding packets in the formvisfual
money (specifically called as Credit). Nodes eared@ by providing forwarding services to othersldrave to
pay to get services from other nodes. Howeveryatept the Credit value from attacks and modifmatisome
costly security modules independent of nodes haveetused. In addition, colluding nodes can agrdervard
their own flows to accumulate credits while drogpall other flows. Moreover, a well behaved nodat ik not
asked to route enough packets could not earn sradd will be unable to send its own packet.

B. REPUTATION BASED SYSTEM

Reputation based systems on the other hand rebuibding a reputation metric for each node accaydim
its behavioral pattern. A monitoring method used rbgst systems in this category is called a watchdog
Watchdog was proposed by Marti et al. [8] to detdeta packet non-forwarding by overhearing the
transmission of the next node. [11], [12], [13] wsmilar monitoring scheme but then propagate ctdie
information to nearby nodes and are susceptibfal$e praise and false accusation attacks. Mr. &arsd Mr.
Baker proposed a system called OCEAN [16] whereadpatation of a neighbor is evaluated using oobally
available information and thus avoid sophisticaiad potentially vulnerable techniques of reputation
propagation throughout the network. It is repottiest even with direct observations of the neighl@CEAN
performs almost as we Il and sometimes even betmpared to schemes that share second hand reputati
information.

C. ACKNOWLEDGEMENT BASED SYSTEM

The last category is acknowledgment based systelmshwely on the reception of an acknowledgment to
verify that a packet has been forwarded. Liu ef1al] proposed the 2ACK system where nodes explisgnd
acknowledgment two hops upstream to verify coopmmatThis system is susceptible to collusion of taro
more consecutive nodes. Furthermore, colluding siaden frame honest ones by claiming not to rectiee
acknowledgment. All of the mechanisms mentionedvatare designed to detect and handle misleadingsaod
There are a few systems that have been proposdgteot selfish nodes in a MANET. One example ist€xdn
Aware Scheme [18] introduced by Mr. Paul and Mr.stkeff. This system uses unkeyed hash chains and a
promiscuous mode to detect the misbehavior durmger discovery phase. The observers of misbehavior
independently communicate their accusation to thecg. To convict a culprit, more than three actosa are
needed. If there is only one accusing node, thesiitg node itself will be considered to be an &#acThe
drawback of this system is that it is more benafidr a node not to send the alarm message ta akeirisk
being the only accuser and regarded as attackdd9n Djenouri et al. propose two different tedunés to
detect two different types of control packet dragperhey suggest the use of two hop ACK approach fo
monitoring directed packets (RREP, RRER) and prouuss based overhearing technique for monitoring
broadcast packets (RREQ). Huang et al. [17] sugdmstthe monitoring node simply compares the rafio
relay RREQ number between its neighbor and it$elhe ratio is smaller than a threshold, the nbhis
regarded as selfish and its packet is droppedeaptthishment.

[ll. CLASSIFICATION OF ROUTING PROTOCOLSIN MANETS

Routing protocols in MANETSs are classified intodérdifferent categories according to their funciag.
» Reactive protocols
» Proactive protocols
» Hybrid protocols
The hierarchy of these protocols is shown belowtle figurel.
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Routing Protocols for MANET

L~

Proactive Hybrid Reactive

@ @@

Ad-Hoc On Demand Distance Vector Protocol (AODV)

AODYV is described in RFC 356lGFAQ, 3561]. It's reactive protocol, when a node wishes to start
transmission with another node in the network tacWhit has no route; AODV will provide topology
information for the node. AODV use control messagefind a route to the destination node in themoek.
There are three types of control messages in AODWtware discussed below.

» Route Regquest M essage (RREQ):

Source node that needs to communicate with anoibee in the network transmits RREQ message. AODV
floods RREQ message, using expanding ring technigbere is a time to live (TTL) value in every RREQ
message, the value of TTL states the number of tiepRREQ should be transmitted.

» RouteReply M essage (RREP):

A node having a requested identity or any interrwednode that has a route to the requested nodeages a

route reply RREP message back to the originatoenod
» RouteError Message (RERR):

Every node in the network keeps monitoring the latétus to its neighboring nodes during active esut
When the node detects a link crack in an activeerofRERR) message is generated by the node i twde
notify other nodes that the link is down.

IV. SYSTEM M ODEL

In this paper, we presume that every node hasap&stial memory space and acts as a data providguit
a few data items and a data consumer. Each nods teplicas of data items, and maintains the replic local
memory space. The replicas are relocated in anoidine. There are th nodes, N1,N2, . . .,Ntnn&oucting a
representation for MANET is an undirected graph (ES, CL) that consists of a finite set of nodes, &&l a
finite set of communication links, CL, where evarigment is a tuple (Nj,Nk) of nodes in the netwdfke
following assumptions are ready and it is similathose in [6]. A piece node in a MANET has an esile
identifier.

All nodes with the intention of are placed in a MBET are denoted by N =(N1,N2, . . .Ntn) where tihis
total number of nodes and the set of all datastesrdenoted by DI =(DI1,DI2, . . .,DIn), wheresthe total
number of data items.

Each node Ni (1 < i< m) has restricted memory sgaceeplica and original data items. The size ha# t
memory space is Smi. Each node can hold only Crevfie< C < n), replica in its memory space.

Each node Ni (1< i< m) has its own access frequéndata item Dj D (1< j< n), AFi .The access fregay
does not change.

For that reason, the three types of behaviora¢star nodes from the viewpoint of selfish replaication
are described.

1. Type-1 node: The nodes are non-selfish nodes.ribdes hold replicas owed by further nodes clietro
by the limits of their memory space.

2. Type-2 node: The nodes are fully selfish nodé® nodes do not hold replicas owed by other ndolgts,
allocate replicas to other nodes for their convecee
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3. Type-3 node: The nodes are to some extenskeibdes. The nodes utilize their memory spacentes
extent for allocated replicas by other nodes. Theimory space may be divided logically into twotgaselfish
and public area. These nodes allocate replicath&r aodes for their convenience.

The nodes in the MANET calculate the credit riskhie connected nodes individually to measure tlggede
of selfishness. The selfish node is detecting leysbif-replica allocation. It is based on the cohad a self-
centered friendship tree SCF tree.

Detecting Selfish Node:
The concept of credit risk can be described bysthiEsequent equation:
Credit Risk =expected risk / expected value

Ny
Ny I Ng | Ny | Ny | N5 | Ng

-

030 7085 080 [ 045 [ 0.22
080 [ 090 [ 030 | 050
075 | 065 | 075 |
023 1037
021

Ny 0.40 .
Ny 1025]03] -
Ny (0450441051 | -
Ny {030 ] 060 [ 085 | 040
Ne | 040 [ 050 [ 090 | 052 030

Fig 1 Credit Risk Table
Selfish features are alienated into two categorgieNgpecific and query processing specific

1) Node specific query

This is specified as the expected value of a nBde.instance when node; Wbserves that nodeil¢hares
large S%, ND |, node N may be treated as a valuable node by nad&nNur approach the size of Nk's shared
memory space is denoted as/$®d the number of 6 shared data item, denoted as NDobserved by a node
N;, are used as node-specific features. The fig.dsgiavsample of credit risk table.

2) Query Processing specific
This feature is specified as the expected risk mbde. We utilize the ratio of selfishness alarnNpOn N ,
denoted by p, which is the ratio of of ;& data request being not served by the expectdd ng due to N
selfishness in its memory space. _
p(I
nCR=

@*SS//S + (1-0)* ND¢ /N

Building SCF-Tree

The SCF-tree based replica allocation techniquesstired by human friendship management in thé rea
world, where every person makes his/her own fridodging a web and manages friendship by himseaiéié
He/she does not have to confer these with otheggeserve the friendship. The main intention of tloeel
replica allocation techniques is to diminish trafiverhead, while achieving high data accessibiligfore
constructing the SCF-tree, each node makes its pamial topology graph Gi = (INi, ILi), which is a
component of the graph G. Gi consists of a findeaf the nodes connected to Ni and a finite seéheflinks,
where Ni € FSi, FSi _ FS, and CLi _ CL. Based onn&i, Ni builds its own SCF-tree, denoted as TiSCF
Algorithm 1 describes how to construct the SCF:tEsch node has a parameter d, the depth of SEFWhen
Ni builds its own SCF-tree, Ni first appends thele® that are connected to Ni by one hop to Ni'tdambdes.
Then, Ni checks recursively the child nodes ofappended nodes, until the depth of the SCF-trequsl to d.
Fig. 2 illustrates the network topology and somé-St@es of N1 in Fig. 1.
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Fig 2. SCF Tree for N1

Algorithm 1

Pseudo code to build SCF-tree
constructScfTree()

{

append Ni to SCF-tree as the root node;
checkChildnodes(Ni );

return SCF-tree;

}

Procedure checkChildnodes(Nj)

{

for (each node Na € INaj)

{

if (distance between Na and the root > d)
continue;

else if (Na is an ancestor of Nj in TiSCF )
continue;

else { append Na to TiSCF as a child of Nj; chedkf®todes(Na); }
)

Watch dog and Pathrater

Watchdogs are used to detect selfish nodes in c@mpatworks these are initiated by Replica server.
Pathrater is used to delete the nodes and to cese path.

The system introduces two extensions to the AOD)orEthm to moderate the things of routing miscoriduc
the Watchdog, to perceive the misbehaving nodegstamé&athrater, to counter to the intrusion byagog the
selfish node from the network operation.

Watchdog run on every one node. When a node frodsva packet, the node’s watchdog component verify
that the next node in the path also forwards thekgta The Watchdog does this by listening in pramisis
mode to the next node’s transmissions. If the mexte does not forward the packet, then it is measto be
mischievous and is reported. This is done by distion an alarm message to the other nodes orietedf list.
When individuals’ nodes accept the alarm messagg,dssess it and change the status of the acoadednly
if the alarm source is fully trusted or the samdenwas accused by a number of moderately trustddsndhe
watch dog concept will maintain a counter valuethie network. The previous status of the node is als

maintained. This table is termed as status talile.sfructure contains Server node ID, destinatamenD, hop
count and drop packet.
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After the Watchdog component detects the malevolede, the Pathrater component then deletes the
analogous route from the route cache and triesdolve if there is another route accessible taléstination by
looking in its cache table. If not, Pathrater vhbitbadcast a Route Request to get a new route tdetstanation.

Then the server will send the signal to the nottesill refresh counter that is it will clear th@gnter value so
that the selfishness can be removed.

V. RESULTSANALYSIS
Simulation Parameters:

In this section, we use simulations to evaluatepgormance of CR with WD&P with different overlag
applications.CR with WD&P is implemented within the-2 simulator [12]. The radio model is based lom t
existing commercial hardware with a wireless traission range of 270 meters and channel capacigviips.
Each simulation runs for 270 seconds and the esuét compared with normal replica. The applicatioh
interest include, FTP-driven TCP traffic, CBR-drivéconstant bit rate) UDP traffic, audio-driven UDrBffic
and video-driven UDP traffic. For the FTP, CBR, andlio traffic, the modules in the ns-2 distribnteEre used.
For the video traffic, we use the actual tracedriee the ns-2 simulations. All packets are sdi¢mf 512 bytes,
except that video traffic has varying packet sizased on the actual traces. AODV is used for rgufline data
accessibility rate has been increased in our SC&emdhe communication cost has been reduced e so
extent in our proposed model. The simulation patarseof our work are as follows.

Table 1: Simulation parameters

Paramet Values
ers
Examin AODV
ed
protocol
Traffic Constant Bit Ral
type
Packet 1024 bytes
size
Date 100kb/s
rate
Pause 10¢
time
Minimu 1 m/s
m speed
Simulat 900s
ion time
Area 100x100m
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e DataAccessibility
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40000
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B0 0000 e
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A5 0000

40,0000
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S0.000 0

25.0000--

20.0000--

1 50000 e oerf

10,0000 -+

S 0000 weees -

00000

Sizeoftemory Space &

0.0000 S 0000 10.0000 15.0000 20.0000 25 0000 300000

VI. CONCLUSION

In contrast to the MANET viewpoint, this paper lzitlressed the problem of selfish nodes from thiceep
allocation perspective. We have proposed a selfeate detection method and method to solve selfsghte
handle the selfish replica allocation appropriat@y using Proxy replica server the selfishnessVéfiNET
nodes can be removed. Watch dog concept helpstifyrthe selfishness identified. The status tablapdated
and is informed to the server about the statusvefyenode. Pathrater concept is used to deleteatne and
create a new route. Both of these methods are cmdband selfishness is fully evaluated. This psepo
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system is capable of handling selfishness in sgiadl network. Based on the server’s capacity tlfeslseess
can be handled by the server. We plan to identify handle false alarms in selfish replica allocatidhe
proposed strategies improve the data accessibdigntify the selfish node and also reduce commatito cost.
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