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Abstract— We propose SigFree, an online signatured out-of-the-box application-layer
method for blocking code-injection buffer overflowttack messages targeting at various
Internet services such as web service. Motivatedtley observation that buffer overflow
attacks typically contain executables whereas legé#te client requests never contain
executables in most Internet services, SigFree kattacks by detecting the presence of
code. Unlike the previous code detection algorithrBggFree uses a new data-flow analysis
technique called code abstraction that is geneffast, and hard for exploit code to evade.
SigFree is signature free, thus it can block new caminknown buffer overflow attacks;
SigFree is also immunized from most attack-side eambfuscation methods. Since SigFree
is a transparent deployment to the servers being@tected, it is good for economical
Internet wide deployment with very low deploymennda maintenance cost. We
implemented and tested SigFree; our experimentalidst shows that the dependency-
degree-based SigFree could block all types of cogeetion attack packets (above 750)
tested in our experiments with very few false pivgs. Moreover, SigFree causes very
small extra latency to normal client requests wheome requests contain exploit code.
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