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Abstract—Source Anonymous Message authentication (SAMA) is one of the most effective ways to prevent unauthorized
and corrupted messages from being forwarded in wireless sensor networks (WSNs).A scalable authentication scheme based
on elliptic curve cryptography (ECC) is introduced to allow any node to transmit an unlimited number of messages without
suffering the threshold problem and provides message source privacy. For each message the sending node generates a
source anonymous message authenticator for the message. The generation is based on MES scheme on elliptic curves. An
efficient key management framework is introduced to ensure isolation of the compromised nodes. ECC reduces
computational and communication overhead under comparable security levels while providing message source privacy.
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