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Abstract— With the recent improvements in cryptanalysis, more applications have started to use Advanced
Encryption Standard (AES) instead of Data Encryption Standard (DES) to protect their information and
security. However current implementations of AES algorithm suffer from huge CPU resource consumption
and low throughput. We studied the technologies of GPU parallel computing and its optimized design for
cryptography. Then, using CUDA functions for AES parallel encryption; we designed and implemented a fast
data encryption system based on GPU. The tests proved that our approach accelerated the speed of AES
encryption significantly.
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I. INTRODUCTION

In this paper, we explained the need of parallelism and also described the importance of using graphics
processor. It introduced the basic concept of the role of GPU in performing highly complex calculation.
Network technology in recent years, has been developing faster and faster, the demand for information security
has become increasingly high. Advanced Encryption Standard (AES) as a representative of one of today’s
cryptography has very broad prospects for development. However, affected by the CPU serial system, the CPU
serial AES encryption algorithm to achieve the speed is not satisfactory; accelerated AES encryption is achieved
if the use of programmable logic device such as FPGA, accompanied by. It is difficult to develop; it is difficult
to increase the functionality, hardware upgrades need to modify the code and a series of cost increase in human
and material resources, and limitations of the field and scope of application. Therefore, the method has become
a top priority to find how to improve the speed of AES encryption algorithm. As an emerging computing
resources GPU(graphics processor) has a lot of parallel processing architecture. CPU computing power
compared to the development of hysteresis, GPU’s floating point computing power and data bandwidth in order
to achieve market expectation for the real-time requirement of computer simulation and computer games since
2003, has been far more than the CPU, ideal for large scale parallel computing has attracted scholars at home
and abroad for the GPU encryption algorithm the vote for concern, in order to achieve the purpose of effective
use of around surplus resources to full use. Visible using the GPU as a means to improve the AES algorithm
encryption speed has a very real sense. There are many ways to choose GPU programming, CUDA (Compute
Unified Device Architecture) applications is one of the most widely used, This selection of CUDA GPU
programming platform in order to achieve the parallelization of the AES encryption algorithm, the main job of
the following aspects: knowledge of the AES encryption algorithm mathematical knowledge a brief introduction,
the encryption process is described in detail, and summarizes the operating mode of the AES encryption
algorithm AES parallel encryption the model of the algorithm; The purpose of this project is to study the
possibility of using alternative computing solution in cryptography, the use of a graphic processing unit in non
graphical calculations.[4]
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Il. LITERATURE SURVEY

Cook et al. achieved AES encryption at a rate of about 1.53 Mbps throughput using OpenGL on an
NVIDIA Geforce3 Ti200 (Nvidia Corp.)[3]. Although, its performance potential is only 2.3 of the Pentium IV
1.8 GHz; Intel Corporation performance because the earlier GPU architecture had an insufficient instruction set
for general purpose computing. Using Direct X9 (Microsoft Corp.) Harrison et al. achieved AES encryption at
870.8 Mbps throughput on a GeForce 7900GT (Nvidia Corp.) [1]. Manavski implemented CUDA-AES
achieved an astounding 8.28 Gbps throughput rate with an input size of 8MB using an NVIDIA GeForce
8800GTX (Nvidia Corp.) .Manavski reports that the thread block size engenders the fastest implementation in
CUDA-AES. Performance improvement can be observed as the number of thread blocks increases. Furthermore,
some effort to reduce the usage of the shared memory is reportedly necessary for better performance in CUDA-
AES because the shared memory is divided into equally sized memory modules at the time of AES encryption.
Although, if bank conflict occurs the access must be serialized, which causes slow performance.

Di Biagio et al. also implemented counter mode AES (AES-CTR) with CUDA, Using an NVIDIA
GeForce 8800GT (Nvidia Corp.) .They achieved a 12.5 Gbps throughput rate with input size of 128 MB
considering processing granularity. A solution exposing the internal parallelism of each AES round was defined
by them as a fine-grained design. They proposed that four 32-bit word blocks with each thread as a fine-grain
processing were dispatched to four SPs. Moreover, the coarse-grained design was defined as exploiting higher-
level parallelism, which exists between independent plain text blocks. In this granularity, each thread processes
each 128-bit plain text block. Nishikawa et al. also discussed granularity. They defined 16 bytes/thread when
one thread processes one plain text block (whichcontains16bytes), as was true also for coarse-grained processing
suggested by Di Biagioet al. [2]. Other granularities such as 4 bytes/thread and 1 byte/thread were defined in the
same manner. They implemented AES-ECB encoding according to standard AES algorithm without T-box, with
a GeForce GTX285 (Nvidia Corp.) Which achieved 6.25 Gbps. Later on, they proposed DES implementation
on a GTX285 (Nvidia Corp.), which was intended as a brute force attack. They present a discussion of a more
detailed implementation of AES referred from these respective previous works, with an attempt to improve AES
performance using a GT X285 (Nvidia Corp.).

I11. AES ALGORITHM

Advanced Encryption Standard (AES) is a variant of Rijndael cipher algorithm, a symmetric block
cipher which translates the plain text into cipher text in blocks. This algorithm has the fixed input block size of
128 bits and the key size of 128, 192, 256 bits. The input - the array of bytes A0, A1 A15 is copied into the state
array. Advanced Encryption Standard (AES) is a variant of Rijndael cipher algorithm, a symmetric block cipher
which translates the plain text into cipher text in blocks. This algorithm has the fixed input block size of 128 bits
and the key size of 128, 192, 256 bits. The input — the array of bytes A0, A1 Al5 is copied into the state array.

The Encryption process consists of 4 phases. They are: 1. Key Expansion 2. Initial Round a. AddRoundKey 3.
Middle Rounds a. Substitute Bytes b. Shift Rows c¢. Mix Columns d. Add Round Key 4. Final Round. a.
Substitute Bytes. b. Shift Rows The phases of Decryption are (for the particular cipher text): 1. Key expansion 2.
Initial round a. Add Round Key 3. Middle Round a. Inverse Shift Rows b. Inverse Substitute Bytes ¢. Add
Round Key d. Inverse Mix Columns 4. Final Round a. Inverse Shift Rows b. Inverse Substitute Bytes ¢. Add
Round Key [12].

1) Key Expansion:

Key expansion takes the input key of 128,192 or 256 bits and produces an expanded key for use in the
subsequent stages. The expanded key's size is related to the number of rounds to be performed. For 128-bit keys,
the expanded key size is 352 bits. For 192 and 256 bit keys, the expanded key size is 624 and 960 bits. It is the
expanded key that is used in subsequent phases of the algorithm. During each round, a different portion of the
expanded key is used in the AddRoundKey step [12].

2) AddRoundKey:
During this stage, the message is combined with the state using the appropriate portion of the expanded
key [12].

3) Sub Bytes:
During this stage, an 8-bit substitution, or SBox is used to modify the block. This is a non-linear

transformation used to help avoid attacks based on algebraic manipulation [12].
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4) Shift Rows:

This stage of the algorithm shifts cyclically shifts the bytes of the block by certain offsets. Blocks of
128 and 192 bits leave the first 32-bits alone, but shift the subsequent 32-bit rows of data by 1, 2 and 3 bytes
accordingly [12].

5) Mix Columns:

This stage takes the four bytes of each column and applies a linear transformation to the data. The
coefficient polynomial c(x) = 3x3+x2+x+2 (modulo x4+1) is multiplied by the column. This step, in conjunction
with the Shift Rows step, provides diffusion in the original message, spreading out any non-uniform patterns. At
the end of the algorithm, the original message is encrypted. To decrypt the cipher text, the algorithm is
essentially run in reverse, however, if the key used for Key Expansion is not known, a brute-force attack on the
cipher could take thousands of years. The decryption implementation results and encryption implementation
results are similar to each other. The key expansion module is modified in the reverse order. In which first round
key is treated as the last round [12].

IV. IMPLEMENTATION ON GPU

Since the objective was to fairly compare implementations of AES on GPU and CPU, we ported to
GPU the open source CPU implementation. Implementing a cryptographic algorithm to run on a graphic
processor is justified because, theoretically, it is cheaper to use a GPU as a co-processor to relieve the CPU from
intense computing tasks, than purchasing a dedicated cryptographic co-processor that is more expensive.
Adapting an algorithm, that has a computational complexity that consists in simple byte operations (AND, OR,
XOR, Shifting, 32 bit adding etc.), on a video card which is designed to run complex operations and floating
point operations, is the starting point of our scientific research. The source has two main entries: Encrypt () and
Decrypt (). These functions take in a plain text / cipher text 128-bit source block, a 1408-bit expanded key and
output an encrypted/decrypted 128-bit block. Encrypt () and Decrypt () functions take in a 128-bit key and a
variable [5].

GPU Details :

Property Name Value
Cuda Version G000 il
Cuda Device Name GT740M
Cuda Memaory 2047mb
Shared Memory 43kb
Constant Memory G4kb 3
Warp Size 32
Threads/Block 1024
Block Dim [1024, 1024 64 ] | 3
Max Grid Dim [21474833647 65535, 65535]
eﬁmmmmm m Kanlar | *ll

Fig.1 GPU specifications

V. PROPOSED SCHEME

The proposed scheme represents a study of the efficiency in applying modern graphics processing units
in symmetric key cryptographic solutions. The scheme describes both traditional style approaches and new ones
based on the recent technology trends of major hardware vendors. Also it presents an efficient implementation
of the advanced encryption standard (AES) algorithm in the novel CUDA platform by Nvidia. Currently AES is
the most widely adopted modern symmetric key encryption standard. Also the performance of the new fastest
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GPU solution is compared with those of the sequential implementations running on an Intel Pentium processor
CPU [8].

Unlike previous research in this field, the results show that GPU can perform as an efficient
cryptographic accelerator. Also the developed solutions run up to 10 times faster than OpenSSL and in the same
range of performance of existing hardware based implementations.

Advantages:

The proposed scheme will provide flexibility to the vendor, as it hides latency and helps maximize the
GPU utilization. It will provide transparency for the programmer. Automatic thread management will be
possible. Limited synchronization between threads is provided. Also dead-locks are avoided.

Limitation:
The GPU operation is unable to produce result if data is dependent on each other.

Host Device
Grid 1
Block Block Block
Kernel 1 (0,0) (1,0) (2,0)
Block 1 Block Block
01 | /| (02 (0,3)
Grid 2 |
Kernel 2 : Block (0,2)
Thread | Thread Thread Thread | Thread
(0,0} (1,0 (2,0 (3,0) (4,0}
e Thread Thread Thread Thread Thread
(0.1) (1,1) (2,1) (3,1) (4,1)
Thread Thread Thread Thread Thread
(0.2} (1,2) (2,2) (2.2) (4,2}
Thread Thread Thread Thread | Thread
(0.3) | (L3) 2,3) (2.3) (4,3)
Fig.2 GPU threads [7]

VI. EXPERIMENTAL SETUP AND SPECIFICATIONS

The minimum processor speed required is 2.53GHz with Intel core 2 PC of 1 GB RAM installed on the
system. Also a NVIDIA Graphics card with ubuntu operating system version 14 installed. The softwares
required are Nsight Eclipse Edition with NVCC and NVIDIA visual profiler. Also java must be installed in the
system with CUDA version 5.5 or above.
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CPU Details

. PropeyName  Vale

Fig.3 CPU specifications

Test Result of Various Input File

Datasetfile Name Size of File Encryption On CPU(MS) Encryption On GPU(MS) Decryption On CPU(MS) Decryption On GPU{MS)
AesDataset! OMb.fut 10MB G705 983.353 13743 987341
AesDataset?OMb it 20MB 12868 1916 26076 1920
AesDataset1 00Mb.txt 100MB (8934 10257 144102 10210
AesDataset200Mb.txt 200MB 123632 17734 251978 17765
AesDataset300Mb.fxt 300MB 189748 26000 364066 27103
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Fig.4 Graph of CPU vs. GPU Time Required

CONCLUSION

Here we presented a new approach for parallel implementation of AES algorithm using modern
architecture of GPU. The proposed algorithm works faster than CPU implementation of AES algorithm. In this
proposed scheme we tried to use all cores of GPU to get maximum speed up.
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