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Abstract— Alphanumeric password is most common approach for authentication. Most internet application
still build up user authentication with traditional text based passwords. Text based passwords can be string of
characters which may include numbers, alphanumeric, special characters. Simple text based passwords are
easy for attackers guess or hack. Complex and lengthy passwords are difficult for users to remember.
Research and experience have demonstrated that the human mind is better at perceiving and reviewing
pictures than text.
In this paper, a new graphical user authentication scheme for accessing web account is proposed. Here user
has to register first and then selects number of images as a password from given matrix of images. The
selected image will be watermarked with some secret codes, these codes will be stored into database. While
login user needs to enter the random code produced underneath every image which has been set as a
password. Here the security of framework is high and each time user need to enter different set of code for
authentication. This system provides stronger security against Dictionary attacks, Brute Force, Shoulder
surfing attack and other password cracking attacks.
Keywords— Graphical Passwords, Authentication, Security, Attacks, Graphical User Authentication,
Watermarking.
I. INTRODUCTION
Security has been an technical problem from the establishment of computer system especially for user
authentication. Secured system must maintain intended security. User authentication is a key area to determine
whether user should be allowed to access a given system. A password includes authentication data which is used
to control access to different resources [1]. A password validation system should encourage strong passwords
while maintaining memorability. Generally, alphanumeric passwords have been used for user authentication, but
they are recognized to have security and usability issues. Graphical passwords provide a favorable alternative to
traditional alphanumeric passwords. Passwords that are hard to crack are often hard to remember. Studies have
shown that users are in favour to pick short passwords or passwords that are easy to recall. These passwords can
be easily cracked [2]. In this paper, we have focused on another alternative using image as passwords. The basic
idea behind this is that use of images will lead to greater memorability and decrease the possibility to choose
insecure passwords. Various studies proved the fact that humans can remember pictures better than text.
Graphical password authentication schemes grant user choice while influencing users toward stronger
passwords.
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The graphical password authentication techniques can be classified into two categories:
1) Recognition based graphical techniques
2) Recall based graphical techniques
In recognition based, a set of images is presented to user and the user proves authentication by recognizing
and identifying the images that are selected by him or her during the registration.
Using recall based, user is asked to reproduce something that he or she created or selected during the
registration phase [4].
II. BACKGROUND
A. Attacks on password :
Lots of researches has been done to study several numbers of attacks on passwords. As graphical passwords
are still not popularly used in real world applications, there is no report on real cases of breaking graphical
passwords. Here are some of the possible techniques for breaking graphical passwords [3].
.
1) Brute force attack: It is an exhaustive-search attack used to obtain information such as password or
personal identification number. This attack uses an algorithm that produces every possible combination
of words to crack the password. It is always proven successful against text based password.
2) Dictionary attack: A dictionary attack attempts to defeat an authentication mechanism by
systematically entering each word as a password. Usually we use weak passwords, easier for attackers
to guess the password. Text passwords are vulnerable to this.
3) Spyware attack: Spyware attack uses a small application installed (accidently or secretly) on a user’s
computer. The spyware application records sensitive data during mouse movement or key press. This
form of malware secretly store such information and then reports back to the attackers system.
4) Shoulder surfing attack: Shoulder surfing refers to a direct observation. Passwords can be identified by
looking over a person’s shoulder. This type of attack is more common in crowded areas. Both text
based and graphical passwords are vulnerable to shoulder surfing.
5) Social Engineering attack: In this, a non-authorized personal manages to manipulate authorized person
and access confidential information. The attacker interacts with unsuspecting person and gathers as
much information they can to gain access to the protected data [3].
B. Watermarking:
The digital watermarking are also referred to as simply watermarking in which bits pattern inserted into a
multimedia file that confirms the file's copyright information (author, rights, etc.), it's digital watermark. Digital
image watermarking usually inserts visible or invisible digital watermark in the main document, without
affecting the appearance and integrity of original document. Originally, a watermark is a transparent (more or
less) image or text that has been applied to a paper or another image to either protect the image which is original.
In case of visible watermarking, the information to be embedded is visible in the picture or video. In invisible
watermarking, an invisible watermark is added into the data in such a way that the changes made to the pixel
values are perceptually not noticed. Invisible Watermarks are useful as a means of identifying the owner or
authorized consumer of a document or image [5].

III. SYSTEM DESIGN
In our system model, there are three basic modules:
(1) Registration
(2) Login
(3) Recovery
A. Registration
In registration page the user have to fill out the form by selecting the username other details. After submitting
the details, user needs to set a graphical password. The user has the chance to choose different number of images.
User can select some images from the matrix of images as a password by entering the random codes beneath the
corresponding image and submit to the system. After the successful completion of all the above phase user
finally registered with the system.
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B. Login
In login section, there is need to enter the user name and password. The image matrix will be displayed with
random images which will contain same images as we had in the registration form but the position of the images
will be different. Again each image will have some random characters below it. The user should find his
password images and then enter the characters below of his password image in the password text box. If the
Code entered belongs to correct password images, User gets login access. After the successful user
authentication, user will directly get login into their web accounts without entering authentication Credentials
manually.
C. Recovery
In case of invalid login attempt for 3 times, the system gets locked-out. If the account is locked out or if the
user forgot his password, then he needs to recover his account.

Fig. 1 System Diagram

IV. IMPLEMENTATION
Registration phase:
Following is the workflow of registration phase:
Step1: User clicks on New User button.
Step2: In registration page, the user has to enter User name and Select the password.
Step3: User selects the password image by entering the corresponding random code generated below the image.
Step4: then it will check for the match of codes entered by that user and its corresponding password image.
Step5: Watermarked code from the image is extracted.
Step6: Store the watermarked code and the User details into the Database.
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The figures below illustrates the registration phase of the system:

Fig. 2 Registration phase

Fig. 3 Registration phase (cont...)

Login phase:
The stages of Login phase are as below:
Step 1: User clicks on Login button.
Step 2: In Login page, the user has to enter User name and the password.
Step 3: User enters the password by entering the random code generated below the password image.
Step 4: Then it will check for the match of codes entered by that user and its corresponding password image.
Step 5: It will check whether the code extracted from the images selected by the user belongs to the User.
Step 6: If it belongs to the user, user gets successful Login else user has to enter the password again.
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The figures below illustrates the login phase of the system:

Fig. 4 Login phase

Fig. 5 Login Phase (Cont.…)

Fig. 6 Accessing Web Account
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V. CONCLUSION
In this paper, we proposed a graphical user authentication system that provides strong authentication to users.
The security of this system is very high as every time user need to enter different set of characters for
authentication. This graphical authentication system is a good alternative to text-based authentication. Graphical
passwords are easy to remember as user can remember pictures better than text. This is a new graphical user
authentication system that uses watermarking techniques and set of random characters to provide stronger
security against password hacking attacks. User just need to keep in mind his set of images. Thus Dictionary
attacks, Brute force attacks and other attacks are infeasible. Hence, we evaluated our system and its working for
securely accessing the web accounts.
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