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Abstract: Mobile ad hoc network (MANET) is one of the well-known technologies in network and 

communication. MANET offers significant features that help to improve applications. In this paper for 

MANET’s secure routing and improved routing protocol is introduced. The proposed routing technique is a trust-

based routing protocol that evaluates the characteristics of intermediate nodes in the network. During the 

evaluation of nodes, a weighted trust value for all intermediate routers is calculated to create a secure path 

establishment. To compute weighted trust the network parameters of nodes are used i.e. packet drop ratio, RRT 

and energy consumption rate. Additionally, a trust threshold is used for classifying the malicious and legitimate 

nodes in a network path. Therefore trust threshold is used to make decisions for the selection of a secure and 

efficient path. Finally, a comparative study between traditional AODV and proposed trust-based AODV is 

performed. The experimental results demonstrate the proposed routing is efficient and secure as compared to 

traditional AODV routing protocol.     
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I. INTRODUCTION 

Mobile ad hoc network (MANET) is one of the popular networks and communication technology. The MANET is a 

set of wireless nodes that are enabled to communicate with each other by using Wi-Fi. The nodes are limited to 

communicate in a specific range, thus the intermediate nodes are used to create a path and convey messages [1]. The 
MANET self-organizing network thus nodes are free from the network. So, any time a new node can join or leave 
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the network. Additionally, the network is not involving any centralized administration or control thus the routing 

and other decisions are made by the nodes itself [2]. 

The properties of MANET enable different applications to take advantage of different industrial and military 

operations [3]. In this paper, an army application is proposed to secure network communication. Where we assumed, 

the network contains two malicious nodes that are connected with a high-speed LAN. Additionally both the 

attackers are trying to suspend the communication of the network. Such kind of situation is known as a wormhole 
attack. 

The wormhole attack is mostly deployed using two or more internal attackers. These attackers are tunneling the 

information from one position of the network to another [4]. Due to this congestion in the network is formed. As 

congestion is created most of the network data is failed to deliver [5]. Therefore the wormhole is a serious attack 

condition in the network. In this paper, a detailed investigation of the wormhole attack is presented and a trust-based 

solution is proposed. This section provides an overview of the proposed work and the next section provides the 

details of the wormhole attack.  

 

II. WORMHOLE ATTACK IN MANET 

This section provides details about the wormhole attack and the working of AODV routing. These details help to 

understand the proposed solution. 

A. Wormhole attack 

The wormhole attack is one of the routing based attacks in MANET. During this when a malicious node receives the 

communicated packets at one place it tunnels it to another location in the network [6]. In order to do this activity in 

network two or more attackers create a high-speed channel. This malicious channel is known as a wormhole link. 

This wormhole link is a wired link between two attackers [7].  

An example of a wormhole attack is given in figure 1. In this diagram, a MANET is demonstrated with two nodes 

source (S) and destination (D). There are some intermediate nodes also available which are labeled as A, B, and C. 

Except these intermediate nodes two additional nodes are also present in this diagram X and Y [8]. 

 

Figure 1 wormhole attack 

X and Y are assumed as the malicious nodes, which are connected to each other using a dotted line. This dotted link 

between both is a high-speed bus that carries packets from source X to the Y position using the tunnel. Due to these 
phenomena, most of the traffic is passing on through created wormhole links [9]. When a significant amount of 

traffic is tried to passing through the malicious link the condition of congestion is created and most of the packets 

are dropped [10].    

B. AODV routing 

AODV routing protocol is also known as ad-hoc on-demand vector routing. The AODV contains three phases of 

route discovery and management. The first phase is known as route discovery, the source node broadcasts an RREQ 

(route request) message, and the neighbor nodes who receive the RREQ message check the IP address of destination 

[11]. If IP address matched with receiving node then node keeps the RREQ message otherwise re-broadcast the 

message to their neighbors. As the RREQ packet received by the destination, the destination node broadcast the 

RREP (route reply) message for source node [12]. The same process is used to deliver the RREP message to the 
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source node. As the source node received the RREP message the route is established. Source node usages the same 

path to communicate with the destination node. The second phase is known as route maintenance, if any routing 

node leaves their place then route becomes abundant. Thus the intermediate node tried to recover the path using 

alternate nodes. If the route is not recovered then the third phase is processed and re-route discovery is initiated [13]. 

This section provides an overview of the two key concepts of the MANET. The next section includes the proposed 

work in detail.       

III. PROPOSED WORK  

This section provides an understanding of the proposed work and the solution for improving the security of the 

AODV routing protocol. 

A. System overview 

MANET is valuable in different real-world applications. The mobility of nodes makes it more valuable. Thus, the 

network can be used for different military and disaster management operations. Therefore, where instant deployment 

and its removal required the MANET configuration is used. In different applications, i.e. confidential operations, 

disaster, and relief management these networks are much fruitful. In this work, a scenario is assumed where a group 

of armed forces is deployed. Here each group member of the team is considered as a node. Every node 

communicating with each other but there are two hidden attackers present who are connected with a wired LAN to 

interrupt the communication [14]. 

According to the characteristics of the hidden attacker nodes, it is a condition of a wormhole attack. Therefore a 
potential solution is required that can identify the attacker nodes and avoid or bypass these malicious nodes. 

Therefore the proposed work is intended to design a trust-based routing protocol. That protocol pre-examines the 

network nodes and only communicates with the trusted nodes. This section provides an overview of the proposed 

work. The next section provides the proposed routing protocol’s working.          

B. Methodology  

The proposed technique of secure routing is depending upon the modification of the AODV routing protocol. In this 

context, the extension of AODV is proposed by the incorporation of trust factors calculation. The extension of the 

protocol involves the evaluation of each node which is involved in active communication. Therefore, network 

characteristics are used for identifying the node trust values. 

Parameters:  

The following parameters are measured for trust computation: 

1. Round trip time: due to congestion formed by the wormhole attackers, the packet delivery speed is 

affected. Thus we calculate the round trip time (RTT) for the nodes. To calculate RRT the following 

formula is used: 

    
     
   

 

Where,    is the time of receiving the packet,    is the time of sending packet, and    is the hop count. 

2. Packet drop ratio: Due to the wormhole attack network suffers from congestion. Thus the malicious node 

has a significant amount of packet drop. Thus packet drop ratio is included as the trust factor. To calculate 

the packet drop ratio of a node the following formula is used: 

    
                  

                  
 

3. Rate of energy consumption: The sending and receiving of data and control packets require a fixed 

amount of energy. Thus if any node in network consumes more energy as compared to other nodes, thus it 

means it behaves abnormally. Therefore, it is an essential factor for trust computation. To compute the 

energy consumption rate of the node, we assumed a node has a fixed energy level    at sampling time   , 

and during the next sampling time    the energy level becomes   . Thus the rate of energy consumption 

can be computed using the following formula: 
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Or  

  
  

  
 

Trust Computation:  

To manage trust during the communication we initiate with a normal functioning network. That network contains a 

set of nodes without any malicious node. We select three pairs of nodes randomly. Each pair contains a source node 

and a destination node. Now each source node initiates communication and using this communication described 

three factors are calculated. Let the pair         compute           and   . Similarly, all pairs of node 

calculating the given three parameters. After that, a threshold value is computed as. 

             
              

 
 

             
              

 
 

And  

           
        

 
 

Now we have three different thresholds for finding the malicious node. And to make rule-based classification the 

computational overhead increases. To preserve the computational resources we combine all parameters into a trust 

value. To calculate combined trust value we use this formula: 

                                                    

The trust value is used to evaluate each node in the network. If a node’s trust value higher than or equal to threshold 

trust value then protocol avoid node. Using this rule the network becomes secure and provides the preservation in 

the performance of the network.   

C. Proposed algorithm 

This section introduces the process of proposed trust-based routing. Table 1 contains the required steps. According 

to the given process, we have a network with N number of nodes. The source initiates the route discovery process by 

communication of RREQ and RREP messages. The protocol waits for all the possible replies from the destination. 

Therefore, we have multiple route options between source and destination. By using the routing table entry each 

path is evaluated against the calculated trust values. Additionally among the entire available options most secure 

route is elected as the primary routing path. 

Input: Network nodes N 

Process: 

1. Source node initiate route discovery  

2. Wait for reply message from all destination  
3. For each path in routing table 

a. Compute node RTT 

b. Compute node PDR  

c. Compute Node    

d. Calculate Node trust  

e. If                          

i. Node is legitimate 

ii. Go to next node  

f. Else 

i. Node is malicious  
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ii. Go to next path 

g. End if 

4. End for 

Table 1 proposed algorithm 

The above-given algorithm explains how trust values are used to evaluate the routes. If any un-trusted node found in 

the path then the algorithm avoids that node and tries to search another path. 

 

IV. SIMULATION   

This section provides the details about the implementation and simulation scenarios. 

A. Simulation setup 

The following configuration of the network is suggested to simulate the proposed routing protocol. Table 2 contains 

the parameters and relevant values. 

S. No. Simulation properties Values 

1 Antenna model Omni Antenna 

2 Radio-Propagation Model Two Ray Ground 

3 Channel Type Wireless Channel     

4 Routing Protocol AODV 

5 No of Mobile Nodes 20, 40, 60, 80, 100 

6  Simulation area 1000 X 1000  

Table 2 simulation setup 

B. Simulation scenario 

To demonstrate the effectiveness of the proposed trust-based routing protocol to avoid the wormhole attack. Two 

experimental scenarios are proposed. 

1. Simulation of traditional AODV routing with wormhole attacker nodes: In this scenario, traditional 

AODV routing is configured with network. Additionally, two attacker nodes are deployed. After it two 

nodes i.e. source and destination nodes are initiating the communication. During this experiment, a trace 

file is generated. That trace file is used for computing the performance of the network. Figure 1 shows the 
simulation of normal AODV based simulation. 

 

Figure 1 network with normal AODV 
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Figure 2 network with proposed AODV 

2. Simulation of secure Trust based AODV routing with wormhole attacker nodes: In this simulation, the 

trust-based AODV routing is implemented using the NS2 tool. The network is configured with different 

numbers of nodes during experiments. The trace files are generated and used for performance computation. 

Figure 2 shows implemented simulation scenario with the proposed routing protocol. 

 

V. RESULTS ANALYSIS 

This section provides an analysis of network performance for both kinds of experimental scenarios. During 

experiments, different performance parameters are measured and reported. 

A. End to end delay  

The end to end delay is defined as the amount of time required to deliver a packet from source to destination. To 
calculate end to end delay the following formula is used: 

                                      

 

Figure 3 end to end delay 

End to end delay of the network for both routing techniques.  Figure 3 demonstrates performance of both routing 

strategy under attack condition. The blue line shows the e2e delay of traditional AODV and the green line shows the 

performance of the trust-based protocol. According to observed results traditional AODV routing unable to deliver 

packets to the destination. Thus end to end delay of the network tends to 0. On the other hand, the proposed 

technique is able to avoid the effect of wormhole attack. 
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Figure 4 packet delivery ratio 

B. Packet delivery ratio 

The number of packets successfully delivered to the target node and ratio of a total number of packets is known as 

packet delivery ratio. The packet delivery ratio (PDR) is calculated using the following formula: 

                      
                       

                  
 

The packet delivery ratio of both approaches is reported in figure 4. In this diagram, the green line shows the 

proposed approach performance and the blue line is used for traditional AODV performance demonstration. As the 
given line graph the proposed approach shows the higher degree of packet delivery ratio as compared to the 

traditional technique of routing because the traditional technique is not able to send the data to the target node during 

the attack conditions. 

C. Network Throughput 

It is a measurement of network efficiency. The throughput of the network can be defined as the rate of successfully 

message delivery with respect to time. It is normally measured in terms of bits per second or data packets per 

second.  

 

Figure 5 throughput  

Figure 5 shows the comparative throughput of both the protocols. The experimental observations are represented in 

figure 5. The proposed technique shows higher throughput as compared to the traditional AODV. Because 

traditional AODV is not able to deliver packets due to attack and proposed technique avoid the malicious nodes in 

routes. 

D. Energy consumption 

The network requires an amount of energy to perform network events. Even during sending and receiving any 

packets. Therefore an efficient network performance is also described by the energy consumption of network nodes. 
Figure 6 demonstrates the energy consumption of the network for both the protocols. Here the green line shows the 
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energy consumption of the traditional AODV and the red line shows the performance of the proposed secure routing 

protocol. 

According to the obtained energy consumption of the networks, the proposed method preserves the energy as 

compared to the traditional technique. Thus the proposed technique is energy efficient and highly secure for 

preventing the wormhole attacks in MANET. 

 

Figure 6 energy consumption 

 

E. Packet drop Ratio 

The rate of unsuccessfully delivered data can be termed as a packet drop ratio. Thus it is the ratio of undelivered 

packets and the total packets sent. That can be calculated using the following formula: 

 

Figure 7 packet drop ratio  

 

    
                          

                  
 

The comparative packet drop ratio of the proposed secure AODV routing protocol and traditional AODV routing 

protocol is given in figure 7. In this diagram, the green line shows the amount of packet drop using the proposed 

method and the blue line shows traditional AODV performance. According to the obtained performance, the 

proposed technique has the less packet drop ratio as compared to the traditional technique. Thus the proposed 

technique is efficient, energy preserving and effective for securing the network and can be used to secure the 

communication in different real-world applications.   
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VI. CONCLUSION & FUTURE WORK 

This section provides a summary of the entire research work performed for securing MANET against the wormhole 

attack. Thus based on experimental observations and design points of view the conclusion and future extension of 

the work are presented. 

A. Conclusion 

The mobile ad hoc network is an effective technology for communication networks. The nodes are independent, 
mobile, self-organizing, and decentralized. Therefore that network is used in various applications. But the network is 

not much secure for the different kinds of routing based attacks. In this context, the proposed work is dedicated to 

investigating different routing based attacks. Additionally, the focus is made to study the wormhole attack. The 

wormhole attack is always deployed using two or more attackers. These attackers tunnel the information from one 

position of the network to another location of a network using high-speed links. Due to this, the network creates 

congestion and most of the data dropped. 

In order to rectify the discussed wormhole problem in the mobile ad hoc network, a trust-based solution is proposed 

for design and implementation. The proposed trust-based technique first computes the threshold trust values based 

on the ideal network conditions. After measuring the threshold trust each path is evaluated against the computed 

threshold and if the node trust is less than the computed threshold we mark that node as legitimate otherwise that 

node is labeled as the malicious node.   

The implementation of the proposed technique is performed using NS2 (network simulator 2). Additionally for 
measuring the performance of the system the X graph tool is used. The computed performance of both the network 

techniques is demonstrated using table 3. 

 

S. No. Parameters  Proposed 

AODV 

Traditional 

AODV  

1 Packet delivery 

ratio 

High  Low  

2 End to end delay  High  Low  

3 Throughput  High  Low  

4 Packet drop ratio  Low  High  

5 Energy 

consumption  

Low  High  

Table 3 performance summary 

According to the obtained results as given in table 2 the proposed routing protocol is secure, energy-efficient and 

offers reliable information delivery under the wormhole attack. Thus the proposed technique is acceptable for 

different areas of applications and utilities. 

B. Future work 

The main aim of the proposed work is to improve the security of the routing protocol for the wormhole attack is 
achieved successfully. The given work is effective and can be extended for the following research areas: 

1. The proposed trust-based routing technique currently prevents the wormhole attack in the near future it is 

tried to involve the other attacks to rectify the security issues.  

2. The proposed work involves the computation of limited network parameters, in the near future, more 

network characteristics are investigated for improving the security of MANET.   
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