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Abstract— Fake News is a major problem that critically affects community policing and safety in Nigeria. 

The Federal Government have taken various steps to counter the scourge of fake news, which may be driven 

by different motivations, but most important are those that serve as a tool for undermining national security. 

Community policing is the collaboration between police and the community in the securing of lives and 

properties. In this work, we developed an Enhanced Fake News Tracking System for Community Policing. 

Secondly, we adopted Structured System Analysis and Design Methodology (SSADM) in this approach. Our 

added improvement to the Existing System is a unique data visualization model that interprets verified fake 

news from social media platforms in form of charts and patterns, store details of the eye-witness that reported 

the news, and further report to the centralized database system of the National Surveillance Agency for final 

verification and facts finding of the received news. In addition, the study also recommended that Government 

should encourage strict disciplinary measures to rumor mongers and spreaders of fake news in community 

policing. 
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I. INTRODUCTION 

Governments worldwide are taking various steps to counter the scourge of fake news, which may be driven 

by different motivations, but most onerous are those that serve as a tool for disinformation; i.e. to undermine 

national security. Fake news, while not a novel phenomenon, has seized global attention in the wake of 

Community Policing in Nigeria. Fake news in the digital era span a spectrum of categories, with varied but at 

times overlapping motivations: political, subversive, financial and entertainment. The impact of fake news is 

amplified through: internet platforms, which publish content with significantly lower cost, wider reach and rapid 

circulation; social media, which enables more people and groups of various persuasions to interact even as they 

consume, produce and re-circulate content; and Artificial Intelligence (AI) agents that automate the work of 

human propagators.  
 

The term “fake news” is also used by parties to denigrate content or points of view at odds with their own 

beliefs. There are growing concerns and calls on governments to step in to tackle the challenges that come with 

the proliferation of fake news without necessarily curbing free speech, which is a key tenet of democracy or 

undermining the progress of the use of technology in the news production cycle. Given this background, this 
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study sets out to understand the prevalence of the fake news problem in Nigeria and assess the measures being 

put in place to combat this rapidly growing phenomenon. World is experiencing a significant phenomenon of 

fake news, misinformation, hoaxes and disinformation, which has far-reaching implications on democratic 

systems of governance. Given the fact that there are growing numbers of news consumers who rely on online 

and social media sources for news and relevant content, this issue is becoming one worthy of consideration at all 

levels of decision-making. Fast news cycles where news is “always on” 24/7 in an era where reporters have a 
huge appetite for breaking news and shorter-form content, is playing no small part in increasing the demand for 

fake news [1]. 

 

Community policing is, in essence, collaboration between the police and the community that identifies and 

solves community problems. With the police no longer the sole guardians of law and order, all members of the 

community become active allies in the effort to enhance the safety and quality of neighborhoods. Community 

policing has far-reaching implications. The expanded outlook on crime control and prevention, the new 

emphasis on making community members active participants in the process of problem solving, and the patrol 

officers’ pivotal role in community policing require profound changes within the police organization. The 

neighbor-hood patrol officer, backed by the police organization, helps community members mobilizes support 

and resources to solve problems and enhance their quality of life. Community members voice their concerns, 

contribute advice, and take action to address these concerns. Creating a constructive partnership will require the 
energy, creativity, understanding, and patience of all involved [2]. 

 

Community policing involves collaboration between police and community members characterized by 

problem-solving partnerships to enhance public safety. Community policing was adopted widely among law 

enforcement agencies in the 1990s, with a view toward improving trust between community members and 

police, and leveraging police resources through voluntary assistance by community members in public safety 

measures. Community policing emerged in response to two unintended consequences of a modernizing policing 

profession. First, technology, such as the police radio and patrol vehicles, changed the relationships between the 

police and the community. Previously officers developed personal relationships with the community and needed 

the community to be willing to share information. 

 
Fake news refers to false information or propaganda published under the guise of being authentic news. It is 

now viewed as one of the greatest threats to democracy, journalism, and freedom of expression. It has weakened 

public trust in governments and its potential impact on the contentious “Brexit” referendum. The reach of fake 

news was best highlighted during the critical months of the 2016 U.S. presidential election campaign, where the 

top twenty frequently-discussed false election stories generated 8,711,000 shares, reactions, and comments on 

Facebook ,ironically, larger than the total of 7,367,000 for the top twenty most-discussed election stories posted 

by 19 major news websites. Our economies are not immune to the spread of fake news either, with fake news 

being connected to stock market fluctuations and massive trades. For example, fake news claiming that Barack 

Obama was injured in an explosion wiped out $130 billion in stock value. 

 

The study discusses and addresses the problem of inability to track fake news in community policing is a 

major problem the study intends to address. The mentioned problem has resulted to insecurity challenges such 
as communal clashes, theft, kidnap and other social vices. Furthermore, community policing agencies are not 

encouraged due to the unavailability of an efficient fake news tracking system which will enable them to 

sanction the promoters of fake news in the community. 

 

The importance of this study includes positive measures for improving security in a community via community 

policing. Secondly, the study provides relevant information on interfacing ICT to community policing in order 

to manage the problem of fake news. In other words, this study could be beneficial to security agencies such as 

the police force and community vigilante groups. Furthermore, the mentioned beneficiaries will utilize the 

information from this study as a guide to tackling the serious menace of fake news in community policing. 
 

 

II. RELATED WORK 

Kwami et al [1] looked at Media Perspectives on fake news in Ghana. The work illustrated the contributions 

of the media on the issues of fake news in Ghana. According to the work; “these innovations have affected the 

traditional means of verifying and validating news content. Thus, fake news (spreading falsehood, 

misinformation and disinformation in public discourse) has now become part and parcel of the global news 

ecosystem, a situation that has had an associated adverse impact on citizens’ lack of trust not only in the news 

media but also, in key governance institutions and the way they consume news. However, their work could not 

further develop a tracking system for fake news. 
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Bello et al [3] looked at an overview of community policing in Nigeria. They made an overview of 

community policing in Nigeria. Community policing is a philosophy that started many decades back in the 

United Kingdom and United States, but did not come to Nigeria until 2004. This policing strategy has been 

incorporated into modern policing so that the police will respond to democratic system of governance. 

Community policing should be welcomed not only because traditional policing has been failing because it is 
reactive rather than proactive, but also, the police personnel are part and parcels of the community that they 

serve. However, the work failed to implement an information management system for improving community 

policing. 

 

Xinyi et al [4] looked at Fake News: A Survey of Research, Detection Methods, and Opportunities. They 

comprehensively and systematically reviewed fake news research. The survey identifies and specifies 

fundamental theories across various disciplines, e.g., psychology and social science, to facilitate and enhance the 

interdisciplinary research of fake news. Current fake news research is reviewed, summarized and evaluated. 

However, their work could not further develop a tracking system for fake news. 

 

Jennifer et al [5] researched on Community Policing. The work illustrated the economic importance of 

community policing. Through community-based crime prevention, or what some have called proactive problem-
solving, police officers dedicate attention to the roots of perceived problems instead of solely focusing on 

incidents themselves. Trained to gather pertinent information about criminal events, police seek to find the 

likely source of social problems to avoid further criminal incidents. In some cases, citizens are also able to 

participate in problem-solving training to gather information. However, the work failed to implement an 

information management system for improving community policing. 

 

Mulugeta et al [6] looked at Community Policing: Practice, Roles, Challenges and Prospects in Crime 

Prevention in East Gojjam Administrative Zone. The work assessed the contributions, challenges and prospects 

of community policing in crime prevention in selected sites of East Gojjamzone, North West Ethiopia. Mixed 

research method which combines both qualitative and quantitative methods was employed in this study. 

Quantitatively, the study generally assesses the role, predicament and prospects of community policing. 
Qualitatively, it probes deep and investigates the views and opinions of both the members of the society and 

police officers on the program as a whole, its level of implementation and satisfaction it has brought and the 

level of program ownership among police officers and the community at large. The work failed to address the 

mentioned challenges faced by community policing. 

 

Rashmi et al [7] looked Computerized Crime Tracking System. The work addressed challenges to country-

wide safety in Nigeria. According to the authors; “there may be the difficulty of non-secular crisis in a few 

states of the northern a part of Nigeria, ritual killings and kidnappings in a few states of the South east and 

south, sectarian clashes in some states of the south west, bombings in Abuja and some states of the federation”. 

The police within the Nigerian nation are an organization set up by using the authorities and saddled with the 

obligation of maintaining law and order within the society, and are also chargeable for preventing and fixing 

crimes. The aforementioned problems represent a danger to country wide safety, and if not curtailed, it'd 
amplify to a greater share that might plunge the country. However there was no comparative analysis of their 

developed system with other existing system.  

 

Sajjad et al [8] looked at combining Machine Learning with Knowledge Engineering to detect fake news in 

social networks. The work proposed that integration of Machine learning and knowledge engineering can be 

helpful in detection of fake news. The authors also presented what is fake news, importance of fake news, 

overall impact of fake news on different areas, different ways to detect fake news on social media, existing 

detections algorithms that can help us to overcome the issue, similar application areas and at the end they also 

proposed combination of data driven and engineered knowledge to combat fake news. However there was no 

comparative analysis of their developed system with other existing system.  

 
Shiju et al [9] looked at Crime Analysis and Prediction using Data Mining. The work developed a system that 

can predict regions which have high probability for crime occurrence and can visualize crime prone areas. With 

the increasing advent of computerized systems, crime data analysts can help the Law enforcement officers to 

speed up the process of solving crimes. However, the area of speed in the performance evaluation of their 

system was lacking. 

 

Kai et al [10] looked at Fake News Tracker: A tool for fake news collection, detection and visualization. The 

work presented Fake News Tracker, a system for fake news understanding and detection. Secondly, they also 
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showed that Fake News Tracker can automatically collect data for news pieces and social context, which 

benefits further research of understanding and predicting fake news with effective visualization techniques. 

Furthermore, with people spending more time on the social media platforms, they are more prone to consume 

information from social media. Social media is free of cost, easy to access and help one to express opinions and 

hence it acts an excellent source for an individual to consume information from social media. But the quality of 

news on social media is generally lower than the traditional news organizations.  
. 

Sherif [11] looked at the Curious Case of Machine Learning in Malware Detection. The work argued that 

detecting malware attacks in the wild is a unique challenge for machine learning techniques. Given the current 

trend in malware development and the increase of unconventional malware attacks, we expect that dynamic 

malware analysis is the future for antimalware detection and prevention systems. However, the work failed to 

interface with an artificial intelligence tool known as Long Short-Term Memory (LSTM). 

 

Domhnall [12] researched on the effects of traditional anti-virus labels on malware detection using dynamic 

runtime opcodes. The work developed a new parsed runtime trace data set of over 100 000 labeled samples, 

which will address these shortcomings, and we offer the data set itself for use by the wider research community. 

This data set underpins the examination of the run traces using classifiers on count-based and sequence-based 

data. However, the work could not further discuss individual advanced techniques for training large-scale deep 
learning models and recently developed method of generative models. 

 

Omoyiola [13] researched on the Overview of Biometric and Facial Recognition Technique. According to the 

work, security has become a major issue globally and in order to manage the security challenges and reduce the 

security risks in the world, biometric systems such as face detection and recognition systems have been built. 

These systems are capable of providing biometric security, crime prevention and video surveillance services 

because of their inbuilt verification and identification capabilities. However, there was no adequate comparative 

analysis between the textual disclosure model and other existing biometric models. 

 

Jashanpreet et al [14] looked at Face detection and Recognition: A Review: Face Detection is one of the types 

of biometric technique which refers to the detection of face automatically by computerized systems by taking a 
look at face. It is a popular feature used in biometrics, digital cameras and social tagging. Face detection and 

recognition has gained more research attentions in last few years. However, there was no adequate comparative 

analysis of the system with other existing ones. 

 

Smriti [15] looked at Detection, Segmentation and recognition of face and its features using neural network. 

Summary of findings from the work showed that the rampant advent of biometric analysis systems, which may 

be full body scanners, or iris detection and recognition systems and the finger print recognition systems, and 

surveillance systems deployed for safety and security purposes have contributed to inclination towards same. 

Advances has been made with frontal view, lateral view of the face or using facial expressions such as anger, 

happiness and gloominess, still images and video image to be used for detection and recognition. However, 

there was no adequate comparative analysis of the system with other existing ones. 

 
Anitta et al [16] looked at the World of Malware: An Overview. The work presented an overview of the 

world of malware with the intent of providing the underlying information for the intended study into developing 

malware detection approaches. However, there were quite some percentage error levels in the developed model 

for malware detection. 
 

III. MATERIALS AND METHOD 

A. Methodology 

The adopted Methodology for the Proposed System Design is Structured System Analysis and Design 

Methodology (SSADM). Structured Systems Analysis and Design Methodology is a system approach to the 
analysis and design of information systems. 

 

B. Analysis of the Existing System 

The Existing System is an Online Fake News Tracker (OFNT) developed by [10]. The developed model is 

used for fake news understanding and detection (see figure 1). The FNT collects verified fake news and true 

news from fact-checking websites like PolitiFact on daily basis. Then, using the Twitter’s advanced search API, 

we gather the tweets related to the fake/real news that spread them in Twitter. Moreover, components of the 

system gather social engagements of users such as replies of tweet, re-tweet, and favourites through Twitter 

APIs. Users who interact with these tweets that are related to fake news are more vulnerable to them. If the user 

likes the tweet related to fake news they are prone to be affected by the fake news. 
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Based on the comments on the re-tweets we could infer whether the user is able to differentiate fake news or 

not. In social media, users form social groups and so people in the same group will also be affected by the fake 

news because of echo chamber effect. Furthermore, the system also collects the followers and followees of the 

users who engage with fake news help characterize user features in the detection task. Another concept of the 

Existing System is Social Engagement. The mentioned concept could be a major feature for the fake news 
detection task. Social context provides valuable information about how users interact with the fake news and the 

true news. The interactions of the users on the social media change over the period of time. To capture the 

temporal engagements of the users with the fake news, Recurrent Neural Network (RNN) was utilized. Studies 

have shown that recurrent neural network performs efficiently for capturing the temporal relationships and 

hence it was a utilized concept of the Existing System. Social engagements like tweets and their replies are 

embedded in a certain format by the embedding layer before giving it to the network. The output of the RNN is 

considered as the social context feature for the classification. Furthermore, Long Short-Term Memory (LSTM) 

has been used in the existing system experiments as it solves the long range dependencies and vanishing 

gradient problem. Social engagements involve users interacting with the news article over a period of time. 

Also, data source for the existing system design was obtained from the fake checking websites in streaming 

manner and search in Twitter for any social engagements related to the news pieces. Seconds order engagements 

including favorites, retweets and replies are collected for recent tweets on periodic basis to get comprehensive 
temporal engagements on the previously collected tweets. Similarly, for the social engagements the existing 

system set a threshold of 100 engagements and selected the engagements based on a priority. For the twitter 

engagements, we have given first priority to the second order engagements like replies because they provide 

more useful information to identify fake news as users are more likely to provide their opinions on the news 

article that first level engagement where a user usually shares an article link. For social context network, we 

have used similar network architecture used for the encoder. 

 

 

 
 

Fig. 1. Existing System Architecture of a Fake news Tracking System 

(Source: Kai et al[10]) 

 

 

1) Explanation of the Existing System Components 

The following components of the Existing System Architecture are: 

 News Input Medium (1): The twitter platform of the existing system is a medium for retrieving news 
to the system. Furthermore, it is also a micro-blogging and social networking platform on which 

users post and interact with messages known as tweets. 

 News Input Medium (2): The Facebook platform of the existing system is a medium for retrieving 

news to the system. Furthermore, it is an American Online Social Media and Social Networking 

Service that can be accessed from devices with internet connectivity such as personal computers, 

tablets and smartphones. 
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 Facts Checking Process: This component filters and analyzes important facts from the received 

News. Secondly, this is achieved via the process of investigation in order to verify vital facts of the 

news.  

 News Content Analysis: The role of this component encompasses online analysis of inputted news 

that has pass through verification and facts finding process in the system. 

 The Backup-process of the News Content: This component is an organized collection of related files 
that is usually in digital format. It stores the verified news content of the system. Secondly, a user 

can query the database to find out whether the news content is fake or genuine. 

 Outputting Query Results for Fake News: This component outputs the end-result of the query for 

fake news in the system. 

 

 

2) Disadvantages of the Existing System 
 

The following disadvantages of the Existing System are: 
 

 There is no automatic matching and screening of job opportunity. 

 There is no identification method to ascertain original bearers of the job. 

 Inability to interact with NYSC database, school database to identify the authenticity of the candidate’s 

certificate. 

 Inability to screen out who has been employed on the cause of the scheme. 

 

3) Existing System Algorithm 

 

STEP ONE: 

 START 
STEP TWO: 

 DECLARE VARIABLES 

    NIFU, FNV, FC, NCP, DB, FNDO, FBS, TWS 

   WHERE 

    NIFU = NEWS INPUT FROM USERS 

    FNVP  = FAKE NEWS VERIFICATION PROCESS 

    FC  = FACTS CHECKING 

    NCP  = NEWS CONTENT PLATFORM 

    DB  = DATABASE 

    FNDO  = FAKE NEWS DETECTION OUTPUT 

    FBS  = FACEBOOK SOURCE 

    TWS  = TWITTER SOURCE 
  STEP THREE: 

   INITIALIZE NIFU 

  STEP FOUR:  

   NIFU = FBS + TWS 

  STEP FIVE: 

   INITIATE FNVP 

    STEP SIX: 

     FNVP = (FC +NCP)/DB 

  STEP SEVEN:  

   ACTIVATE FNDO 

    STEP EIGHT 
     FNDO = DB + FNVP 

   STEP NINE: 

    QUIT SYSTEM 

     STEP TEN: 

      STOP 

 

C. Analysis of the Proposed System 
 

Our proposed improvement of the existing system is an enhanced fake news tracking system for community 

policing using hybridized detection algorithm as further illustrated in figure 4.2. A major attribute of our 

proposed improvement is a unique model for visualizing detected fake news in the system, which will further 

enhance detection and tracking of fake news in community policing. Data visualization involves presenting data 



Maikarfi Ephraim et al, International Journal of Computer Science and Mobile Computing, Vol.9 Issue.3, March- 2020, pg. 136-148 

© 2020, IJCSMC All Rights Reserved                                                                                                        142 

in graphical or pictorial form which makes the information easy to understand. It helps to explain facts and 

determine courses of action. It will benefit any field of study that requires innovative ways of presenting large, 

complex information. The advent of computer graphics has shaped modern visualization. There has been the 

need for displaying massive amounts of data in a way that is easily accessible and understandable since most 

organizations generate data every day.  

 
As a result, the amount of data available on the web has increased dramatically. It is difficult for users to 

visualize, explore, and use this enormous data. The ability to visualize data is crucial to scientific research. 

Today, computers can be used to process large amounts of data. Data visualization is concerned with the design, 

development, and application of computer generated graphical representation of the data. It provides effective 

data representation of data originating from different sources. This enables decision makers to see analytics in 

visual form and makes it easy for them to make sense of the data. It helps them discover patterns, comprehend 

information, and form an opinion.  Data visualization is also regarded as information visualization or scientific 

visualization. Human beings have always employed visualizations to make messages or information last in time. 

What cannot be touched smelled or tasted can be represented visually. Furthermore, visualization is the use of 

computer-supported, visual representation of data. Unlike static data visualization, interactive data visualization 

allows users to specify the format used in displaying data. Common visualization techniques are: 

 Line graphs: This shows the relationship between items. It can be used to compare changes over a 
period of time. 

 Bar charts: This is used to compare quantities of different categories. 

 Scatter plots: This is a two-dimensional plot showing variation of two items. 

 Pie charts: This is used to compare the parts of a whole. 

 

 

 
 

Fig. 2. An Enhanced Fake News Tracking System for Community Policing (Proposed System Architecture)  
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1) Explanation of the Proposed System Components 

The following component(s) of the Proposed System Architecture is: 

• Transfer of Detected Fake News Output to the Visualization Model: 

Firstly, the visualization model receives information from the detection output and further transform them 

into charts and diagrams.  

 
2) Advantages of the Proposed System 

The following advantages of the Proposed System are: 

 A user-friendly model which detects, outputs and visualizes fake news in different graphical formats 

for efficient understanding in community policing 

 The encouragement and motivation of users to explore and even manipulate the data to uncover other 

factors. This creates a better attitude for use of analytics. 

 The encouragement of faster actions in community policing. This is because; the human brain tends to 

process visual information far more easily than written information. Use of a chart or graph to 

summarize complex data ensures faster comprehension of relationships than cluttered reports or 

spreadsheets. 

 
 

3) Proposed System Algorithm 

STEP ONE: 

 START 

STEP TWO: 

 DECLARE VARIABLES 

    NIFU, FNV, FC, NCP, DB, FNDO, FBS, TWS, OD, CNN, DVP,  

    IPAS, HDP  

   WHERE 

    NIFU = NEWS INPUT FROM USERS 

    FNVP  = FAKE NEWS VERIFICATION PROCESS 

    FC  = FACTS CHECKING 
    NCP  = NEWS CONTENT PLATFORM 

    DB  = DATABASE 

    FNDO  = FAKE NEWS DETECTION OUTPUT 

    FBS  = FACEBOOK SOURCE 

    TWS  = TWITTER SOURCE 

    HDP  = HYBRIDIZED DETECTION PROCESS 

    OD  = OBJECT DETECTION 

    CNN  = CONVOLUTIONARY NEURAL NETWORK 

    DVP  = DATA VISUALIZATION PROCESS 

    IPAS  = INTERNET PROTOCOL ADDRESS 

SCANNER 
  STEP THREE: 

   INITIALIZE NIFU 

  STEP FOUR:  

   NIFU = FBS + TWS 

   STEP FIVE: 

    INITIALIZE HDA 

     STEP SIX: 

      (HDA = OD + CNN + IPAS + DVP)/DB 

  STEP SEVEN: 

   INITIATE FNVP 

    STEP EIGHT: 

     FNVP = (FC +NCP) + HDA/DB 
  STEP NINE:  

   ACTIVATE FNDO 

    STEP TEN 

     FNDO = DB + FNVP 

   STEP ELEVEN: 

    QUIT SYSTEM 

     STEP TWELVE: 

      STOP. 
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IV. RESULTS AND DISCUSSION 
A. Hardware Requirements 

The following hardware components were required for the proposed system design: 

 Processor: at least 600-MHZ Pentium III-class processor recommended. 

 Hard disk: at least 1GB of available space required on system drive, 3.3 GB of available space 

required on installation drive. 

 Display super VGA (1024 x 768) or higher resolution display with 256 colours. 

 RAM: Minimum requirement of 512 MB. 

 CD-ROM Drive. 

 USB port enabled. 

 Sound card and speakers (optional) 
 

 

B. Software Requirements 

The following software components were required for the proposed system design: 

 Operating system: windows vista, Microsoft windows 7 and 8 

 IDEs and Browsers: notepad++/Sublime text, Firefox/Chrome, Opera or UC browser 

 VB.Net 

 Internet Service Provider (ISP). 

 

C. Outputs and Discussion 

Figure 3 shows the welcome page of the Enhanced Fake News Detection System (EFNDS) for community 
policing. The welcome page was structured with hypertext markup language, made dynamic with hypertext 

preprocessor, styled with cascading style sheet, and made interactive with JavaScript. There are three navigation 

options on the welcome page namely home, register and login. The home link navigates to the landing page of 

the system. Secondly, newly recruits of community policing can register in the system by clicking on the 

register navigation link, and existing registered users can proceed to login. The benefit of the system is to curb 

fraudulent and mis-leading sources of fake news that will affect community policing in Nigeria. These days’ 

fake news is creating different issues from sarcastic articles to a fabricated news and plan government 

propaganda in some outlets.  

 

Fake news and lack of trust in the media are growing problems with huge ramifications in our society. 

Obviously, a purposely misleading story is “fake news “but lately blathering social media’s discourse is 

changing its definition. Some of them now use the term to dismiss the facts counter to their preferred 
viewpoints. The term 'fake news' became common parlance for the issue, particularly to describe factually 

incorrect and misleading articles published mostly for the purpose of making money through page views. In this 

study, it is seemed to produce a model that can accurately predict the likelihood that a given article is fake news. 

Facebook has been at the epicenter of much critique following media attention. They have already implemented 

a feature. 

 

 
Fig. 3. EFNDS: Welcome Page 
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Fig. 4. EFNDS: New User Registration Page 

 

 
Fig. 5. EFNDS: Database Confirmation of Newly Registered Users 

 

Certainly, it is not an easy task. A given algorithm must be politically unbiased since fake news exists on both 

ends of the spectrum and also give equal balance to legitimate news sources on either end of the spectrum. In 
addition, the question of legitimacy is a difficult one. However, in order to solve this problem, it is necessary to 

have an understanding on what Fake News is. Later, it is needed to look into how the techniques in the fields of 

machine learning, natural language processing help us to detect fake news. While many users on social media 

are legitimate, social media users may also be malicious, and in some cases are not even real humans. The low 

cost of creating social media accounts also encourages malicious user accounts, such as social bots, cyborg 
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users, and trolls. A social bot refers to a social media account that is controlled by a computer algorithm to 

automatically produce content and interact with humans (or other bot users) on social media. These 

characteristics aforementioned of fake news pose new challenges on the detection task. 

Besides detecting fake news articles, identifying the fake news creators and subjects will actually be more 

important, which will help completely eradicate a large number of fake news from the origins in online social 

networks. Generally, for the news creators, besides the articles written by them, we are also able to retrieve 

his/her profile information from either the social network website or external knowledge libraries, e.g., 

Wikipedia or government-internal database, which will provide fundamental complementary information for 

his/her background check. Meanwhile, for the news subjects, we can also obtain its textual descriptions or other 

related information, which can be used as the foundations for news subject credibility inference. From a higher-

level perspective, the tasks of fake news article, creator and subject detection are highly correlated, since the 

articles written from a trustworthy person should have a higher credibility, while the person who frequently 

posting unauthentic information will have a lower credibility on the other hand. Similar correlations can also be 

observed between news articles and news subjects. 

 

Fig. 6.  EFNDS: Login page for registered users 

 
Fig. 7. EFNDS: Fake News Verification Request Form 
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Fig. 8. EFNDS: Visualized Fake News Verification Output 

 

TABLE I 

COMPARATIVE ANALYSIS OF THE EXISTING AND PROPOSED SYSTEMS 

SN PARAMETERS 

 

(Existing System) 

ASSESSED 

PERFORMANCE 

RATE (%) 

ASSESSED 

PERFORMANCE 

RATE (%) 

PARAMETERS 

1. Time Complexity (TC) 21 19 Time Complexity (TC) 

2. Life-Cycle Assessment (LCA) 15 13 Life-Cycle Assessment (LCA) 

3. Benchmarking (B) 7 7 Benchmarking (B) 

4. Multi-Criteria Decision-Making 

(MCDM) 
22 17 

Multi-Criteria Decision-Making 

(MCDM) 

5. Risk Assessment (RA) 8 6 Risk Assessment (RA) 

6. Cost Benefit Analysis (CBA) 10 8 Cost Benefit Analysis (CBA) 

7. Speed 12 8 Speed 

 Total 95% 78% Total 
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Fig. 9.  Performance Evaluation Chart 

 

V. CONCLUSION 

The study analyzed fake news and its effect to community policing in Nigeria. Fake News is a major problem 

that critically affects community policing and safety in Nigeria. The Federal Government have taken various 

steps to counter the scourge of fake news, which may be driven by different motivations, but most important are 

those that serve as a tool for undermining national security. In addition, the study also recommended that 

Government should encourage strict disciplinary measures to rumor mongers and spreaders of fake news in 

community policing. 
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