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Abstract: The colored digital image is one of the most important and popular types of digital data for use in many
vital applications, which requires the provision of safe methods to protect it from penetration operations and protect
it from tampering and data thieves. In this research paper, a new method for protecting digital images of various
types will be presented, which is characterized by ease of implementation and providing a high degree of security
and protection for the digital image. A secret color image known only by the sender and receiver will be used as an
image_ key, this image_key will be used to generate a private key to encrypt-decrypted any color image by applying
image resizing. The private key will be variable, and will match the image block size. The image to be encrypted-
decrypted will be divided into blocks, the block size will be variable and agree upon between the sender and
receiver. The proposed method will be implemented, the obtained results will be analyzed to prove the efficiency,
security level and quality parameters provided by the proposed method.
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Introduction

Colored digital images are one of the most common types of digital data circulated through various social media for
several reasons, the most important of which are [48-52]:

- Ease of obtaining the digital image at no cost due to the availability of many means, media and equipment
through which the image can be obtained [12-15].

- Ease of processing the colored digital image because it is represented by a three-dimensional matrix (the
first dimension is red, the second is green, and the third is blue) (see figure 1), and this turns the image
processing process into an easy process for matrix processing [16-20].
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- The possibility of processing or using the matrix of each of the three colors separately and independently.

- The large size of the digital image, which can be employed for multiple processing operations, such as the
process of hiding confidential data in the digital image [17-25].

- The possibility of forming one-dimensional arrays of variable lengths of the digital image, according to the
user's request. Here, the digital image can be used to generate the private keys necessary for the encryption
and decryption process of confidential data, including color digital images, this operation can be
implemented by using image reshaping explained in the example shown in figure 2, the length of the

private key can be determined by applying the image resizing operation explained by the examples shown
in figures 3 and 4 [26-32].
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Figure 1: Color image representation
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Figure 2: Image reshaping example
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Figure 4: Various PKs extraction

The process of protecting a secret or private digital image, or a picture carrying confidential data, is a very important
process in order to prevent intruders, or those who are not authorized to penetrate the image, understand it, or
retrieve the data from it [33-40]. One of the most popular methods used to protect images is image cryptography.

Data cryptography (as shown in figure 5) means encrypting the data before sending and decrypting the data after
receiving to recover the original data [46-48].
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Figure 5: Data cryptography process

The effectiveness of the method to be used in the encryption and decryption process can be measured by the quality
parameters, which are: mean square error (MSE) and peak signal to noise ratio (PSNR). The data encryption process
must destroy the data completely so that it becomes incomprehensible and useless and therefore the MSE value must
be very high and the PSNR value very low, the decryption process must recover the original data so the MSE
between the encrypted data and original data must equal zero, while PSNR must equal infinite. MSE and PSNR
between two sets of data S and R with length = N can be calculated using equations 1 and 2 [41-47].
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Related works

Many methods are used in data cryptography, many of them are based on standard methods of data cryptography,
such as DES, 3DES, AES, and blowfish (BF), these methods can be characterized as follows [1-4]:

- They use fixed block size, the data to be encrypted must be divided into equal sizes blocks, the block size is
fixed and cannot be changed.

- These methods are efficient in encrypting-decrypting messages and text files with small sizes, and they
become inefficient when dealing with images with huge size.
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They use fixed length PK, this PK sometimes can be hacked, the length of PK cannot be changed, and it is
used to generate other key needed for data encryption and decryption.

- These methods provide good value for MSE and PSNR [5, 6].

- The structure of each algorithm is based on Feistel functions by applying a sequence of logical and
arithmetic operations.

- The process of encryption/decryption is to be divided into a fixed number of rounds, the round then will be
used to encrypt/decrypt each of the data blocks.

- For data with huge sizes these methods are not efficient and they require big time to maintain the process of
encryption/decryption, thus the methods throughput (bytes encrypted/decrypted per second) will be low.

- Mainly these methods are hardly to program, the algorithms cannot be modified [7-11].

Most of the above mention characteristics are considered to be disadvantages which must be eliminated by any
proposed method of data cryptography.

The proposed method

The proposed method depends on the use of a color image that is agreed upon by the sender and receiver and is kept
secret. This image is used to generate the private key, as shown in the figure 6

Image key

50 100 150 200

Figure 6: PK generation
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The process of hacking the key image is a very difficult or impossible process for the following reasons:

The large image size, which makes the process of guessing the image is difficult.
- Images are kept secretly and are not sent via various means of communication.

- Use one of the three color arrays to generate the private key and this must be specified by the sender in
agreement with the receiver.

- The possibility of changing the image easily without affecting the proposed method and at any appropriate
moment.

- The size of the block in the image to be encrypted is also secret.

The size and contents of the private key depend on the key image and on the block size.
Below is the proposed algorithm of image encryption phase:
Inputs:
Image to be encrypted (A), Image_key (K), Block size (BS), Color channel (CC) to be used to generate PK.
Outputs:
Encrypted image (E)
Process:
1. Getthe inputs
2. Retrieve the size of A
3. Reshape A to one row matrix (RA).
4. Divide RA into equal blocks using BS.
5. Resize CC to BS to generate PK.
6. XOR each block with PK.
7. Reshape RA back to 3D matrix to get E.
The decryption algorithm is as follows:
Inputs:
Encrypted (E), Image_key (K), Block size (BS), Color channel (CC) to be used to generate PK.
Outputs:

Decrypted image (D)
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Process:
1. Getthe inputs
2. Retrieve the size of E
3. Reshape E to one row matrix (RE).
4. Divide RE into equal blocks using BS.
5. Resize CC to BS to generate PK.
6. XOR each block with PK.

7. Reshape RE back to 3D matrix to get D.
Implementation and experimental results

The proposed method was implemented using mat lab, the programs were executed using 15 processor with 2,4 MHz
and 8 G byte RAM, several various images were used in the implementation process, figure 7 shows the selected
used images, where table 1 shows the basic information of these images.

Used images

A 4gaba (Jercan)

(2

f EERSSR

Figure 7: Selected used color images
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Table 1: Selected used color images basic information

Image number Dimension Size(byte)
1 151 333 3 150849
2 152 171 3 77976
3 360 480 3 518400
4 1071 1600 3 5140800
5 981 1470 4326210
6 165 247 3 122265
7 360 480 3 518400
8 183 275 3 150975
9 183 275 3 150975
10 201 251 3 151353
11 600 1050 1890000
12 1144 1783 3 6119256

Image 1 was selected as an image to be encrypted, the block size was set to 20 bytes, then each of the other images
was selected as an image_key, the results of implementation are shown in table 2, figure 8 shows a sample output:

Table 2: Results of encrypting-decrypting image 1 using BS=20 byte

Image_key number MSE PSNR Encryption Throughput(K byte
time(second) per second)
1 1.1305e+004 17.4956 0.048580 3.0324
2 2.7783e+004 8.5034 0.046919 3.1397
3 4.0831e+003 27.6791 0.049558 2.9725
4 1.4707e+004 14.8646 0.065264 2.2572
5 1.2301e+004 16.6512 0.061683 2.3882
6 4.2726e+003 27.2256 0.049061 3.0027
7 4.5463e+003 26.6046 0.049586 2.9709
8 1.2770e+004 16.2768 0.048616 3.0301
9 6.9311e+003 22.3875 0.047843 3.0791
10 9.0258e+003 19.7468 0.047197 3.1212
11 1.3327e+004 15.8501 0.056798 2.5936
12 1.7109e+004 13.3514 0.067085 2.1959
Average 0.0532 2815.3
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Source image Encrypted image Decrypted image
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Figure 8: Sample output of encrypting-decrypting image 1

From table 2 we can see that the quality parameters MSE and PSNR have an acceptable values and the proposed
method provides a good throughput by minimizing the encryption-decryption time.

Image 1 was selected as an image_key, other images were encrypted using the selected image_key with a block size
equal 20 bytes, figure 9 shows a sample output, while table 3 shows the obtained results:

200 ME=e=SNEEEE ] 200 MEmmne= NG
50 100150200250 50 100150200250 50 100150200250
Figure 9: Encrypting-decrypting image 10

Table 3: Images encryption results

Image to encrypt MSE PSNR Encryption time(second)
1 1.1305e+004 17.4956 0.048210
2 1.1718e+004 17.1366 0.040097
3 1.1202e+004 17.5871 0.083969
4 1.0659e+004 18.0838 0.537757
5 1.0632e+004 18.1088 0.455827
6 1.0742e+004 18.0060 0.047533
7 1.2560e+004 16.4423 0.083894
8 1.1352e+004 17.4538 0.047487
9 1.0590e+004 18.1486 0.047679
10 1.1466e+004 17.3537 0.048575
11 1.0738e+004 18.0095 0.226486
12 1.1547e+004 17.2839 0.624856
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From table 3 we can see that the proposed method keeps excellent values for MSE and PSNR for all images with
various size and the encryption time was very low, this time will slowly increase when the image size increases as
shown in figure 10.

Encryption time(second)

0.7

0.6

0.5

0.4

0.3

0.1

3 4
Size (byte)

X 10

Figure 10: Relationship between image size and encryption time

7
6

Image 1 was selected as an image to be encrypted, Image 6 was selected as an image_key, various block sizes were
used, table 4 shows the obtained experimental result:

Table 4: Encrypting image 1 using various block size

Block size(byte) Encryption Throughput(byte per | Throughput(K byte | Throughput(M byte
time(second) second) per second) per second)
10 0.062098 2429200 2372.3 2.3167
20 0.047381 3183700 3109.1 3.0362
30 0.043287 3484900 3403.2 3.3234
40 0.040594 3716000 3628.9 3.5438
50 0.039570 3812200 3722.9 3.6356
60 0.037838 3986700 3893.3 3.8021
70 0.037373 4036300 3941.7 3.8493
80 0.036759 4103700 4007.5 3.9136
90 0.035974 4193300 4095.0 3.9990
100 0.035262 4277900 4177.6 4.0797
Average 0.0416 3722390 3635.2 3.5499

From table 4 we can see that using block with bigger size will decrease the encryption time and thus increase the
method throughput as shown in figures 11 and 12.
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Figure 11: Relationship between block size and encryption time
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Some images were encrypted-decrypted using the standard methods of data cryptography, the average throughputs
were calculated for each of these methods, table 5 shows the final results compared with the average throughput of

the proposed method.

TABLE 5: Efficiency comparisons

Method Average throughput(TP) Speedup of the proposed method
DES 1356.3 2.6802
3DES 1179.7 3.0815
AES 1465.4 2.4807
BF 24537 1.4815
Proposed 3635.2 1.0000

Speedup of the proposed method=TP o the proposed method/TP of other method

From table 5 we can see that the proposed method has a significant speed up, thus te proposed method will decrease
the encryption-decryption time.

Conclusion

A simple and easy to implement method of data cryptography was introduced, tested and implemented. The
proposed method provided a high level of security and protection from hacking, this was achieved by using a secret
image as an image key, this image must be kept in secret and it can be replaced any time. One channel of the
image_key must be used to generate PK. The PK contents depends on the selected image block size, and it changes
when the block size changes.

The proposed method gave excellent value for MSE and PSNR during the encryption and decryption phase, the
degree of image destruction after the encryption phase was very high and 100 % recovery of the original image was
achieved after implementing the decryption phase.

The proposed method provides a high efficiency by reducing the encryption-decryption time and maximizing the
throughput, the proposed method has a significant high speedup comparing with the standard method of data

cryptography.
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