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Abstract: Protecting speech file is a vital issue. In this paper research a simple method of speech
cryptography will be introduced. The method will use indices key to perform simple replacement
operations to apply speech encryption and decryption, the replacement operation will use the
indexes and the indexes contents to apply speech cryptography. The proposed method will
protect the speech signal by increasing the security level, the method will use a color image as an
image_key, this key will be kept in secret between the sender and receiver and it will be used to
generate the indices key. The proposed will sensitive to the selected image_key, changing this
image will be considered as a hacking attempt by producing a damaged decrypted speech signal.
The proposed method will be flexible, changing the image_key will not cause any changes in the
proposed method algorithms. To increase the efficiency of the proposed method by decreasing
the processing time the speech file will be divided into blocks, and each block will be treated
separately. The proposed method will be tested and implemented using various speech files, the
obtained results will be used to prove the quality, sensitivity and efficiency of the proposed
method.
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Introduction

Digital speech file is a set of amplitude values taken in a period of time and they are organized in one column matrix
(mono speech) or 2 column matrix (stereo speech) as shown in figure 1 [1-10].
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Figure 1: Speech signal wave

Speech file may be secret or may be contains valuable secret information [1-10]. This speech requires protection
from being hacked. Cryptography is one way to protect speech file and make it secure. Cryptography means
encryption the speech file before sending, making the speech file damaged and un understandable, and decryption
after receiving the decrypted speech by producing a decrypted file which is 100% identical to the source file [11-20].
Speech encryption and decryption as shown in figure 2 are applied by using an encryption/decryption function and
one or more private keys [21-30].
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The objective of this research paper is to introduce a method of speech cryptography, which will provide the
following features [31-40]:

- High level of security by providing a high degree of speech file protection [11-20]. This can be achieved by
using a digital color image as an image_key. The key image must be kept confidential by the sender and the
receiver, and an agreement must be reached between them to specify this image, provided that it is not
communicated. Using the color image as an image_key has the following advantages:

1) Easy to implement. The color image is represented by a 3D matrix (one 2D matrix for each color
(red, green and blue)) as shown in figure 3, and using this matrix will simplify the private key
processing [41-45].

2) Easy to use any part of the image to be used to generate the indices keys required to apply speech
encryption and decryption.

3) Easy to reshape the image from 3D to one row matrix [46-50].

4) Image has a huge size, and it can be deployed to apply many applications [15-22].

5) Easy to get and save, there are a lot of resources available to get the image from, and a lot of
equipment’s, which can be easily used to generate the image.

- Flexibility, it is easy to change the image_key without affecting the algorithms of the proposed method.
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Figure 3: Color image matrices

- Low encrypted speech quality [1-6], the generated encrypted speech must be damaged, and the quality
parameters measured between the source and the encrypted speeches must satisfy the requirements listed in
table 1 (mean square error (MSE), peak signal to noise ratio (PSNR), correlation coefficient (CC) and
number of samples change ratio (NSCR)) [51-60].

Table 1: Quality requirements of speech cryptography [4-10]

Quality parameters MSE PSNR CcC NSCR (%)
Measured between High Low Low High
source and

encrypted speeches

Measured between 0 Infinite 1 0
source and
decrypted speeches
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- High quality of the decrypted speech file, the quality parameters measured between the source and the
decrypted speeches must satisfy the quality requirements listed in table 1.

- Sensitivity, the encryption and decryption functions must use the same private key, any changes in the
image_key during the decryption phase must be considered as a hacking attempt by producing a damaged
decrypted speech file.

- High speed of speech cryptography, the method must minimize both the encryption and decryption times
(processing time), thus it must maximize the throughput of speech cryptography [1-10].

The Proposed Method

The proposed method uses a huge in size private key, this key must be kept in secret and it is impossible to hack it.
A color image is used as an image_key, this image-key is to be used to extract a part with a selected size (block
size), and the extracted array is to be used to generate an indices key needed to apply simple replacement operation
to apply speech sample encryption and decryption. The extracted array is to be sorted to get the indices key, and the
replacement operations are simply applied as shown in figure 4. The encryption and decryption functions will
maintain only one operation making theses function very simple by minimizing the required operations of these
functions:

1 2 3 4 5 6 7 8 9 10 {L  Amy
0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025 20 88 32 IR HNHIGAZET4 115
Encryption @ Store according to index Index key

1 2 3 6 410 7 8 9 5
0.0053 0.0035 0.0035 0.0010 0.0035 -0.0025 -0.0007 -0.0007 -0.0007 0.0010

Decryption @ Retrieve according to index

0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025

Figure 4: Replacement operations in the encryption and decryption functions

The proposed method is very sensitive to the selected image_key, changing the image_key as shown in figure 5 will
change the indices key, thus the encrypted speech file will be changed.

1 2 3 4 5 6 7 8 ° 10 i Array,
0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025 189338938931 89 1 881 88187187 8631 86

Encryption @ Store according to index Index key

7 5 4
10.0007 -0.0025 -0.0007 -0.0007 0.0010 0.0010 0.0053 0.0035 0.0035 0.0035 2 10 8§ 5 6 1 2 3

Decryption @ Retrieve according to index

0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025

Figure 5: Changing the image_key produces a new indices key
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The search operation in the decryption function will take a time, this time will rapidly increase when increasing the
sizes of the data to be decrypted, so the speech file must be divided into equal blocks and each block must be treated
separately, this process will totally decrease the decryption time (this will be shown in the implementation part by
dividing the speech file into 16 blocks).

Replacing the image_key in the decryption phase will produce a damaged speech file as shown in figure 6:
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Figure 6: Effects of replacing the image_key in the decryption phase
The encryption phase of the proposed method can be implemented applying the following steps:
Step 1:

Speech file preparation: Get the speech file, retrieve the speech file size, reshape the file into one row matrix, divide
the speech file into 16 blocks, this step can be implemented applying the following sequence of mat lab operations:

[al fs]=wavread({ C:\Users'\Dr.Tayseer'Desktop'woices\ttsd.wav');

[n]l nd]=size{al);

a=reshape({al,lnl*n2);

row=>0.06;

s=nl*n2;

R=fix(s*row);

bl=a(l.1:R);b2=a(1,R+1:2*R);b3=a(1.2*E+1:3*R);bd=a(l1 3*R+1:4*R);
b5=a(1,4*R+1:5*R);h6=a(1.5*R+1:6*R);h7=a(1,6 *R+1:7*R);b8=a(1,7*R+1:8*R);
b9=a(1,8*R+1:9*R);b10=a(1,9*R+1:10*KE);b11=a(1.10*R+1:11*E);bl12=a({1,11*R+1:12*R);
bl13=a{1,12*R+1:13*R);bl4=a(1,13*R+1:14*R);b15=a(1,14*R+1:15*R);bl6=a(1,1 5*B+1:s);
w—prod(size(b16));

Step 2:

Indices key generation: Get the image_key, retrieve the image size, reshape the image into one row matrix, get two
parts from the image, the first one to be used to generate the indices key for each of the first 15 blocks, the second
one to be used to generate the indices key for the last block (block 16), this step can be implemented applying the
following sequence of mat lab operations:
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ikey=imread("C:"\Users\Dr.Tayseer'Desktopidrziad MAVAV ad.jpg"):
[nnl nn2 nn3]=size(ikey);

ikevl=reshape{ikey,l.nnl*nnl*nn3);

kkl=ikevl{1.1:R);

[dd kev]l]==sort{kkl):

kk2=ikey1({1,15*E+1:3);

[dd key2]=sort(kl2);

Step 3:

Encryption: Encrypt each block of the first 15 blocks, then encrypt the last block. For encrypting each block of the
first 15 blocks the following sequence of operations can be used (by using the associated block):

fori=1:R
fi=lkeev1(i);
1 (i)=b1(£0);
end

The last block can be encrypted using the following sequence of operations:

fori=1:w
fi=leev2(i);
el6(i)=hl6(fi);
enil
Step 4:

Getting the encrypted speech: Combine the encrypted blocks in one row matrix, reshape the matrix to the speech file
size, this step can be implemented applying the following sequence of mat lab operations:

enl=[el e2 e3 ed eS e e7 e8 e9ell ell 12 213 e14 15 el6];
en=reshape(enlnl nl);

The decryption phase can be implemented applying the same steps by changing the encryption to decryption
applying the following:

for i=1:R
fi=find(lkeyl=—i);
d1{ij=el(ff):

end
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Implementation and Results Discussion

Several speech files were selected, the speech files were encrypted-decrypted using one block division (the speech
file without division), the encryption time, decryption time were measured, and the processing time was calculated
(Processing time is the summation of encryption and decryption times), table 2 shows the obtained results:

Table 2: Speed result without speech file division

Speech number Size (samples) Encryption time Decryption time Processing time
(seconds) (seconds) (seconds)
1 347858 0.0170 0.0170 318.2684
2 212552 0.0097 116.5690 116.5787
3 170944 0.0077 72.3859 72.3936
4 321536 0.0169 266.7623 266.7792
5 200704 0.0092 100.5777 100.5868
6 227328 0.0134 132.9138 132.9272
7 98015 0.0044 21.7122 21.7166
8 94819 0.0041 20.2591 20.2636
9 84691 0.0037 15.9214 15.9251
10 157413 0.0073 59.8649 50.8722

From table 2 we can see the following facts:
- The encryption time is low and it is acceptable.
- The decryption time is very high and it requires enhancement.
- Increasing the speech file size will rapidly increase the decryption time and thus the processing time will be
very high as shown in figure 7
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Figure 7: cryptography times without speech file blocking

The decryption time requires a lot of time, because searching the index in the indices key require a lot of time, and
this time will rapidly increase when increasing the speech file size. To reduce the decryption time, the speech file
must be small in size, so it must be divided into small blocks, each block is to be treated separately, table 3 shows
the cryptography times when dividing each speech signal into 16 blocks:

Table 3: Cryptography times when dividing speech file into 16 blocks

Speech number Encryption time Decryption time Processing time Processing time | Speed up of
(seconds) (seconds) (seconds) using 16 | (seconds) using blocking
blocks 1 block
1 2.8524 13.2685 16.1209 318.2684 19.7426
2 1.0136 5.0786 6.0922 116.5787 19.1357
3 0.6787 3.3872 4.0659 72.3936 17.8051
4 2.3039 11.3085 13.6124 266.7792 19.5982
5 0.9185 4.4826 5.4012 100.5868 18.6230
6 1.1592 5.7640 6.9232 132.9272 19.2003
7 0.2294 1.1970 1.4264 21.7166 15.2248
8 0.2213 1.1100 1.3313 20.2636 15.2209
9 0.1801 0.9193 1.0995 15.9251 14.4839
10 0.5749 2.9289 3.5038 59.8722 17.0878
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From table 3 we can see that blocking the speech file will enhance the efficiency of speech cryptography and will
speed up the process of speech cryptography as shown in table 3.

The proposed method was tested for sensitivity, a speech file was encrypted using the image_key shown in figure 6
and the encrypted speech was decrypted using the other image shown in figure 6, figure 8 shows the obtained speech
files, from this figure we can see that the decrypted speech is a damaged file and it is not identical to the source
speech file, which prove the sensitivity of the proposed method:

Source speech

x 10
Encrypted speech

Figure 8: Example of the method sensitivity

The proposed method was tested for quality, an image_key was selected as a private key in both the encryption and
decryption phases, figure 9 shows an example of speech files implementation:

Source speech

5
Encrypted speech %10

MSE=0.1585; PSNR=18.2646
CC=0.0017; NSCR=98.7711 %
(Low quality)

0 0.5 1 15 2 25 3 35
Decrypted speech % 10°

MSE=0; PSNR=infinite
CC=1; NSCR=0%
(High quality)

5 1 1.5 2 25 3 35
5

x10°

Figure 9: Quality of speech cryptography
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From figure 9 we can see that the proposed method satisfied the quality requirement in the encryption and
decryption phases by satisfying the requirements listed in table 1.

Conclusion

A simple, flexible, qualitied, sensitive, secure and efficient method of speech file cryptography was proposed. The
method simplified the encryption and decryption functions by using a simple replacement operation in each
function. The private key can be easily changed and replaced with another key without the need to change the
method algorithm. The method used a color image as a private key, this key was used to generate an indices key
required to apply the replacement operation in the encryption and decryption function. The proposed method was
very sensitive to the selected private key, any changes in this key in the decryption phase were considered as a
hacking attempts by producing a damaged decrypted speech files.

To enhance the speed of decryption the speech file was divided into blocks, using blocks speed up the process of
speech cryptography. The proposed method was tested for quality and the obtained results proved the quality of the
encrypted and decrypted speeches.
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