
Ismail Abdulkarim Adamu et al, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.3, March- 2024, pg. 44-56 

© 2024, IJCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden               44 

Available Online at www.ijcsmc.com 

International Journal of Computer Science and Mobile Computing 

A Monthly Journal of Computer Science and Information Technology 

ISSN 2320–088X 
IMPACT FACTOR: 7.056 

   

 IJCSMC, Vol. 13, Issue. 3, March 2024, pg.44 – 56 

A Review on Analytic Anomaly Detection of 

Fluid in Pipeline Using Machine Learning 
 

Ismail Abdulkarim Adamu
1
; Fatima Umar Zambuk

2
; 

Badamasi Imam Ya’u
2
; Hamza Hussaini

3
 

 

1
Gombe State Polytechnic, Bajoga 

2
Abubakar Tafawa Balewa University, Bauchi 

3
Robert Gordon University 

aaismail@gspb.edu.ng; fuzambuk@atbu.edu.ng; biyau@atbu.edu.ng; h.hussaini@rgu.ac.uk 

 

DOI: https://doi.org/10.47760/ijcsmc.2024.v13i03.005 

 

Abstract: 
Fluids such as water, oil, and gas are transported using pipelines in industries. Because of 

society's social, health, and economic importance, pipelines transporting these fluids should 

be properly managed. This paper presents a review of the anomaly detection of fluid 

transported via pipelines using Machine Learning (ML) approaches. We used the 

conventional method to search, filter, and include relevant papers available in the literature. 

We classified the included papers based on the fluids category, which includes water, oil, and 

gas. Numerous researchers propose solutions for detecting anomalies of fluid in pipelines in a 

generic way. Despite significant contributions from the available works in the literature, we 

identified the following gaps: lack of research available in the context of water abnormality 

detection; human and environmental factors are not considered in many works during 

experiments; lack of research on detection of the anomaly of fluid transported beneath soil. 

Keywords: Anomaly, Fluid, Pipeline, Machine Learning, Detection 

 

1. Introduction 
Pipeline networks are essential in transporting water, oil, and natural gas (Pérez-Pérez et al., 

2021). From time to time, these networks of the pipeline are susceptible to corrosion, aging, 

technical failures, environmental factors, human error, and many more leading to serious 

leakage (Pérez-Pérez et al., 2021). One of the essential activities in transporting fluids is the 

proactive detection and identification of oil and gas leakages in pipeline networks. Although 

identifying leakages in the pipelines is expedient, most industries do it manually (Aljameel et 

al., 2022; Cho, Kim, Gebreselassie, & Shin, 2018). This prevents companies from 

unnecessary loss (Bastian, Jaspreeth, Ranjith, & Jiji, 2019). Natural gas is recognized as one 

of the natural resources that play an essential responsibility in the business of energy domain 
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(Wang et al., 2020). Petroleum products are normally transported via underground carbon 

steel pipes, which require regular inspections (Feng, Li, Lu, Liu, & Ma, 2017). Monitoring and 

prevention of pipeline leakages also help safeguard the geologic reservoir for storing 

greenhouse gases (Hubert & Padovese, 2019). As ascertained in the literature, the intensity of 

damage due to pipeline leakages is beyond repair expense, considering the amount of oil and 

gas lost (Jena & Neogi, 2019). The damage can lead to the total collapse of the system and, 

the destruction of the equipment, affecting the socioeconomic activities of the enterprise 

(Pérez-Pérez et al., 2021; Wang et al., 2021; Xu, Du, & Zhang, 2019). 

This paper contributes to the body of knowledge and research with a comprehensive review 

of the anomalies of pipelines transporting various fluids and current the state-of-the-art 

proposed solutions together with their limitations. To the best of our knowledge, this is the 

first review of the research title.  

The remaining parts of the paper are Section 2, which presents the Research Question of the 

research; Section 3 describes the methodology of the paper; comprehensive literature is 

presented in Section 4; the Discussion part of the review is presented in Section 5; Section 6 

presents the Conclusion of the paper and Sections 6 and 7 present the Conclusion of the paper 

and Acknowledgement respectively. 

 

2. Research Questions 

i. What are the contemporary issues related to fluid anomalies in industries? 

ii. What are the cutting-edge ML research works available for solving fluid anomalies?  

 

3. Research Methodology 

To answer the research questions in Section 2, we used a conventional literature review 

approach to research relevant papers published in reputable journals. The search covered 

Scopus-indexed, IEEE, Web of Science, and Elsevier databases. The retrieved articles were 

filtered and included in this study based on title, abstract, conclusion, and experimental 

results. To cover as many relevant papers as possible, we adopt the snowballing method 

(Wohlin, 2014). 

 

4. Literature Review 
In this section, relevant literature has been reviewed, analyzed, and reported. 

In research intended to bring solutions to oil and water leakage (Jena & Neogi, 2019), the 

authors proposed a deep learning-based computer vision technique for detecting and 

monitoring fluids abnormalities transported via pipelines. They devised and implemented 

Convolution Neural Networks (CNN) coupled with image processing methods. The authors 

split the modeling phase into two: identification of leakage based on CNN and localization of 

leakage utilizing the sliding window method. An Adam optimization algorithm was used in 

their proposal with an achieved predictive probability of 81%. However, the authors fail to 

evaluate their proposed model with other metrics such as recall, precision, and F1 among 

others against existing approaches in the literature. 

To detect an injurious or noninjurious fault in the networked pipeline during inspection, 

(Feng et al., 2017) proposed a convolutional neural network technique using magnetic flux 

leakage images (MFL), one of the popular testing methods of leakages in the pipeline. The 

experiment was divided into two MFL image segments, the injurious and noninjurious fault 

identifications. The authors evaluated the performance of the proposed model in comparison 

with different defect identification methods such as neural networks, support vector machine, 

decision trees, and correlation-based methods. Their results showed that their model achieved 

an improved accuracy and robustness than the compared approaches. However, besides 
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accuracy, the authors did not report any result of other metrics in evaluating the performance 

of the proposed model. 

To accurately predict pipeline leakage in a petrochemical system, (Xu et al., 2019) proposed 

a model based on neural networks comprising of GAN and LSTM. The authors began with 

research on the characteristics of petrochemical data, where they found noise, high 

dimension, unbalanced, and temporal correlated types of data. The authors utilized the GAN 

approach to solve the imbalance challenge together with the LSTM classification in handling 

the temporal correlated data. With those approaches, the authors were able to classify and 

predict the condition of the pipeline leakage. The results of the experiment show that the 

neural network approach achieves two times F1 Score and three times AUC compared to 

existing approaches. Nonetheless, the approach needs to consider other factors such as the 

nature of workers' operations to improve the robustness of the proposed model. 

In research to tackle problems of gas emission, (Wang et al., 2020) developed and proposed a 

computer vision technique called GasNet for optical gas imaging-based leak detection. 

GasNet was designed and implemented utilizing a CNN, which was trained on methane leak 

images. The idea was to automatic detection process of gas leakage in pipelines.  The authors 

compared the GasNet with a baseline method-based optical flow algorithm. The results of 

their experiments show that GasNet with a moderate-complexity variant, outperformed the 

existing method with better accuracy and results across various distance. Nonetheless, 

GasNet being a novel approach, needs to be evaluated with more datasets and compared with 

more breakthrough techniques for the generalization of the approach.   

Pérez-Pérez et al. (2021) proposed a methodology based on the Artificial Neural Network 

(ANN) technique to detect water leakage in a pipeline. The methodology was complemented 

with an online measurement of the pressure and flow rate of the water in the pipeline, 

estimating the frictional component of the pipeline in locating the leakage spots in the pipe. 

Thus, ANN was designed in two stages, with the first stage calculating the frictional factor 

and flow, and the second stage locating the leak position in the pipe. The authors claim 

novelty and contributions as indicated from the results of their experiment. However, besides 

the validation of the proposed approach, the authors failed to report any evaluation of the 

proposed approach against the related existing techniques in the body of knowledge.   

To provide a solution for the early detection of carbon dioxide, a research work based on 

neural networks was conducted (Sinha et al., 2020). The authors exploited and experimented 

with several neural network architectures such as Multilayer Feedforward Neural Network 

(MFNN), Long Short-term Memory (LSTM), Convolutional neural networks (CNN), and 

Convolutional-LSTM (CONV-LSTM). To evaluate these models, the authors compared the 

models quantitively and qualitatively using MSE and scalability metrics. They found that 

neural networks can be useful in detecting anomalies and provide early warning for carbon 

dioxide with LSTM architecture performing as the highest detector. Although the authors 

contributed to identifying the importance of neural networks for the early detection of CO2, 

they need to evaluate the techniques with various datasets against existing proposals in the 

literature.  

A team of researchers utilized the power of deep learning techniques and proposed a visual 

inspection method and classification of pipeline corrosion (Bastian et al., 2019). The authors 

began with the manual development of dataset of more than 140,000 optical images of 

corroded pipes transporting water, thereafter, customizing a CNN for the classification of 

these corroded pipes into four categories (no, low-level, medium-level, and high-level 

corrosions). Their proposed approach was complemented by a localization algorithm using a 

recursive region-based technique. They evaluated their approach against ZFNet and VGGNet 

using distinct evaluation metrics. The result of their experiment shows their proposed 
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approach outperformed the existing models. Nonetheless, the proposed approach can be 

further evaluated with a larger dataset against other state-of-the-art algorithms.  

In an attempt to overcome the limitation of traditional methods of detecting the status of 

pipeline networks, research exploiting the benefits of neural networks was proposed (Hu, 

Zhang, Ma, & Wang, 2019). The detection method proposed is based on a Data 

Transformation Convolutional Neural Network (DT-CNN). To achieve the aim of the 

proposal, the authors first converted the eigenvalue distribution of data covariance matrices 

of the pipeline network to detect the status of the pipe based on Kullback-Leibler divergence. 

Furthermore, a modified CNN model was used to convert the largest eigenvectors of data 

covariance matrices to extract features. The performance of the proposed approach was 

evaluated against a Back-Propagation Neural Network (BPNN) and SVM under the same 

simulation environment. The result shows that the performance of the proposed model was 

improved compared to the standard approaches. However, the authors could not justify the 

reason for comparing their work with only BPNN and SVM. In addition, the proposed 

approach should also be validated using a real-life pipeline network.  

A CNN AlexNet model was employed to extract oil spillage from Synthetic Aperture Radar 

(SAR) images in a research study (Wang et al., 2021). The model was trained and optimized 

using Adam Optimizer. During the experiment, the authors applied a corrosion expansion 

technique coupled with the Gaussian filtering method to remove the errors. The modified 

AlexNet was evaluated on actual oil spillage SAR datasets against OTSU, FCM, and SVM. 

The experimental results show the modified AlexNet CNN outperformed the existing models. 

Although the authors reported the capability of YOLO prediction power, they fall short in 

comparing its performance with their proposed model.  

In another research, a two-way detection method was introduced to analyze the normality and 

abnormality of networked pipelines (Amini, Jing, Chen, Colin, & Meyer, 2020). In the 

method, the authors constructed feature vectors of the fluid flow pressure and leakage 

characteristics in the pipelines, which were normalized by the modified hyperbolic-tentent 

estimator. in the first step, the approach was augmented with ANN to detect the conditions of 

the pipe. Whereas, in the second step, the authors used simple logic to extricate leakage and 

transient form from abnormal time windows of the pipe. Compared to the existing approach 

concerning the F1 score, the proposed approach outperforms Linear Logistic Regression, 

Decision Tree, and Support Vector Machine. However, the proposed approach could not 

perform well with detection rate (DR) and False Alarm Rate (FAR). Furthermore, the 

approach should also be evaluated with other metrics such as MSA, accuracy, recall, and 

precision.  

A hybrid model consisting of a Deep Neural Network and Hidden Markov Model (DNN-

HMM) for identifying pipeline leaks was proposed (Zhang, Chen, & Li, 2021). The DNN 

was based on the Deep Relief Network (DRN), pre-trained based on Restricted Boltzmann 

Machines (RBM) targeted to process the potential pipeline emission. To evaluate the 

performance of the proposed model, the authors compared the DNN-HMM against the 

Gaussian Mixture Model-hidden Markov Model (GMM-HMM). The result shows that the 

DNN-HMM shows high potentialities for learning and better performance than GMM-HMM. 

A deep learning methodology was proposed to detect leakages of natural gas utilizing 

wellhead images (Melo, Costa, & Costa Filho, 2020). In the proposed methodology, a CNN 

was used to categorize digital pictures of CCTV of the wellhead with and without a natural 

gas leak. The methodology was complemented by a Gradient-weighted Class Activation 

Mapping Algorithm (Grad-CAM) to identify leakages. The results of the experiments showed 

that the performance of the proposed methodology outperformed the pre-trained networks 

with zero false negative values.  
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In another deep-learning proposed approach, a new ML method for identifying Volatile 

Organic Compounds (VOC) and Ammonia vapor was developed (Badawi et al., 2019). The 

method utilized a time-series data obtained by uncalibrated chemical and infrared sensors and 

processed using a DNN. To achieve the intended goal of the proposed approach, the authors 

used three different neural network algorithms, which are Additive neural networks 

(AddNet), generative adversarial neural (GAN) networks, and CNN. The experimental results 

showed that the combination of exploiting the raw time-series data from uncalibrated sensors 

and processing them using deep-learning-based methods yields an improved result compared 

to hand-crafted feature parameters. 

A tensor-based framework for detecting liquified natural gas (LNG) leakage was proposed by 

(Bin, Rahman, Rogers, & Liu, 2021). The framework was designed to discover the LNG 

leakage based on the surveillance thermal camera photos in the rural locality. The framework 

was split into two stages. The first stage consists of background subtraction of the potential 

LNG emission using tensor factorization. The second stage involves leakage classification 

utilizing a finite-state machine to syndicate the long and short terms of the tensors, which 

increases the sensitivity power of identifying the potential leakage of the LNG. The results of 

the experiment showed that the tensor-based approach promises better performance 

compared to existing classifiers.  

In another deep-learning approach, a regression-based DRN was proposed to detect an 

internal valve leakage in natural gas fields (Zhu, Li, Zhang, & Zhang, 2019). The proposed 

DBN was utilized to collect the signals of the internal leakage of a ball and plug valves using 

acoustic emission detection technology. The method was compared with existing methods 

and found that the nonlinear and unbalanced structures of the valve internal leakage signals 

could be best learned using the DBN model. 

Jiao, Jia, and Cai (2019) proposed an approach to detecting oil spills. The authors used 

Unmanned Aerial Vehicle (UAV) images of the pipeline to ensure intelligent management of 

oil production. A deep CNN model was constructed for the detection of oil spills. The model 

was complemented by adjusting the Otsu algorithm to finetune the results of the detection. 

Furthermore, the severity of the oil spills was automatically evaluated using the Maximally 

Stable Extremal Regions algorithm. The experiment shows that their proposed model 

decreases the cost of oil spill discovery significantly compared to the existing traditional 

inspection procedure.   

In a similar detection approach, Cho et al. (2018) proposed a DNN and Random Forest (RF) 

classifier to detect the sources of chemical leakages exploiting fence monitoring data, which 

were derived from computational fluid dynamics simulations. The authors used 6 time-series 

DNN structures and 3 RF structures during the training and testing of the model with 

improved prediction accuracy.  

Aljameel et al. (2022) proposed an abnormality detection model for oil and gas seepages 

based on ML.  The authors experimented with 5 ML algorithms including RF, SVM, KNN, 

GB, and DT. A performance comparison was done, which revealed that the SVM algorithms 

outperformed other algorithms in discovering pipeline leakage. The confusion matrix 

indicated that the proposed model could detect corrosion and differentiate their level (high or 

low). However, the authors used a numerical dataset during the experiment, which may 

reduce the detection rate compared to image datasets.  

Hubert and Padovese (2019) proposed an approach for detecting underwater gas leakage 

using Passive Acoustic Monitoring (PAM) and machine learning algorithms. The authors 

further proposed a hidden Markov model that integrates previous knowledge of possible 

leakages. To evaluate their proposals, they used data from simulated experiments off the 

Brazilian shore where they found the classification algorithm yielded good performance 
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results. However, the data from the simulation was small. This may compromise the 

performance of the proposed approach.  

In another study, Luo et al. (2021) proposed a deep-learning approach for the detection of 

tubular target leakages of air and underwater pipelines. Firstly, the authors exploited YOLO3 

detection network model in detecting the tubular target in optical images. The result of the 

target model was optimized covering dataset transformation, polygon frame selection, and 

simplification of the network detection structure and its output. The experimental results 

show recognition accuracy and recall rate of the tubular target were improved compared to 

YOLO3. Furthermore, the average detection time was also reduced. However, the proposed 

approach is limited to underwater and air detection. Thus, it could not detect pipeline 

networks within the soil.  

Ghorbani and Behzadan (2020) proposed an approach to identifying and locating an oil 

spillage using two deep learning models. The authors created an in-house dataset consisting 

of a set of images taken by UAV outsourced from the internet and exploited VGG-16 and 

mask R-CNN based on a CNN to achieve their goal. The VGG-16 was first used to classify 

images and predict the spill of the oil on these images. Secondly, the mask R-CNN was then 

used to for the segmentation to detect the oil spillage. The results of the experiments show 

that the VGG-16 yielded an improved accuracy while the mask R-CNN yielded an average 

precision and recall respectively. However, their proposed approach was not evaluated and 

compared against any existing work. 

In another attempt to detect fluid leakage, Rahimi, Alghassi, Ahsan, and Haider (2020) 

proposed a deep-learning model based on acoustic emission signals for detecting industrial 

oil leakage within plastic tanks. To achieve automatic detection of the oil, the authors 

implemented and compared 3 feature extraction methods. The approach was augmented by 

1D-CNN-based architecture to establish leakages. The results of the experiment show that the 

FFT-based feature extraction technique outperformed the other two feature extraction 

methods. However, their approach was not evaluated against any existing deep-learning oil 

detection approach. 

Li, Liu, Chai, He, and Gao (2019) proposed a new model for identifying small leaks in gas 

pipes based on a CNN. The authors collected acoustic signals of the leakages and 

transformed them into a frequency domain fed to multiple convolutional and pooling layers. 

They further developed a Softmax layer of the CNN to detect the sign of the acoustic signals. 

The results of the experiments show that their proposal is effective and performs better than 

the traditional CNN models (1D CNN and 2D CNN) with reduced implementation time. 

Nonetheless, the authors confined the proposal to small leakages mostly caused by humans. 

Furthermore, the approach was not evaluated against any existing study. 

A method for gas recognition based on a deep learning model was proposed in a study (Ma, 

Gao, Zhang, & Zhao, 2021). The deep learning model related to a sensor array response map 

to yield high accuracy in detecting Volatile Organic Compounds (VOCs). The authors 

applied an error-correcting output codes (ECOC) model and SVM classifiers to distinguish 

distinctive VOCs. The results show that the proposed method performed better than the 

single-sensor method in classifying the VOCs. Although the proposed approach claims 

promising results, the authors narrow the scope of the study to gas prediction without 

explicitly explaining the transmission medium. Furthermore, the work was not evaluated 

against any existing study.  
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5. Discussion 

Several approaches have contributed to the detection of anomalies in pipelines transporting 

water, oil, and gas in industries. This section discusses categories of research focusing on 

different fluids. Figure 1 shows the distribution of the approaches focusing on different fluids 

such as water, gas, and oil. The generic pipeline from the figure indicates the approaches that 

target all fluids transported in the pipeline. It can be observed that most of the researchers 

focus on anomaly detection of gas in pipeline networks followed by oil pipelines. Although 

water transportation via pipelines is more widely used than other fluids, there is low research 

concern in that area. This may be due to the commercial benefits of oil and gas over water.  

  
Table 1 summarizes the categories of approaches that contribute to anomaly detection of 

water transported in pipelines. From our literature, only two approaches were found available 

in the literature. Both approaches exploited the advantages of the ML algorithms in detecting 

water leakages using different methods such as the online measurement and recursive region 

methods.  

    

Table 1: Water Pipeline Anomaly Detection Approaches 

Source ML Algorithm Proposed 

Approach 

Limitation 

(Pérez-Pérez et al., 

2021) 

ANN online measurement 

of the pressure and 

flow rate of water.  

Not evaluated 

against the existing 

studies. 

(Bastian et al., 2019) DNN, CNN A localization 

algorithm based on a 

recursive region-

based method 

Small dataset; 

required evaluation 

against state-of-the-

art algorithms 

   

 

Table 2 lists available approaches in the literature that focus on the detection of oil anomalies 

in pipelines. Various techniques such as SAR images, UAV images, and acoustic emission 

signals were applied to detect anomalies of oil in industries. 

Figure 1: Distribution of Approaches Based on Fluids in Pipelines 
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Table 2: Oil Pipeline Anomaly Detection Approaches 

Source ML Algorithm Proposed 

Approach 

Limitation 

(Wang et al., 2021) CNN Modified AlexNet 

with Synthetic 

aperture radar (SAR) 

images 

The proposed 

approach not 

compared against 

capability of YOLO 

(Jiao et al., 2019) CNN Unmanned aerial 

vehicle (UAV) 

images and Otsu 

algorithm to finetune 

the results of the 

detection 

Although the 

approach cuts the 

cost of oil spillage 

detection. The 

authors could not 

describe the 

breakthrough 

performance of the 

proposed approach 

in comparison with 

the existing works. 

(Ghorbani & 

Behzadan, 2020) 

DNN (VGG-16 + R-

CNN 

Used an in-house 

dataset consisting of 

photos taken by 

unmanned aerial 

vehicles outsourced 

from the internet 

Failed to the 

evaluation results 

against existing 

studies. 

(Rahimi et al., 2020) CNN A deep-learning 

model based on 

acoustic emission 

signals + feature 

extraction methods 

(FFT transform, 

wavelet, and time-

domain) + 1D-CNN-

based architecture 

Failed to the 

evaluation results 

against existing 

studies. 

 

 

 

Table 3 summarizes the details of the approaches that contribute to the detection of gas 

anomalies in industries via pipeline networks. The table also highlights the limitations of 

each approach. To achieve the detection of gas seepage or any anomaly in the industry, the 

authors applied many techniques such as computer vision, tensor-based method, infrared 

sensors, and many more.  
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Table 3: Gas Pipeline Anomaly Detection Approaches 

Source ML Algorithm Proposed 

Approach 

Limitation 

(Wang et al., 2020) CNN  A computer vision 

approach called 

GasNet 

GasNet being a novel 

approach, needs to be 

evaluated with more datasets 

and compared with more 

techniques for the 

generalization. 

(Sinha et al., 2020) NN (MFNN, LSTM, 

CNN, and CONV-

LSTM) 

Comparative 

analysis of 

performance 

metrics. 

Require more datasets for 

comparison against existing 

proposals 

(Melo et al., 2020) DNN (CNN) Used wellhead 

images of CCTV + 

Gradient-weighted 

Class Activation 

Mapping Algorithm 

(Grad-CAM) 

Require evaluation of a model 

on unseen photos 

of various types of wellheads. 

(Badawi et al., 2019) DNN (AddNet, 

GAN and CNN) 

Used a time-series 

data obtained by 

uncalibrated 

chemical and 

infrared sensors 

Non-temporal global 

features during the experiments 

affected by 

the sensor drift, causing the 

dropdown of the accuracy. 

(Bin et al., 2021) DNN A tensor-based 

framework 

The methods rely on gray-scale  

images based on computer 

vision techniques. It can be 

improved by using higher-

dimensional 

thermographies. 

(Zhu et al., 2019) DNN A regression-based 

deep belief network 

(DBN) + Acoustic 

emission detection 

technology 

They used simulated signal that 

may affect the prediction of the 

leaking rate in a natural gas 

regulator due to uncontrollable 

factors. 

(Hubert & Padovese, 

2019) 

ML (RF and GBT) Passive Acoustic 

Monitoring + 

Hidden Markov 

Model 

The data from the simulation 

was small. Thus, 

compromising the performance 

of the proposed approach. 

(Li et al., 2019) CNN Acoustic signal of 

the leakage + a 

developed Softmax 

layer 

Approach confined to small 

leakages. Also not evaluated 

against any existing study 

(Ma et al., 2021) DNN (SVM) A sensor array 

response map + 

ECOC 

No transmission medium 

described. The work was not 

evaluated against any existing 

study.  
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In Table 4, the list of approaches that generally focus on the detection of anomalies of any 

fluid transported in the pipeline network is presented. Thus, any anomaly associated with any 

transported fluid could be detected from this category. The approaches also used various 

approaches such as Generative adversarial neural, the YOLO3 detection network model, and 

the rest to attain their goal.  

 

Table 4: Generic Pipeline Anomaly Detection Approaches 

Source ML Algorithm Proposed 

Approach 

Limitation 

(Jena & Neogi, 

2019) 

CNN Computer vision 

technique 

The authors fail to 

evaluate their 

proposed model with 

other metrics such as 

recall, precision, and 

F1 among others 

against existing 

approaches 

(Feng et al., 2017) CNN Magnetic flux 

leakage images 

(MFL) 

Besides accuracy, 

the authors did not 

report any result of 

other metrics in 

evaluating the 

performance of their 

model. 

(Xu et al., 2019) LSTM + GAN Generative 

adversarial neural 

(GAN) approach 

The failed to 

consider some 

factors like the 

nature of workers' 

operations. 

(Hu, Zhang, Ma, & 

Wang, 2019 

CNN Data transformation 

convolutional neural 

network (DT-CNN) 

+ Kullback-Leibler 

divergence 

The work lacks 

validation using 

real-life pipeline 

network. 

(Amini et al., 2020) ANN Feature vectors of 

the fluid flow 

pressure and leakage 

characteristics in the 

pipelines + 

Hyperbolic- tangent 

estimator 

The approach could 

not perform well 

with detection rate 

(DR) and false alarm 

rate (FAR). 

Furthermore, the 

approach should also 

be evaluated with 

other metrics such as 

MSA, accuracy, 

recall, and precision 

(Zhang et al., 2021) DNN + HMM Hybrid (DNN-

HMM) based on 

Deep Relief network 

(DRN), which was 

pre-trained using 

Only two damage 

indices (one time 

and frequency 

domain) were used 

to extract features 
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top-down restricted 

Boltzmann machines 

(RBM) 

from the negative 

pressure waves. 

(Cho et al., 2018) DNN + RF A fence monitoring 

data + 

Computational fluid 

dynamics 

simulations 

CFD simulations of 

leak accident 

scenarios data was 

used. For the 

generality of the 

model, real data 

should be collected 

and used. 

(Aljameel et al., 

2022) 

ML algorithms (RF, 

SVM, KNN, GB, 

DT) 

Performance 

comparison of the 

ML algorithms 

The authors used a 

numerical dataset 

during the 

experiment, which 

may reduce the 

detection rate 

compared to image 

datasets 

(Luo et al., 2021) DNN Used YOLO3 

detection network 

model 

The approach is 

confined to water 

and air surface 

detection. it could 

not detect pipeline 

networks within the 

soil. 

 

As discussed above, numerous studies, using distinct approaches and techniques have 

contributed to detecting anomalies of water, oil, and gas transported via pipeline networks. 

Although the approaches made significant contributions to the body of knowledge, and 

practice, each of the approaches reviewed in this paper has its limitations as highlighted in 

Tables 1, 2, 3, and 4. For instance, quite several authors such as (Ghorbani & Behzadan, 

2020; Pérez-Pérez et al., 2021; Rahimi et al., 2020) failed to evaluate their promising 

proposals against the existing literature.  

Some approaches like (Cho et al., 2018; Zhu et al., 2019) used simulated data in their 

experiments. To generalize the performance of the proposed techniques, the use of real data 

plays a substantial role in the experiment and alerts places for improvement.  As described in 

Tables 1, 2, and 3, some authors narrowed and confined the detection technique to certain 

fluids rather than addressing the problem in a broader context (see Table 4).  

The use of sufficient and efficient datasets also contributes to the quality of experiments. 

However, some researchers like (Aljameel et al., 2022) used numeric datasets to evaluate 

their approach, which can reduce the detection rate.  

It is observed that research on anomaly detection of water pipelining is given less attention. 

Researchers can utilize this gap to expand investigations on how to preserve and protect 

water channels using ML approaches. Furthermore, we discovered that human and 

environmental factors were given less attention in addressing issues related to the occurrence 

and prevention of fluid anomalies in industries.  

Another important gap we noticed from the literature is that there is a lack of research and 

technical solutions to anomalies of fluid transported under the soil or sand. Virtually, all 



Ismail Abdulkarim Adamu et al, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.3, March- 2024, pg. 44-56 

© 2024, IJCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden               55 

available approaches in the literature focus on the underwater pipelines or air and land 

surface pipelines.  

 

6. Conclusion 
In this research, a comprehensive literature review on anomaly detection of water, oil, and 

gas networks in pipelines was presented. Analytic studies based on ML techniques were 

surveyed and analyzed. Our review discovered numerous and significant contributions to 

detecting anomalies of pipelined fluids in industries. Despite such contributions, we 

identified areas that are open for researchers to focus on and contribute, especially improving 

the performance metrics of the existing models. For instance, we discovered that few research 

are available in the context of water anomaly detection. With the importance of water to 

mankind and society, more state-of-the-art techniques are required to secure and maintain 

water supply through the predictive approach of machine learning. Furthermore, the review 

revealed that factors such as human and environmental are neglected during the detection and 

analysis of machine learning-based fluid anomaly detection. Incorporating these factors could 

improve the validity of the proposed approaches. In addition, this paper also discovered that 

there is no or little research on detecting anomalies of fluid transported under the soil. Many 

industries transport fluid under the soil. It is imperative to investigate this area of research 

and provide an improved detection technique. 

In our future research, we intend to explore and hybridize deep learning algorithms coupled 

with human and environmental factors to improve the prediction and detection mechanism of 

fluid anomalies transported underwater, in the air, and under the soil.  
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