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Abstract— The repercussions of the 2008 financial crisis, growing regulation, and the digital revolution
are just a few of the reasons that have caused major changes in the banking and financial sectors in recent
years. The fintech phenomenon has emerged as a result of this change, completely altering the way
financial services are provided and used. The development of E-wallet security is a key component of this
change. The goal of this thorough review is to investigate how E-wallet security has developed, looking at
the difficulties, innovations, and potential directions in online transaction security. The article gives a
general review of fintech, e-wallets, and electronic payment systems while highlighting the significance of
security precautions in safeguarding private financial data. The survey also identifies the risks—such as
device, network, platform, and service risks—that come with digital payments. In order to guarantee the
security of digital payment systems, it also covers the importance of strong security measures, encryption,
data protection, and user awareness. Recommendations for strengthening online payment security and
guarding against unwanted access to personal accounts are included in the survey's conclusion.
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I. INTRODUCTION

In recent years, the banking and financial sectors have witnessed significant changes due to factors such as the
aftermath of the 2008 financial crisis and increasing regulation. These changes have created an opportunity for
the fintech phenomenon, driven by digital transformation. The emergence of new technologies and the
widespread use of digital devices have revolutionized the delivery and consumption of financial services,
leading to a wave of fintech innovations that offer faster, more convenient, and user-friendly options for
customers This has disrupted traditional financial institutions and opened up opportunities for new players in the
market.[1]
The transition from cash-based transactions to electronic-based transactions has become a prominent trend,
facilitated by the widespread connectivity of information and communication technology (ICT).[2]
Digitization and the use of the internet have brought about major changes in the global economy, resulting in the
emergence of various fintech applications that provide innovative financial services and solutions. Digital
payments have become increasingly prevalent in people's daily lives, with the payment system rapidly evolving
towards convenient, fast, and cost-effective digital forms of payment.[2][3]
The COVID-19 pandemic has further accelerated the adoption of digital payments, leading to a significant
increase in non-cash transactions. However, concerns about security and privacy among users hinder their
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widespread adoption. Risks associated with digital payments include service risk, device risk, network risk, and
platform risk. To address these concerns, robust security measures such as encryption and data protection are
crucial to ensure the safety of users' sensitive information.[2]

Fintech encompasses areas such as mobile payments, online lending, digital currencies, and robo-advisors,
driven by advancements in digital technology and the demand for more efficient financial services. While it
offers several benefits, it also presents regulatory challenges and concerns regarding consumer protection, data
privacy, and cybersecurity.[4]

This survey provides an overview of secure E-wallet readiness; by researching the latest published research.

The rest of this survey paper is organized as follows. Section II declares related work. Section III provides an
overview of Security of E-wallet. Then, the conclusion is given in Section IV Finally, abbreviations and their
meaning are given in table.3 section V.

II. RELATED WORK
E-wallets are an essential element in the financial technology scene, as they provide users with a safe and
convenient way to conduct digital transactions. E-wallets are the most prominent example of electronic payment
systems, which are one of the examples of financial technologies (Figure 1) [5].
These electronic payment systems act as digital platforms that facilitate the exchange of payments, allowing
users to conduct transactions online with ease. Electronic payment systems have revolutionized financial
transactions by eliminating the need for physical currency or traditional payment methods [3], [6].

Blockchain ~ Smart Contracts  Cryptocurrencies Distributed Ledger Digital Payments

E-wallet

Figure 1 — Digital Payment, FinTech and E-wallet

The term "fintech" refers to the combination of financial services and cutting-edge technology [1]. It
encompasses a wide range of innovative solutions that leverage technology to enhance financial services,
including electronic payment systems, mobile banking, blockchain, and other digital tools that streamline
financial processes. Fintech has the potential to improve efficiency, accessibility, and convenience in financial
transactions [7]. It has disrupted established financial systems, encouraging financial inclusion and spurring
industry innovation [8].

One prominent example of an electronic payment system is the e-wallet. E-wallets serve as digital platforms
where users can store their payment information, make online transactions, and manage their financial activities
in one convenient location. They act as an extension of existing financial services, linking to individuals' bank
accounts and storing personal data and identification information [6].

Security is of utmost importance in electronic payment systems and e-wallets, given the sensitive information
they store. Measures such as encryption, authentication protocols, and user awareness are crucial to ensure the
security of these platforms and protect users' valuable information [3], [6]. To secure an electronic wallet, it is
crucial to understand its components and business model.

The business models related to e-wallets in digital financial services can be categorized into different types. One
model is the bank-based model, where the customer has a contractual relationship with a licensed bank that
provides mobile financial services. The bank may outsource certain activities to service providers, but they are
responsible for the overall customer experience. Another model is the non-bank-based model, where the
customer has a contractual relationship with a licensed non-bank financial services provider. In this model, the
non-bank takes the lead in offering the product or service and managing the customer relationship.[9][10][11]
There are also operator-centric and bank-centric models, where mobile network operators and banks,
respectively, play a central role in providing mobile payment services. These models involve partnerships with
other financial institutions to facilitate transactions. The collaboration model involves cooperation between
different stakeholders, including banks, mobile network operators, and service providers, to create a
comprehensive mobile payment ecosystem. Lastly, the hybrid model combines elements of both the bank-led
and operator-led models, and it often involves partnerships between banks, mobile network operators, and other
stakeholders. [9][10][11]
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The Digital Financial Services (DFS) ecosystem refers to the interconnected network of digital financial services
and the stakeholders involved. It includes users, providers, technological platforms, payment systems, and
government policies and regulations. The goal of the DFS ecosystem is to support the financial needs of
individuals and businesses, promote financial inclusion, and contribute to economic growth.[11][12]

Within the DFS ecosystem, key elements of e-wallets include the mobile device, mobile wallets, merchants,
point of sale terminals, token service providers, acquirers, issuers, wallet service providers, and payment service
providers. These elements work together to enable secure and efficient digital wallet transactions.[9][10][13]

III. OVERVIEW OF SECURITY OF E-WALLET
In the realm of e-wallets, ensuring security is of utmost importance to build trust and confidence among users.
Cybersecurity plays a vital role in protecting systems, networks, and data from digital threats. It encompasses
various areas, including network security, application security, information security, and operational security.
Network security focuses on preventing unauthorized access and maintaining data integrity and confidentiality.
Application security involves ensuring software and devices are free from vulnerabilities. Information security
safeguards the privacy and integrity of data. Operational security involves implementing protocols for data
handling and protection.
[14], [15], [16], [17]
When it comes to electronic payment systems, there are fundamental security requirements that must be
addressed. These include confidentiality, authentication, data integrity, non-repudiation, and availability.
Confidentiality ensures that sensitive information remains undisclosed and inaccessible to unauthorized
individuals through encryption and secure communication protocols. Authentication verifies the identity of users
and entities involved in transactions. Data integrity ensures that data remains unaltered and uncorrupted during
transmission and storage. Non-repudiation deters individuals from denying their involvement in a transaction.
[18], [19], [20]
Unauthorized malicious users have the capability to execute various levels of attacks on mobile payment
systems (MPS). These attacks can be categorized in different ways, such as based on the targeted security
element or by classifying the attacks according to the affected wallet components. In Table 1 below, we present
an overview of the types of attacks that digital wallets may encounter:

Table 1: Different levels of attacks can be carried out on mobile payment systems

Attacks Against Description Source

Privacy These attacks compromise user PINs, granting unauthorized access to financial [18],[19],
assets. Attackers can steal user information from the mobile money database, [20]
including personal details like email addresses and names. Unscrupulous insiders
may also misuse sensitive data if they gain unauthorized access.

Authentication Attackers can impersonate authorized users through techniques like brute force [18], [19],
attacks, social engineering, phishing, spoofing, and Trojan horse attacks. These [20]
exploit vulnerabilities in the authentication process, compromising system
security.

Confidentiality Eavesdropping, guessing attacks, brute force attacks, and shoulder-surfing [18],19],
compromise the confidentiality of user information. Attackers intercept [20]
communication channels, gaining access to sensitive data like PINs and enabling
unauthorized transactions.

Integrity Insider attacks, salami attacks, and Man-in-the-Middle (MITM) attacks [18],19],
compromise the integrity of user information. These involve manipulating or [20]
intercepting communication to gain unauthorized control over data. Even
employees of financial institutions can conduct insider attacks.

Availability Adversaries disrupt system availability through mobile theft, Denial-of-Service [18],[19],
(DoS), and DDoS attacks. These overwhelm servers with fake traffic, blocking [20]
legitimate user requests and rendering the service unavailable.

Mobile Money This attack involves accessing users' PINs through shoulder-surfing when the PIN  [18], [19],

Users is visible. With a PIN of only four to five digits, attackers can fraudulently make [20]
transactions. Brute force attacks are also possible due to the simplicity of the PIN.

Compromise of Attackers can hack and control mobile money service (MMYS) traffic, [18], [19],

Money manipulating accounts to make unauthorized transactions. This attack can disrupt [20]

Communication the availability and integrity of the system.

Channels

Mobile Money Attackers can overwhelm the server with fake traffic, causing it to become [18], [19],
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App Server unavailable to both agents and users. They may also install malware on the server [20]
to deduct funds from wallets without detection.
IT Administrator = Unauthorized individuals can hack the administrator's computer, making it [18], [19],
inaccessible by changing its credentials. [20]
Mobile Money Attackers can steal the PINs of commission agents using shoulder-surfing [18], [19],
Agents techniques. They may also repeatedly input wrong PINs to access the agent's PIN [20]

and gain unauthorized access to their float accounts.

Bank's Server Adversaries can launch distributed denial-of-service (DDoS) attacks on the bank's | [18], [19],

server, making it unavailable to users attempting to perform transactions. [20]
Notification Attackers can modify messages sent through notification channels, potentially [18],[19],
Message leading to unauthorized actions or misinformation. [20]
Channels

Protecting against attacks is crucial for the security of mobile payment systems. These attacks can target privacy,
authentication, confidentiality, integrity, and availability. Privacy attacks compromise user PINs and steal
sensitive information from databases. Authentication attacks involve impersonating authorized users through
various techniques. Confidentiality attacks compromise the confidentiality of user information through
eavesdropping and intercepting communication channels. Integrity attacks manipulate or intercept
communication to gain unauthorized control over data. Availability attacks disrupt system availability through
theft, denial-of-service (DoS), and distributed denial-of-service (DDoS) attacks.

To protect against these attacks, robust security measures must be implemented, including encryption, secure
authentication methods, and monitoring systems for suspicious activities. Educating users and agents about best
practices is crucial, and continuous monitoring and updating of the system are necessary to address emerging
vulnerabilities.[18], [19], [20]

It's important to note that these classifications are not mutually exclusive, and threats can overlap across
different categories. Digital wallet providers employ various security measures to mitigate these threats, such as
encryption, two-factor authentication, and transaction monitoring. Users can also take precautions by using
strong passwords, keeping their devices updated, and being cautious while conducting transactions online. In the
following table 2 summarizing threats to digital wallets based on the affected information security elements,
along with vulnerabilities, risks, and possible controls to address those risks: [9], [18], [19], [20], [21]

Table 2: Threats, Vulnerabilities and Security Measures/Controls in the Digital Wallets
Element of Threat Vulnerability/Risk Control/Measure
Information
Security
Access Control Attacks against

Failure to perform Enforce maximum login attempts,

credentials login monitoring implement robust monitoring
Access Control Attacks against Insufficient internal Establish a Demilitarized Zone
systems system protection (DMZ)
Authentication Attacks against Risk of brute-force Use longer, less predictable PINs,
credentials attacks verify server connections
Authentication Attacks against Risk of credential- Verify server connections and use
credentials stealing through Man- = trusted servers
in-the-Middle
Authentication Compromise of DFS Tampering and Implement strong multi-factor
Services unauthorized changes | authentication, validate data
Availability Compromise of DFS Outages and efficient =~ Remove default accounts, review
Infrastructure recovery installation, use security software
Availability Malware attacks Risks of malware Use updated security software,
attacks, outages, and install from reliable sources
unauthorized access
Auvailability, Denial of Service Lack of monitoring Use firewalls, traffic filters, and
Communication Attacks network traffic and CAPTCHAs
individual packets
Communication Code Exploitation Compromise due to Ensure proper design and
Security Attacks reliance on operating implementation of security libraries

system security
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Data Confidentiality

Data Integrity

Non-repudiation
Privacy
Privacy

Privacy

Data Confidentiality

Access Control

Access Control

Access Control

Access Control

Access Control

Access Control

Authentication

Authentication

Authentication

Authentication
Availability

Availability and
Confidentiality

Communication
Security

Zero-Day Attacks

Insider Attacks

Insider Attacks
Data Misuse
Unintended Disclosure

Unintended Disclosure

Account and Session
Hijacking

Account and Session
Hijacking
Insider Attacks

Insider Attacks

Man-in-the-middle and
social engineering
attacks

Compromise of DFS
Infrastructure
Unauthorized access to
DEFES data

Account and Session
Hijacking
Attacks against

credentials

Man-in-the-middle and
social engineering
attacks

Unauthorized Access to
Mobile Devices
Malware attacks
Malware attacks

Account and Session
Hijacking

Risks to
confidentiality, access
control, and
availability

Data inconsistencies
and challenges in data
analysis

Lack of non-
repudiation

Risk of sensitive data
exposure

Risk of exposing
customer information
Risk of exposing
customer information
during transactions
Weak encryption
algorithms for
password storage
Inadequate controls
on user sessions

Risk of data exposure
and modification on
critical operations
Risk to access control,
unauthorized access to
sensitive information
Risk to access control
and prevent
unauthorized access
Risk of unauthorized
access and data breach
Insufficient user
access control and
monitoring
Vulnerability of
inadequate controls on
dormant accounts
Risk of authentication
security with simple
PINs

Risk of missing or
inadequate account
configuration and
authorization controls
Risk of DFS user
account takeover
Risk to availability
and outside attacks
Risk to availability
and confidentiality of
mobile devices
Vulnerability of
unauthorized access to
user data

Prioritize patching systems,
implement backup strategies

Synchronize clocks, use secure
deployment of protocols

Use robust logging mechanisms
and digital signatures

Remove sensitive data from trace
logs, limit information sharing
Remove sensitive data from trace
logs, limit information sharing
Follow best practices for data
protection

Use strong cryptographic hashing
algorithms

Implement timeouts, auto logouts,
password complexity

Apply the four-eye principle,
control access

Control access, enforce user
authentication

Accept trusted keys and
certificates, protect them from
unauthorized disclosure
Implement multi-factor
authentication

Enhance user authentication,
improve network monitoring

Validate dormant accounts, reduce
risk of unauthorized takeovers

Use strong authentication
mechanisms, longer or
alphanumeric PINs

Implement user authentication and
authorization controls

Verify user identity, prevent
unauthorized access

Regular security scans and testing,
robust defenses

Demand regular updates,
collaborate to address
vulnerabilities

Do not rely on client-side
authentication or authorization
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IV. CONCLUSION
The demand for technology is indeed growing at a rapid pace in today's world. Financial technology, also known
as fintech, has emerged as a means to reach a larger segment of the population beyond traditional banks and
financial institutions. It promotes the use of electronic cash and enables greater financial inclusion.
With this in mind, the purpose of this survey is to conduct a comprehensive survey on the readiness of electronic
wallets in providing secure financial services. The research aims to explore the various aspects of electronic
payments, digital wallets, and their security.

V. ABBREVIATIONS

Abbreviation Meaning
COVID-19 Coronavirus Disease 2019
DFS Digital Financial Services
DMZ Demilitarized Zone
DoS Denial-of-Service
DDoS Distributed Denial-of-Service
E-wallet Electronic Wallet
ICT Information And Communication Technology
MITM Man-in-the-Middle
MMS Mobile Money Service
MPS Mobile Payment Systems
PIN Personal Identification Number

Table (3) Abbreviation Meaning
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