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Abstract-- This page has information on how to update (upgrade) Symantec Data Centre Security agent on
NetBackup Appliances.

Updating SDCS agent

Merging NetBackup IPS, IDS Policies with SDCS Server Base Policies
SDCS packages installed on the Appliance.

Related articles

Modes
Two modes of operation be planned for the NetBackup environment:

A strict mode that is designed to meet the requirements of the Rule
A less strict mode that allows more flexibility and places more procedural responsibilities on the
regulated entity (customer). For example, an authorized user could remove or shorten a retention

period after it is applied to a record.
When naming these modes, consider the following terms.

Strict Mode Less Strict Mode
Compliance Mode Enterprise Mode
Governance Mode
Locked Unlocked

After a NetBackup Image (i.e. the file system, object store, database, etc. that is backed
up as a single object) is set to the strict mode (Compliance mode), the solution must
prohibit changing it to the less strict mode (Enterprise mode).
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Retention Types

Three types of retention periods typically used by businesses:

Type of Retention Period | Definition

1 | Fixed-Time retention Retention is set for a specified contiguous period of time from the date and time
period the Image is created and stored. An example is "6 Years."

Optional names: With Fixed-Time retention periods, the retention expiration date for each Image

Time-based retention can be calculated when the Image is created or stored.

period Optionally, a more robust variation to this type of retention period is to accumulate
Images for a period of time (e.g., a calendar year or fiscal year), after which the
Images must be retained for a fixed final retention period. Examples include "End
of Calendar Year + 6 Years" and "End of Fiscal Year + 6 Years."
For the example of "End of Calendar Year + 6 Years," images created/stored
between January 1 and December 31 of 2020 will be kept through December 31,
2026. Thus, the records created/stored on January 1 are kept almost one year
longer than those created/stored on December 31.

2 | Event-based retention Images are retained indefinitely until a specified event occurs (e.g., an account
period closes or an employee terminates), after which the images must be retained for a
Optional names: fixed final retention period. An example is "Account Closure + 6 Years."
Event-time-based retention | With event-based retention periods, the retention expiration date cannot be
period calculated until after the retention event or condition has occurred.

Conditional retention period | For event-based retention periods, in strict mode (Compliance mode), it is
Event plus time retention important that the fixed period of time be applied as a minimum retention period.
period With the example of "Account Closure + 6 Years," the solution must require the
image to be kept for a minimum of 6 Years, because an account will always be
open at least one day.
Note: Event-based retention is not likely to apply to Veritas NetBackup, since each
Image contains a broad set of content; therefore, it is unlikely for a single event to
apply to all content in the Image.

3 | Permanent Images are kept forever. For Images stored electronically, migration will be

required to prevent technological obsolescence.

Definitions

Following definitions are to aid in future discussions. The first column lists various terms
that often have the same meaning.

Term

Definition

Record
Record Object
Record Blob

Regulators use the phrase “books and records” to describe information about certain
business transactions, customers, personnel and other administrative activities that must
be retained under the Rules. An electronically stored record (e.g., data, file, object) is
comprised of (1) complete content, (2) associated system metadata and (3) custom
metadata. Assuming Veritas does not capture and maintain a catalog of individual
content for a given Image, the entire Image that contains books and records would
be considered arecord for regulatory purposes.

Non-Record

Not all electronically stored content (data, files, objects) need to be protected as
“records.” For example, an Image that Veritas stores hourly may not be protected as a
"record” and instead, only the last hourly (one daily) image may be protected as a final
business record.

If Veritas NetBackup will store both protected records and non-records, a mechanism
must exist to flag or identify those Images that are final protected records and therefore
subject to retention under the Rule.

Immutable
Unchangeable

Record contents and system metadata (e.g., creation/storage date and time, unique
identifier) cannot be modified or overwritten by any user (including Root) or any
administrator.

immutability last the full lifespan of the record (i.e., from creation through deletion).
Optionally, immutability may only apply until the record is eligible for destruction. For
example, during the period when the record is unprotected and eligible for deletion, it
may be editable, though this is not the preferred approach.
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Retention expiration date
Retain until date and time

The record must be immutably retained without the ability to delete, overwrite or change
until this specified date.

When the date is in the past, the record is eligible for deletion, unless another condition
(e.g., a hold) requires ongoing preservation.

Retention policy
Retention rule

A description of the time period that records must be kept, e.g., “6 Years” or “Account
Closure + 6 Years.” A policy may be reusable and when applied to an Image (e.g., a

Retention period record), triggers the assignment of a Retention Expiration Date.

I. UPDATING SDCS AGENT
Work with Product Management and Security Architect to identify the version of SDCS agent to be updated
on the NetBackup Appliance for the upcoming release.
There could be two categories of updates.
SDCS agent update
This is due to known issues fixed with that release or recommendation to move to the latest version.

SDCS kmod package only update

Symantec doesn't always release SDCS agent for each of the new Red Hat/OS kernel updates. They release SDCS
kmod package compatible for the new kernels. If Appliances are planning to move to latest Red Hat/ OS kernel
version, check with Symantec if they are providing a new sdcs kmod package.

Refer to Symantec public documentation on "Supported Kernels and Operating System versions” for the
specified SDCS agent version.
https://support.symantec.com/en_US/product.data-center-security-server-advanced.html

Reach out to Symantec Support/Engineering for the following binaries.
agent64-linux-rhel7.bin (SDCS agent - Installed on the NetBackup Appliance)
server.exe (SDCS server - Installed on Windows 2008 R2)

console.exe (SDCS management console - Installed on Windows 2008 R2)

sdcss-kmod-<xxxx>.rpm (SDCS kmod package supporting new/latest kernel - Installed on NetBackup Appliance)
Note: Depending on the type of update it requires only certain packages to be updated on Appliance.
Example: SDCS kmod package only update requires only sdcss-kmod rpm.
SDCS agent update might require all the packages (agent, server, console, sdcs kmod)

Install latest NetBackup Appliance 1SO which has the target Red Hat /OS kernel update and has the sdcs older agent
that is planned for upgrade.

Example: If we plan to update SDCS agent 67mp3 to SDCS agent 6.8, then install the NBA 1SO which has new
Red Hat/OS kernel version and SDCS agent 67mp3

Uninstall the SDCS agent and sdcss-kmod package.

Elevate to the root shell.

Stop the SDCS daemons (/etc/initd/sisidsagent stop;/etc/init.d/sisidsagent stop; /etc/init.d/sisipsutil stop)
Uninstall the SDCS packages (rpm -e sdcss-kmod-6.7.3-287.el7.x86_64; rpm -e sdcss-6.7.3-1473.el7.x86_64)
Reboot the appliance to unload the RTFIM and IPS kernel drivers.

Copy the new agent and sdcss-kmod package to the location /opt/scsp on the NetBackup Appliance
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Install new SDCS agent and sdcss-kmod packages using NetBackup Appliance SDCS agent install
scripts/opt/IMAppliance/scripts/sdcs/python/sdcs_deploy.py -r /opt/scsp -i

Configure SDCS policies (it could be with existing SDCS policies or new merged policies). It is recommended to
merge NetBackup SDCS Policies with SDCS Agent/Server's new base policies. Refer to Section "Merging
NetBackup IPS, IDS policies with SDCS Server base
policies"/opt/IMAppliance/scripts/sdcs/python/sdcs_deploy.py -r /opt/scsp -¢

Perform sanity testing (Ex: reboot, override sdcs , check if access to /etc/passwd is disabled, basic security test
cases)

If there are no regressions and new issues observed, provide the SDCS agent and SDCS kmod packages to Platform-
X/VxOS team.

Platform-X/VxOS would add this new SDCS agent and generate a new Platform-X/VxOS build.
. Perform required sanity testing on Platform-x/VxoS pipelines before being promoted.
NetBackup Appliance mainline can then consume new Platform-X/VVxOS build by updating the NBA Make file

(update build tag value referencing to Platform-X/VxQOS build version)
https://stash.veritas.com/projects/AS/repos/nba/browse/Makefile

If SDCS policies are also updated, ensure that promotion of Platform-X/VxOS which has new SDCS agent and the
new SDCS policies are merged to mainline at the same time.

Continue to monitor CI automation regression tests results for some time to detect if any regressions were caused by
the new agent.

1. MERGING NETBACKUP IPS, IDS POLICIES WITH SDCS SERVER BASE POLICIES
Install and configure target SDCS server and Console.

Copy the latest SDCS policies (SDCSSPolicies.zip) from the mainline (nba git repository) onto the target SDCS server.
Extract SDCSPolicies.zip to obtain Prevention and Detection Policies

3R NetBackup Appliance Detection Policy
2R NetBackup Appliance Prevention Policy 6/13/2016 2:04 AM  WinRAR ZIP archive
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D. Import the Prevention and Detection policies on the target SDCS Server using SDCS management console.
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Merge the policy with base policy sym_unix_protection_shp
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Provide revision comments for the change in the policy
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Select the imported policy (Detection) = Update Policy and Select Unix_Baseline_Detection
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Provide revision comments for the change in the policy
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Login to Symantec Data Centre Security Web Console ( https://<sdcs_server _name>:8443/webportal/ )
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K. Select the Server option with the top right drop down selection.

.engba.veritas.com - Remote Desktop Connection - O X
X @ DosUMe x + =l@l % | A
eritas.com B443 febportal /1 o ¢ 8
Unified Managernent Console g desadmin ?
licy Tuning - Widgets Server |

nt Console (UMY is 3 web-hased console for public and private clouc protection.

“the Symantec™ Data Center Security (DCS) products. A user with the UMC Administrator role has 2l the required rights and permissions to configure and set up DCS. Perform the following steps to set up and start using DCS

) DD DD [

S T

L. Create a Security Group by selecting +. While creating the Security Group select the IPS and IDS policies which were recently
merged/updated.
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M. Go to Assets. Apply the newly created "Security Group" to an asset/Appliance ( which was already configured with the SDCS
Server )

Assizn Security Group

Add selected asset to security group

Please Select Security Groun

Default
Default Security Group
MerzedSDCSPelides
NBA_313 VPFS_Role_Cenfig_Resolution
ReTestVPFS_RoleConfig_NBA313
Legacy
5.29Urnix

5.2 9 Windows Core
50 OiWindme Limirar Evarting

N. Follow the directions specified with the following link to obtain new SDCS Policies that could be updated with the source code.
a. SDCSTOI

b. SDCS TOl#updatepolicies

I11. SDCS PACKAGES INSTALLED ON THE APPLIANCE
sdcs-release-1.0.0-6.el7.x86_64

VxOS/Platform-X packages the agent binary in this rpm. SDCS agent binary is copied at /opt/scsp after installing this rpm.
#rpm -gslv sdcs-release-1.0.0-6.el7.x86_64

normal -r--r--r-- 1root root 2368 May 29 2018 /opt/scsp/agent-cert.ssl
normal -FWX------ 1root root 6098310 May 29 2018 /opt/scsp/agent64-linux-rhel7.bin
normal -FWX------ 1root root 1413140 May 29 2018 /opt/scsp/sdcss-kmod-6.7.3.287.el7.x86_64.rpm

sdcss-kmod-6.7.3-287.e17.x86_64

This is the sdcs kernel module rpm. Symantec releases kmod packages as new Red Hat OS/kernel versions are qualified.
This package contains RTFIM and SISFIM kernel module compiled with the latest Red Hat kernel.

#rpm -gslv sdcss-kmod-6.7.3-287.el7.x86_64

normal -PWX------ 1root root 2337 May 20, 2016, /etc/init.d/sisids.init
normal -PWX------ 1root root 3299 May 4, 2017, /etc/init.d/sisips.init
normal -PWX------ 1root root 1215 Jun 26, 2015, /etc/init.d/sisips.nfsd
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-rwxr-x--- 1 root
-MW=------ 1 root
-MW=------ 1 root
“IWenmmmnm 1 root
“IWenmmmnm 1 root
-rw-r--r-- 1 root
-MWX------ 1 root
-rWX------ 1 root
-rWx------ 1 root
-rWx------ 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

sdcss-6.7.3-1473.el7.x86_64

This package is automatically installed/configured when the SDCS agent is installed on the host
VRTSsdcs-agent-install-1.0.2-99999920190201140425.x86_64
This package contains SDCS agent installation and policy configuration script

root

root
root
root
root
root

root
root
root
root
root

root

33790 Dec 20, 2017, /etc/symantec/sis/rc.functions
1086 Apr 26, 2018, /etc/symantec/sis/sisfim_kernels.txt
1086 Apr 26, 2018, /etc/symantec/sis/sisips_kernels.txt

422403 May 15, 2018, /opt/Symantec/sdcssagent/IDS/driver/linux-rhel7-fim.tar.gz

1027569 May 15, 2018, /opt/Symantec/sdcssagent/IPS/driver/linux-rhel7 tar.g
492 May 15, 2018, /opt/Symantec/sdcssagent/docs/sdcss-kmod.MD5SUMS
1848 Jan 1 2018 /opt/Symantec/sdcssagent/lib/kmod_postinstall
2346 Jul 3 2017 /opt/Symantec/sdcssagent/lib/kmod_postremove
3991 May 15 2018 /opt/Symantec/sdcssagent/lib/kmod_preinstall
1484 Jun 29 2017 /opt/Symantec/sdcssagent/lib/kmod_preremove
449 Nov 8 2014 /usr/lib/systemd/system/sisips-init.service
447 Jul 2 2015 /usr/lib/systemd/system/sisips-nfsd.service
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