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Abstract: Rapid growth and improvement in software development have prompted the use of cutting-edge
designs, methodologies, techniques, and tools to provide software solutions of the highest calibre. However,
guaranteeing dependable, practical, affordable, and high-quality software solutions requires more than just
programming expertise. To improve software solutions, developers need to take into account many facets of the
Software Development Life Cycle (SDLC). This entails having the ability to think critically and analytically,
conceiving of practical business scenarios, and prioritising quality control via extensive testing. Moreover,
thorough project requirements and scope, outsourcing choices, prudent project planning, and agile approaches
for managing requirement modifications may all lead to software solutions that are affordable. Using
contemporary API-based architectures that enable the automation of governmental processes is one method to
do this. A thorough overview of contemporary APIl-based designs for the automation of governmental
processes is given in this chapter. All pertinent subjects are covered in the paper, including the fundamentals of
API architecture, the benefits of using APIs in the government, and how to incorporate APIs into already-
existing government systems. In pharmacology, since there are many diverse databases covering many fields
(such as biology and chemistry), combining information is a major difficulty. The Open PHACTS group has
created the Open PHACTS Discovery Platform, which uses Linked Data to provide integrated access to
pharmacology databases, in order to solve this issue. There are several apps that interface with the platform,
which has been visited more than 13.5 million times from its inception in April 2013 and March 2014. In this
paper, we address how the traditional Linked Data Application Framework might be extended by Application
Programming Interfaces to enable data integration. We also demonstrate how this enhanced architecture is
implemented in the Open PHACTS Discovering Platform.

Keywords: Software Development Life Cycle (SDLC), Open PHACTS, Linked Data Application Architecture,

API Design, Software Products, Pharmacology Databases, Government Systems, Cost-Effective, Application
Programming, API-Based Architectures.
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I.  INTRODUCTION
Software integration is a crucial component of software development that requires
consideration. The process of merging various software modules, subsystems, or components
to guarantee their smooth functioning as a single system is known as software integration. It
is essential for attaining data consistency, interoperability, and effective communication
across different software systems [1, 2]. Addressing the difficulties and complexity
associated with computer integration in manufacturing endeavours is the main goal of this
study [3]. In order to provide industry-leading software integration solutions, industrial
software integration projects often include merging many technologies, databases,
applications, and interfaces [2, 4].
For software components to be successfully integrated and high-quality solutions to be
delivered, these projects need careful planning, coordination, [3, 4], and execution. There is
still a large lack of resources that expressly address the creation of generic software
integration frameworks, despite the fact that many research publications suggest software
development frameworks for certain sectors, such as the military and education [5, 6].
This gap prevents developers from receiving thorough direction in this crucial area, which
makes it more difficult for them to succeed in industrial software integration projects. This
study suggests a thorough and general software integration architecture to close this gap and
provide developers the required direction [7, 8]. The framework, which is especially
designed for software integration projects, will act as a roadmap, providing detailed
instructions through every stage of the software life cycle during development [8, 9].
This framework seeks to enable developers to effectively undertake industrial application
integration operations and provide dependable, practical, [8, 9], and high-quality software
solutions by giving them an organised methodology and insights from actual software
integration projects.
The need to analyse data obtained from many sources is a major problem in contemporary
information systems. In the biological sciences, where overcoming data barriers is essential
to the field, this is especially clear [8, 9]. For instance, a key goal in drug development
(pharmacology) is to relate chemistry knowledge to biology knowledge so that scientists may
assess a chemical's possible effects on a biological system [9, 10].
The quantity of databases accessible and the diversity of their schemata provide a significant
challenge in data integration for the biological sciences. These may change over time, even
when integrating over a limited number of schemata [11]. In essence, the data modelling of
the underpinning datasets evolves together with the research itself. In pharmacology, for
instance, the concept of a target—that is, the biological system that a cell affects—was
primarily defined as a specific protein. However, new drugs are being established that affect
groups of proteins, which alters how one models the concept of a target in a database of
chemical experiments [11, 12]. Halvey developed the idea of dataspaces to deal with
situations where there are many diverse datasets with different schemata.
Application Programming Interfaces (APIs) are essential for facilitating software integration
and functioning in the rapidly changing world of digital technology [14]. It is impossible to
overestimate the significance of well-designed APIs as the foundation of contemporary
online and mobile apps [15]. In addition to improving speed, an effective API is essential to
the scalability and dependability of software systems.  Furthermore, the need for
comprehensive safety precautions in APl development and operation becomes essential as
cybersecurity threats change. Furthermore, [15], the acceptance and success of the API are
dictated by the total user experience, which is primarily influenced by its usability.
This study examines four core facets of API strategy—security, usability, and efficiency—
through a thorough analysis backed by quantitative research and mathematical modelling. In
order to guarantee maximum efficiency and user happiness, we examine sophisticated load
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balancing strategies, the effectiveness of different caching technologies, and the tactical use
of rate limiting [16]. The implementation of safe authentication mechanisms and preventive
actions against common threats are part of the security analysis. Developing user-friendly
and intuitive APIs that enable smooth integration and developer involvement is the main goal
in terms of usability [16]. The study attempts to provide useful insights and practical advice
that may greatly enhance API development and administration practices by looking at these
components through the prism of quantitative analysis. The framework for a thorough
examination of the intricacies of API design and the strategic factors that need to guide its
lifetime management is established by this introduction [17].

Il.  PRINCIPLES OF API DESIGN

2.1 Efficiency in Design
An API's performance is greatly impacted by its efficiency, which has an effect on latency
and throughput—two factors that are essential for user happiness and system scalability. The
overall effectiveness of an API is largely determined by design decisions, ranging from the
configuration of the end points of the API to the data serialisation formats used [18, 19].
Despite its versatility, RESTful APIs may have higher latency as a result of over- or under-
fetching data, according to a thorough analysis of API design patterns. By enabling
customers to define precisely what data is required, Graph-QL proves to be an effective
substitute, minimising needless data transmission and enhancing latency [19, 20]. The choice
of data serialisation format may have a big influence on throughput, or how many requests a
system can process in a certain amount of time. Although JSON is accessible by humans,
performance may be negatively impacted by its potential inefficiency compared to binary
formats such as Protocol Buffers are in terms of parser and serialisation time [20, 21].

2.2 Security Considerations
In API design, security includes protecting availability, confidentiality, and data integrity
[22]. Mitigating vulnerabilities and guarding against illegal access and data breaches require
integrating safety measures from the beginning. Man-in-the-Middle (MitM) attacks, in which
communications between the client and server are intercepted, and SQL injection, in which
an attacker manipulates a SQL query via the API input, are frequent dangers to APIs [22, 23].
TLS encryption and parameterised queries are crucial for thwarting them. While JSON Web
Tokens (JWT) give a way to securely transfer data between parties as a JSON object, OAuth
2.0 offers a strong foundation for safe client-server authentication [23]. Calculating the
possible effect of threats to security and their probability of occurring is part of an analysis of
quantitative risk.

2.3 Enhancing Usability
In order to promote a pleasant developer experience and enable smooth integration, usability
in API design makes sure that APIs are accessible and easy to use. Consistent naming
standards [23, 24], thorough documentation, and actionable notifications of errors [25] are all
ways to improve an API's usability. These components speed up the integration process and
lessen the developer's cognitive strain. Furthermore, using versioning techniques like
semantic versioning facilitates change management without interfering with already-existing
integrations.
Data is integrated in a pay-as-you-go manner, with mappings determined by user
requirements, as opposed to creating a global schema and integrated data upfront [25].
According to Bizer, Linked Data is an illustration of a global dataspace. Indeed, there are a
number of advantages to using linked data when building dataspace-style systems:

e Using RDF eliminates syntactic data integration problems;

e |t facilitates the expression of mappings by using a global name system (such as URLS) to
enable the reference of identities across datasets; [26]
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e The same protocols and query programming languages (like SPARQL) may be used to access
data and schema (like RDFs and OWL);
These qualities make it possible for partners to share effort [26, 27]. Data integration is no
longer only the responsibility of the data provider or consumer; other parties may now
participate.

e Nevertheless, the issue of how much and when to pay still remains for any of these
contributions?

e Translated: where should the money be spent on creating schemata, mappings, and data
harmonisation given the abundance of diverse datasets?
For the Open PHACTS Discovery Platform, a Linked Data integration procedure for
pharmacology data, we outline in this study the crucial role that an Application Programming
Interface (API) played in providing a solution to this query [25, 26].
In particular, we focus on how APIs might be seen as an extension of the traditional design
for Linked Data applications [27]. In particular, this paper's contributions involve:

« An addition of APIs to the Linked Data App Architecture (LDAA); [28]

« An explanation of how this enhanced LDAA is used to the Open PHACTS Discovery
Platform as a case study. [29]
The system's adoption has been aided by the usage of an API. The site went up on April 21,
2013. The platform has been included into 12 apps and accessed 13.5 million times4 as of
March 1, 2014 [22, 29].
Previous work is built upon in this work. The Open PHACTS project's main objectives and
driving forces are explained, and the platform's general architecture and implementation are
explained in terms of a number of design choices [29, 30]. This study, on the other hand,
focusses on the function of APIs in connection to the data integration method and how it
relates to the design of standard Linked Data applications. The platform's APl was created as
a result of a requirements collecting process that included many pharmaceutical businesses
and educational institutions asking business-related queries [3, 16].
This is how the remainder of the paper is structured. We start by outlining the rationale for
using APIs to handle the integration of pharmacological data. The explanation of an
Extended Linked Data Applications Architecture comes next [1, 9]. Questions that these
extensions of time may assist address are also covered in this section. The Open PHACTS
Discovery Platforms is then explained using this expanded design. We wrap off by talking
about related work [22, 29].

2.4 Motivation
Although there has long been a need for data integration, the Open PHACTS project's
pharmacology researchers' demands are what precisely spurred this study. Modern drug
development requires data integration since finding and validating possible therapeutic
candidates requires researchers to integrate a variety of information sources [29]. These
scientists face two challenges when it comes to data integration:

e Structural Data Integration: The need of continuously doing out tiresome and error-prone
mechanical integration; [28],

e Semantic Data Integration: The mental difficulty of creating models or perspectives that go
across many fields (such as chemistry and biology).
The usage of Linked Data technology helps to alleviate the first barrier, but it still requires
investment [28, 29]. Specifically, using RDF eliminates the requirement to handle
grammatical heterogeneity problems (two RDF files may be searched over and concatenated,
for example) [28].
Referencing pre-existing datasets is also made simple by the use of URIs and a uniform
graph data architecture. One platform that addresses the whole stack of data integration and

© 2025, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 14



Santosh Panendra Bandaru, International Journal of Computer Science and Mobile Computing, Vol.14 Issue.3, March- 2025, pg. 11-19

eliminates some of the problems associated with mechanical data integrating is LDIF [28,
29].

Issues with deployment are also addressed by using APIs, namely web service APIs [28, 29].
For instance, it makes it possible to handle tasks like documentation, monitoring, and even
caching using off-the-shelf management environments [28, 29]. Furthermore, it safeguards
the database architecture from inaccurate or sophisticated queries (i.e., no one fully exposes
SQL endpoints to the Web). In fact, APIs are used by the majority of online apps that make
their data publicly available. Lastly, compared to SPARQL or Linked Data access via
crawling, a wider range of developers are used to REST-like APIs [30]. Considering the
advantages of APIs, we now examine how they might be used in conjunction with the LDAA
to make data integration easier.

I1l. AN EXTENDED LDAA
We start this part by outlining the current LDAA and listing the integration questions that
application developers are left to answer [30]. Next, we talk about our extensions. Lastly,
we go over how these issues may be addressed by the enhanced LDAA.

3.1 The LDAA

In Figure 1, the LDAA is shown. The publishing layer, which exposes datasets as Linked
Data, is the lowest level. This may be accomplished by publishing RDF directly, exposing
data via RDFa, or wrapping pre-existing databases (LD Wrapper) [28, 29]. The Web of Data
is created by this publication.

Application Layer
Application Code

F 3
SPARQL or RDF API

Data Access,  J
Integrat'ton and Web Data Vocabulary Identity Quality

Access [ gl Mapping [ Resolution [ Evaluation Integrated
Storage Layer Module Module Module Module Web Data

l HTTP
Web of Data * L —— 4—-0—_;..4-—-"’"
l:\ — e\ /"‘:.Q‘-J

Publication Layer HTT
| LD Wrapper LD Wrapper |I

ROF/
D XML
Database A Database B “

Fig. 1 The LDAA. [29]

Using and integrating data from the Web of Data is a key component of a Linked Data
application [28 29]. This is covered in the LDAA's Data Access;

Integration and Storage Layer: Four modules make up this layer, which is organised in a
pipeline that results in an integrated collection of Web data [28, 29].

Web Access Module: Uses methods like SPARQL queries, federated querying, crawling,
and linked data-specific search engines to get data from the Web of Data [30].
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e Vocabulary Mapping Module: Converts data from several data sources into a common
language (also known as schema mappings) that applications may use [22]. Frequently,
ontology mappings or more intricate structural mappings language are used to do this.

e Identity Resolution Module: Connects instances of data from different databases. Instances
are not always connected, even though many linked data sets use owl: same as links to assert
mappings between instances [11]. Instance mapping, often known as record linkage, is how
linking is accomplished.

e Quality Evaluation Module: Eliminates irrelevant or inaccurate content from the public
internet [2]. Numerous strategies (such as provenance, network measurements, and content
heuristics) may be used by this module.

The Application Layer is the last layer in the architecture. Applications are advised to use
RDF or SPARQL APIs to access integrated data in this case [17].

[ Application ] [ Web User Agent ]
ODBC J 1) Linked Dote | (1)
W
ODBC ) | Sponger (HTTP Proxy) (3)
Driver Manager

i (2] l (2)

Data Sources Names URIs

ODBC Driver ODBC Driver ODEC Driver Embedded RDF DBpedia Entity
[Oracle) (DE2) (SQL Server)

S A A
B 6

Oradle DB2 SOL Server Embedded RDF DBpedia Entity

Fig. 2 Extended Linked Data Application Architecture. [17, 19]

3.2 The Extended Architecture
We think these problems may be addressed by Linked Data application developers, especially
those considering offering integrated data as a service, with the advent of APIs. An enlarged
LDAA is shown in Figure 2 [19, 20]. With the other layers remaining unaltered, we
concentrate on the top two. Arrows show the flow of data between components, just as in the
original figure. We start by going over each of the architecture's extra parts. After that, we
go over the current elements again and talk about any changes to their function [18, 19].

IV. DECLARATIVE API DEFINITION
recognising that end-user applications—such as the application code shown in Figure 2—
almost invariably mediate access to data was a crucial insight in the creation of the Open
PHACTS discovering Platform [20, 22]. Seldom do users create queries on the data itself or
even directly access the data. Statistical software like R, workflow systems like K-nime, or
analytics apps like Spotfire are often the tools they use to gather and combine the data.

e API Docs: It is imperative that the APl be documented. It enables programmers to
comprehend how to get and use the integrated network of data [23]. The declarative API
description is what drives the creation of APl documentation.

e API Mediator Module: The API specification is implemented by this module. It acts as a
mediator between the incorporated web data and the application [28]. Translating between
API requests and SPARQL queries is its most basic function.
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Libraries: The libraries module is the last extra element in the expanded architecture.
Although libraries for utilising Web services are readily available in the majority of
programming languages, it is now simpler to offer programming language-specific libraries
with the inclusion of a declarative API definition [28, 29].

4.1 Ramifications of the extended LDAA

Although adding an API to the LDAA answers the integration issues outlined above, it does
affect other application characteristics [29, 30]. It restricts application builders' flexibility.
They are unable to create arbitrary searches using the combined data. Since the developer of
the data integration platform is now in charge of maintaining SPARQL searches throughout
the collection of integrated data sources, it puts additional strain on them. Due to the extra
API call step required, it may also make automated Linked The retrieval of information more
challenging [28].

4.2 The Open PHACTS Discovery Platform

Eleven Linked Data sets encompassing chemistry, pathways, and proteins are incorporated
into the Open PHACTS Discovery System [28, 29]. Here, we go over the platform's version
1.3, which is an upgrade from version 1.2, which was made available in April 2013.
Although version 1.3 adds more datasets and API calls, both versions have a comparable
design.

4.3 API Definition, Mediator and Vocabulary Mapping Implementation

Pueliall, an implementation of the Linked Data AP1 (LDA12) vocabulary, has been extended
with the Open PHACTS Discovery Platform API in PHP. The Declarative API Description
specified in the expanded LDAA is instantiated inside the platform by the LDA. To put it
briefly, every LDA endpoint (such as an APl method) has a URL and is specified in an RDF
specification file [29], which also lists the SPARQL query that should be sent to the triple
store and the names of permitted HTTP parameters, the contents of which produce SPARQL
FILTER statements.

4.4 APl Documentation and Libraries

Because it makes it possible to automatically generate APl documentation that works well
with programming frameworks, this declarative specification of APl functions is
advantageous [28]. The LDA specs are converted into Swagger documentation, which is
then made available via our scale portal. The Open PHACTS API has a number of libraries,
such as Ruby and JavaScript. Integration with workflow systems has also been made simple
by the use of web services [29].

4.5 ldentity Resolution and Quality Evaluation

A thorough explanation of Open PHACTS's identity resolution module is provided. In
summary, depending on optional parameters supplied inside the API, the APl Mediator may
get in touch with this module to enable certain mappings between resources [28, 29]. For
example, one may choose to employ mappings that indicate that resources are the same based
on string similarity between labelling (e.g., matching on rdfs: label) or that they are the same
because they have equal chemistry (e.g., share the same In-CHI key) [20].

V. CONCLUSION
REST-like APIs are offered by several Linked Data success stories, including data.gov.uk,
the Ordnance Survey, and European. The Open PHACTS Discovery Platform launch
experience attests to the significance of this kind of access. Furthermore, we have shown in
this article that APIs are not only a useful tool for designing Linked Data applications, but
can also play a vital role in the application's evolution, especially when it comes to data
integration. One significant advantage of the LDAA extension is that it offers a structure for
addressing enquiries on when and how to integrate in a pay-as-you-go manner. In particular,
we described how the Open PHACTS Discovery Platform implements the standard Linked
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Data Application design and provided an augmentation of the design to include APIs. The
Open PHACTS Discovery Platform, which uses Linked Data and APIs to facilitate the rapid
creation of third-party apps that operate across many datasets, is, in our opinion, a step
towards real "smash-ups.”
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