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ABSTRACT:

With the current advancement in computational technology, the security and privacy of information is under
threat. The speed of data processing by modern computers is making traditional cryptographic techniques almost
redundant. Cryptographic protocols which hitherto were deemed secure are under threat by bruteforce attack. In
lieu of this, more secured cryptographic techniques are being sort to better protect data whether in transit or
stationary. The quest for this pursuit has brought to the fore crypto-biometric — the use of biometric features of
the user in addition to the traditional cryptographic techniques — techniques for information protection. Systems
using biometric features for the protection of information is gaining popularity as there a unique and eternal
relationship between a person and his/her biometric characteristics. Hence, harnessing the unique biometric
features of an individual and the traditional cryptographic techniques will better protect users’ information. This
research paper seeks to highlight the benefits of the incorporation of biometric features and traditional

cryptography.
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. INTRODUCTION

In order to prevent fraud, ensure compliance requirements, give better experience,
manage risk, and response adequately to risks, systems usually ensure user verification and
authentication. Traditionally, systems authenticate users by the provision of document,
location detection, chat verification and passwords or passphrases. Humans at times have
problems creating and remembering strong passwords. This difficulty makes their accounts
vulnerable to attacks. In lieu of this, the use of biometric features of an individual for
authentication gives user identity assurance as it is stronger than the traditional way.

For the purpose of this paper, the application of biometric technology refers to the
identification and or authentication of a person using his/her biological and behavioral
characteristics. The importance of the use of biometric features for the identification and
authentication of a person(s) was initiated by Alphonse Bertillon. As a French police officer
and a biometrics researcher, Bertillon applied anthropological technique of anthropometry to
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law enforcement. By this, he created an identification system based on physical
measurements, a system used by the police to identify criminals [1]. Bertillon can also be
credited as the first person to have used fingerprint to solve crime.

Semi-automated facial recognition methods were developed in the 1960s. The semi-
automated system required the analysis and extraction of usable facial features within an
image by administrators. This is a manual method of biometric authentication. In 1969, the
FBI became interested in biometric hence boosting its development. In the 1980s, National
Institute of Standards and Technology (NIST) sought to develop speech recognition
technology. This was a precursor to the voice command and recognition system in use today.
The concept of the uniqueness of fingerprints and iris was proposed. Hence, by 1994, the first
iris recognition algorithm was patented. By 1991, the technology for facial detection was
developed hence enabling real time facial recognition possible. Despite its initial faults, by
2000s there were hundreds of biometric recognition algorithms that were functional or
patented within the USA. This technology further found its applicability in commercial
products.

Biometric technology works because each person is unique. There are physical and
biological characteristics of individuals that distinguishes one individual from the other. It is
based on these characteristics or traits that the different biometric systems seek to measure.
Hence, the success of biometric techniques is based on how different the measurable
characteristics or traits are in the different persons.

However, the usability of a particular biometric technique to a large extent depends on
its ubiquitousness, distinctiveness, immutableness, acceptability, collectability and
performance. Currently, the biometric techniques in use are fingerprint, eye (retina and iris),
face, hand geometry, signature, voice, palmprint, gait recognition, body odor, ear shape,
DNA, keystroke dynamics, and posture. These biometric features being used in the biometric
technology can be classified as static and dynamic. The static features are usually
physiological hence they are always present or do not change. The dynamic features are the
behaviour of an individual.

The applicability of biometric technology depends on its intended use (verification or
identification). The applicability of biometric technology depends on: willingness of the
individuals to use the biometric technique and whether the collection of the biometric
features covert or overt. There is a unique and eternal relationship between a person and
his/her biometric characteristics hence, systems using biometric features for the protection of
information is gaining popularity. Hence, this paper seeks to delve into the progress of
development in this area of research and its prospects in the future.

. Uses

In information security, the use of cryptography ensures the security of information whether
in transit or stationary. Cryptographic keys are used to encrypt plaintext to cyphertext which
can also be decrypted back to plaintext. In symmetric cryptography, same keys are used.
However, in asymmetric cryptography, different keys are used. In symmetric cryptography,
there is the problem of key distribution between the persons in the protocol. Key management
(keeping all cryptographic keys safe) is another problem. Asymmetric cryptography on the
other hand requires complex computation. In lieu of the issues with symmetric and
asymmetric cryptography, some researchers advocate hybrid cryptographic technique - the
use of both cryptographic techniques in a protocol. In the hybrid cryptography, symmetric
cryptographic keys are shared using asymmetric cryptography whereas messages are
encrypted or decrypted using symmetric cryptography. On the other hand, the hybrid
cryptographic technique usually brings to the fore a third party to ensure that the protocol
goes on smoothly making malicious and semi-malicious attacks less powerful. The
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introduction of the third party also brings the fore the issue of repudiation - another important
property of information security.

In cryptography, the longer the key the stronger the key (128 or 256 bits long) but the
key is weak when it is short. Unfortunately, weak keys are easy to break and strong keys are
difficult to remember due to its length. In order to overcome the problems of with the security
of cryptographic keys, there is the use of another indicator: knowledge-based indicator
(password) and possession-based indicator (smartcards). Passwords can be guessed through
social engineering or dictionary attack. Smartcards on the other hand can be stolen or
damaged. In the unfortunate event of any of these occurring, the problem of repudiation
arises.

In traditional cryptography — symmetric, asymmetric and hybrid cryptography — there
is either the issue of either the cryptographic keys being guessed, stolen, damage or the use of
third party (bringing about repudiation). Key management is another problem with the
traditional cryptographic techniques. Hence, this has brought to the fore the quest to integrate
biometric features with traditional cryptography, referred to as crypto-biometric. The use of
crypto-biometric addresses the problems relating to the traditional cryptography such the
security of the cryptographic keys and repudiation. Crypto-biometric is the alternative to
maintaining the privacy of cryptographic keys by using the user’s biometric features. The use
of biometric features in cryptography help prevent unauthorized access. Crypto-biometric
helps to manage cryptographic keys by binding the traditional cryptographic keys to
biometric features of the User hence ensuring non-repudiation, [2].

However, when the biometric feature used in the crypto-biometric become
traumatized it becomes unusable as a form of authentication. Thus, different instances of the
same biometric can result in error hence creating a serious problem in the crypto-biometric
system. In such an instance, the biometric becomes useless forever especially if it was not
transformed into revocable or cancellable template. This is due to the inherent characteristics
of biometric features, as it usually uses non-cancellable template like password or smartcards.
As a result of phishing attacks by hackers, persons are averse with biometric authentication as
they are worried about what they are authenticating to.

The ability for a person to remember cryptographic key reduces when key is long
(128 or 256 bits long). But the strength of a cryptographic protocol depends the length of the
cryptographic keys used. This brings to the fore the use of biometric techniques due to the
characteristics of the biometric features. The review of related literature is in section II.
Storage of biometric data and the security of biometric data are in sections Il and IV. The
conclusion is in section V.

Il. RELATED LITERATURE

Crypto-biometric system are either based on key release or key generation. The use of key
release in biometric data is to ensure that, a randomly generated cryptographic key is secure
and releases the secret only when a genuine biometric is presented [3], and [4]. On the other
hand, in the key generation technique a random string is extracted from the biometric
characteristics [5], [6], [3], and [7].

[3] proposed the use of fuzzy vault in binding cryptographic keys with biometric
using the coordinates and the orientation of the minutiae points on the fingerprint. [8]
proposed the fuzzy commitment scheme. By using the iris code, [6] proposed the use of fuzzy
commitment scheme to protect the cryptographic key. Using fuzzy scheme with the
coordinates of the minutiae points, [4] proposed a scheme that can hide the cryptographic
secret key. While speaking a passphrase, [7] proposed a biometric based key generation
technique for extracting the cryptographic key. By using online written signature, [9]
proposed a biometric technique for extracting the cryptographic key.
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[10] proposed the use of face a biometric feature for extracting the cryptographic key.
The proposition for the generation of cancellable cryptographic template was made by [11].
Iris-based cryptographic key generation was proposed by [12]. Their proposal involved the
use of binary bits derived from the iris for the detection in the cryptographic key generation.
In order to make stronger cryptographic key, some researchers have proposed the use of
multiple biometrics [5]. The use of the iris to generate cryptographic key was proposed by
[13].

[14] proposed the usage of multibiometric (facial and fingerprint) features to create a
random key for an individual. This random key can be used as an electronic number, passport
identification, civil identification number e.t.c. The usage of the eye and ear features to
generate cryptographic keys was proposed by [15]. They applied the Meerkat Clan key
generation algorithm (MCKGA) for the key generation. With the usage of AES, they
believed the generated key is unique for use in cryptographic systems. Key generation from
multibiometric systems using Meerkat algorithm was proposed by [14]. They observed that,
cryptographic key generated using the features of the eyes is stronger than that from the ears.
[16] proposed biometric-based key generation scheme by using the Crow search algorithm
(CSA). [17] used Laplacian filter to enhance fingerprint image and generate cryptographic
keys for security and privacy in fingerprint identification, recognition and key generation. In
order to enhance security and generate efficient cryptographic keys, [18] proposed the use of
information from the retina.

A. Biometric System Architecture

Most biometric systems have subsystems such as: data collection, signal processing,
matching, decision, storage and transmission. Figure 1 depicts the pictorial representation of
a biometric system. Data collection subsystem — this constitutes the input devices or sensors
for reading biometric information of a user into an appropriate form for processing by the
other components of the input devices. As a requirement, in the initialization the user has to
input the biometric feature a number of times. This is important so as to accommodate
changes to the biometric feature. Signal processing subsystem — the biometric features are
extracted and transformed into data that is usable by the matching subsystem after receiving
the biometric data from the data collection subsystem. In order to make the biometric data
usable, discriminating features are extracted and noise is removed by filtering. Matching
subsystem — this receives information from the signal processing subsystem and measures the
similarity between the new sample and the reference template using a distance measuring
metric. Decision subsystem — it measures the match score by setting a threshold above which
the user is authenticated by giving a binary output. In order to reduce the tendency of
rejecting a legitimate claimant or accepting an imposter, this system fixes the maximum
number of times a sample can be submitted for authentication by a claimant. Storage
subsystem — this is usually a physically protected storage within the biometric device. It keeps
the templates of enrolled users, usually more than one template per user. Transmission
subsystem — even though this is usually a separate physical entity within the biometric system,
it is integrated in others. It maintains security of the biometric data during transmission when
it is most vulnerable.
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Figure 1: Pictorial representation of a biometric system

B. Protocol

In order for a crypto-biometric system to be used, the enrolment should be secure — binding
of the biometric template to the enrollee, and the checking of the quality of the template to
facilitate the matching procedures should be done. These procedures entail the collection of
the biometric feature, the binding of the identity of the User to the biometric template and the
storage of the biometric template in a database.

During the enrolment in a crypto-biometric system, the biometric feature is used more
than once on the input device. A distance function is used to calculate the distance between
key feature in the biometric information. The distance between these key biometric features is
set as the tolerance threshold for acceptance. When the tolerance threshold is too large, it
causes type Il error (an imposter is admitted); small tolerance threshold may result in a type |
error (a legitimate user maybe rejected). Hence, there should be a balance between type | and
type 1l errors.

Key generation and management are very essential in a biometric system. In a
biometric system just like in the traditional cryptography, the exactness property can be
compromised. In biometric system, this happens when there is variation in different instances
of the same biometric feature. In order to prevent compromising a biometric feature and
making it non-biometric usable, it can be transformed into revocable (or cancellable)
template. However, the use of hash functions is not good in biometric systems as a small
change in the biometric feature will result in vary large changes in the hash values. Hence, in
order to protect biometric data, protocols such as: fuzzy commitment and fuzzy vault; fuzzy
extraction; and secure multi-party computation can be used.

C. Fuzzy commitment and fuzzy vault

The combination of cryptography and biometrics for authentication using fuzzy vault was
proposed by [19]. Biometrics can be grouped into two main parts — conventional and
cognitive. The conventional biometrics refer to physical and behavioral characteristics
(fingerprint, voice, DNA, body-odor, iris, retina). On the other hand, cognitive biometrics
refer to mental state signals such as electroencephalography (EEG).

A fuzzy vault, cryptographic construct, was proposed by [20]. In the fuzzy vault, a
player gets to know the secret in the vault only when the length of the key being used to
unlock the secret overlaps substantially with the key that was used to lock it. In 2005, [21]
proposed combination of fuzzy vault and fingerprint minutiae to secure information. Using
fuzzy vault, [22] demonstrated that the strength of security in multi-biometric is greater than
uni-biometric. A cancellable fuzzy vault algorithm that uses the transformed fingerprint
features of the user was proposed by [23].
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[24] proposed the use of revocable fingerprint template in a crypto-biometric system
to exchange randomly generated cryptographic key with user’s fingerprint data using fuzzy
commitment scheme. In order to hide the cryptographic secret keys, [4] proposed a protocol
that uses the coordinates of the minutiae of a fingerprint. [3] proposed a protocol that uses the
fuzzy vault in which the coordinates and the orientation of the minutiae points of the
fingerprint used.

D. Fuzzy extraction
A protocol based on fuzzy extractor was proposed by [25]. This protocol is based on a secure
sketch construction that uses set difference metric and pairwise independent hash function. A
protocol that turns noisy information into keys that is reliable for authenticating biometric
data was proposed by [26] using fuzzy extractors. Reusable fuzzy secrets in biometric data
was proposed by [27] using fuzzy extractors. [28] proposed threshold reusable fuzzy
extractor which finds application in storing and sharing sensitive data by smart contact on
blockchain achieving access control using biometric information.

[29] proposed fuzzy extractors that work for binary strings with Hamming noise.
Their protocol is computationally secure in digital lockers that is simple and tolerates near-
linear error rates. A succinct fuzzy extractor scheme for both verification and identification of
biometric information which satisfies security requirements with constant computational cost
was proposed by [30].

D. Secure multi-party computation

[31] proposed secure multiparty computation protocols that give clues on the best practices
for securing a biometric identification protocol. They proposed two biometric security
protocols (biometric data retrieval and authentication) that is privacy preserving and secure
using provable computation techniques. With authentication relying on both facial and iris
biometrics, [32] proposed multimodal biometric recognition protocol that operates on
encrypted data under the malicious security model.

The unique and eternal relationship between any individual and the biometric
characteristics has made systems using biometric features for authentication and
identification grow in popularity, [33]. Biometrics are increasingly gaining popularity and
replacing passwords as they are not memorized and also hard to steal [34]. In order to
guarantee that no sensitive information is exposed, an extension of the standard iris-based
verification protocol was proposed by [35].

I11.STORAGE OF BIOMETRIC DATA

In crypto-biometric system the biometric features used are not secret but the biometric
data are sensitive information. Hence, there are strict laws governing its storage and use in
some in different geographic locations. Singapore has Personal Data Protection Act (PDPA);
California has California Consumer Protection Act (CCPA); European Union has General
Data Protection Regulation (GDPR); and United Kingdom Data Protection Act (DPA). For
instance, the GDPR laws refers to biometric data as ‘Special Category Data’ hence, consent
from an individual is needed for its collection, processing and storage.

IV.SECURITY
With the use of biometric systems, these errors can be committed; False accept/matching —
when two biometric features from different persons are matched as sample from one person.
False reject/non-matching — assuming two biometric features from the same person as
samples from different person. For a biometric system to achieve optimal authentication
characteristics, there should be a good balance between false accept and false reject.
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Biometric systems reduce these types of errors by introducing the biometric liveness
technique, artificial detection for face recognition with the use of 3D cameras, saccade for
recognition (iris biometric). However, it must be noted that, biometric features are not secret
but biometric data are sensitive information. Unlike other forms of data that can be
anonymized, biometric features cannot. With the use of personally identifiable information, a
person can be tracked/deanonymized.

In a biometric system, the use of encrypted template to authenticate a biometric
feature uses deterministic encryption. However, with the use of deterministic encryption
security is limited as with the use of personally identifiable information an individual can be
deanonymized (or tracked).

V. CONCLUSION
This research paper has taken a look at the application of biometric features in cryptography
so as the enhance security. This also gives persons the opportunity to use their body parts
(eye, fingerprint, ear etc.) to gain access to their homes, electronic devices etc. Hence, this
removes the tendency of individuals remembering long passwords or passphrases which is at
times forgotten.
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