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Abstract: An edge intelligence-based predictive and secure communication framework Vehicular Ad Hoc 

Networks (VANETs) is offered based on Digital Twin (DT)-compliant Edge Intelligence (EdgeGNN). In 

traditional VANET there is reactive intrusion detection and centralized processing that is not able to deal 

with high mobility, dynamic topology and latency. The proposed solution to such obstacles ensures that 

the digital twin layer of real-time traffic simulation and attack case, the spatio-temporal Graph Neural 

Network (GNN) of vehicle interaction, and the edge intelligence layer at Right Side Unit (RSUs) are 

integrated to make decisions on a low-latency basis. A small blockchain system that has dynamic trust 

scores is embedded to guarantee safe and trustworthy communication. The framework anticipates link 

failure, congestion, and malicious behavior of nodes, which are created to be able to facilitate proactive 

routing and mitigate attacks. The results of the experiments show that the accuracy is 93.4, the attack 

detecting rate (0.72) is better, false positive rate (0.13) is lower and the network is much better in terms of 

latency and throughput. The suggested DT-EdgeGNN model can efficiently transform VANET 

communication into proactive management and predictive instead of reactive monitoring, which is 

appropriate in the next-generation advanced transportation systems. 

 

Keywords: Vehicular Ad Hoc Networks (VANETs), Digital Twin, Edge Intelligence, Graph Neural 

Networks (GNN), Spatio-Temporal Modeling, Predictive Routing, Blockchain Security, Intrusion 

Prevention, Adaptive Trust Management, Intelligent Transportation Systems (ITS). 
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I. INTRODUCTION 

Vehicular Ad Hoc Networks (VANETs) have become a cornerstone of Intelligent Transportation Systems (ITS), 

which provides vehicles and roadside infrastructure to support real-time communication between vehicles and 

roadside infrastructures in order to enhance road safety, traffic performance, and the user experience [1]. As 

connected vehicles and the future of smart cities rise to prominence, VANETs are currently confronted with 

more dynamic network states in terms of high mobility, topology, and heterogeneous data streams [2]. These 

features, however, come with great challenges concerning latency, scalability, reliability and most importantly, 

security. 

Conventional VANET systems are largely based on centralized architecture and reactive intrusion detection 

system which has not been sufficient in countering the contemporary cyber attack of the Sybil attacks, Denial-

of-Service (DoS), and false data injection [2]. Such strategies normally identify malicious acts after they have 

been executed and as such, responses are delayed leading to possible network degradation. Moreover, machine 

learning-based methods tend to be less predictive and fail to infer complex spatio-temporal relationships present 

in vehicular communication data because of the complexity of the latter [4]. 

The recent blockchain technology has provided solutions to the privacy and security of data exchange in 

VANETs through decentralization and tamper resistance [5]. Blockchain allows management of trust, 

authentication, and integrity of data without the involvement of centralized authorities. Nonetheless, the current 

blockchain-based VANET models have high computational complexity, scalability, and low integration with 

intelligent prediction models [6]. Equally, the advent of Agentic Artificial Intelligence has enhanced decision 

making attributes within distributed systems, but even the processes do not have a proven predictive insight and 

timely responsiveness when implemented in highly dynamic vehicular network [7]. 

Moreover, Edge computing has become a powerful facilitator to real-time processing of data by moving 

computation and data sources together, say, Road Side Units (RSUs), which makes latency shorter and reliance 

on centralized cloud infrastructures less significant. It is shown to be faster and more efficient due to integration 

of edge intelligence with predictive learning models which is crucial in safety-critical vehicular applications[8]. 

Due to these developments, this paper suggests a Digital Twin-powered Edge Intelligence model with Graph 

Neural Networks (DT-EdgeGNN) to predictive and safe VANET communication. The suggested framework 

combines the simulation of Digital Twin-based simulation, spatio-temporal GNN modelling, edge-based 

decision-making, and lightweight blockchain processes to support proactive intrusion prevention, adaptive 

routing, and secure data transmission. With prediction and security, the paradigm is transformed into active and 

proactive network management, and no longer reactive detection.  

Provide the key contribution to the proposed work: 

• Digital Twin-based VANET modeling that allows real-time simulation of traffic dynamics and attack 

scenarios, which facilitates the proactive analysis of the network. 

• Graph Neural Network (GNN) framework spatial-temporal to indicate link failures, congestion, and 

malicious node actions in changing vehicular surroundings. 

• Decision system by using edge intelligence at RSUs in low-latency, real-time routing and security 

measures without dependence on the cloud. 

• Lightweight blockchain and adaptive trust scoring based on hybrid predictive security framework to 

achieve secure, scalable, and proactive VANET communication. 

Section II is a review of the available VANET frameworks such as blockchain-based security models, machine 

learning, and recent breakthroughs in edge intelligence and graph-based techniques, the strengths and 

weaknesses of each. Section III provides the description of the proposed DT-EdgeGNN structure and explains 

how Digital Twin modeling is integrated with spatio-temporal Graph Neural Networks, edge intelligence at 

RSUs, predictive routing, and blockchain-based trust management. Section IV addresses the experimental 

findings, such as the performance analysis in the light of accuracy, latency, throughput, and security metrics, and 

also a comparison of the results to the existing VANET models. Lastly, Section V decides the work with an 

overview of the main findings and the perspectives of future research to the practical purpose of scalable, real-

time and completely autonomous vehicular communication systems. 

 

II. LITERATURE SURVEY 

The proposal of Li et al. (2023) [9] was a blockchain-enabled digital twin vehicular edge network to offload 

tasks securely: digital twins track communication, computation, and caching resources in real time and 

blockchain secures offloading transactions, which is decentralized. It has a robust method of minimizing joint 

latency and energy consumption by cooperating with edges and smart contracts, yet it is concerned with the 

efficiency in offloading, not in proactive threat detection or graphical modeling in vehicular behavior. 

Jeremiah et al. (2024) [10] designed a digital twin-based resource allocation system of vehicular edge 

computing based on edge collaboration and RSU association. Their model can be successfully used to reduce 

the time taken to complete the tasks and enhance throughput by collectively optimizing offloading, channel 
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allocation and selection of the RSU. Nevertheless, network optimization is the focus of the study, and there is no 

direct modeling of cyberattacks, trust adaptation, and secure predictive routing. 

Chai et al. (2024) [11] proposed a lightweight blockchain powered by a digital twin to work with dynamically 

operating Internet of Vehicles. The technique minimizes the cost of communication and operational time of 

blockchain in very mobile environments, which is useful in vehicles that need real-time interactions. The 

primary strength of it in efficient blockchain synchronization with dynamic topology, however, the framework 

does not pay much attention to smart attack prediction and lacks the use of spatio-temporal graph learning to 

make mobility-informed predictions. 

In [12] Jamil et al. offered a lightweight zero-trust framework of the secure communication of 5G VANET. 

What is appealing about the model is that it enhances the authentication and access control and also fits the low-

latency vehicular communication. It is largely policy-driven with its key contribution being better handling of 

trust in modern 5G-VANET environments, but it lacks the simulation of digital twins along with learning-based 

predicting of congestion and link-failures. 

The article of Ahmed et al. (2024) [13] suggested a federated version of Q-learning to VANETs with EX-ECC, 

IPFS, and delegated Byzantine fault tolerance and applied blockchain. The framework is advantageous in terms 

of the fact that it integrates decentralized learning and safe coordination, which facilitates the process of making 

decisions at scale in vehicular settings. Nevertheless, control based on reinforcement might not be adequate to 

capture the structural relationships among vehicles and the approach does not directly construct graph 

representations to predict dynamic topologies. 

In Zhang et al. (2024) [14], feature reduction and efficient learning are related to the creation of an intrusion 

detection model of the IoV based on GRIPCA and OWELM. The approach is efficient in terms of computations 

and classification accuracy than traditional baselines and is applicable to resource-limited vehicular systems. 

Nevertheless, it is based on tabular learning of features and thus it cannot fully made use of dynamic node-to-

node interaction patterns on VANET graphs. 

The article by Fu et al. (2025) [15] proposed the use of the IoV-BERT-IDS, a hybrid intrusion detection solution 

which uses a BERT-like large-model architecture to process IoV traffic. This model is beneficial since it has 

more traffic semantic and it is more general to heterogeneous intrusion patterns. It has a weakness in the fact 

that semantic sequence learning itself does not implicitly encode spatial relationships between vehicles and 

RSUs, which are key to link prediction and a routing decision in a VANET. 

One of them is DT-LHBC, a safe lightweight digital twin hashing-blockchain cryptography framework of 

VANETs, proposed by Kishore et al. (2025) [16]. It is remarkable that the research integrates digital twins and 

lightweight cryptography in ensuring communication integrity against attacks like replay, jamming and Sybil-

like behavior. Although the framework reinforces safe transmission, the framework is more cryptography-based 

than intelligence-based and lacks edge-based predictive learning and graph awareness mobility analysis. 

A secure MEC model of VANETs is designed using hybrid networks by Goud et al. (2025) [17] through 

blockchain networks. The key advantage of this work is that it offers multi-layer security in supporting 

communication between vehicles and edge servers that enhance safeguarded information exchange in MEC-

enabled vehicular systems. Simultaneously, the research focuses mainly on secure MEC work and fails to bring 

together digital twin-based what-if simulation and GNN-propagated attack or congestion forecasting. 

Wang et al. (2025) [18] developed a BS-GAT, a graph attention network, which is applied in intrusion 

detection in edge computing where learning is supported by the similarity of behavior to construct a graph and 

the weighted edge relationship. This publication is particularly applicable as it demonstrates that graph-based 

modeling may be used to out-perform traditional intrusion detection, and results are high in terms of binary and 

multi-class classification. However, it does not focus on mobility-aware VANET digital twins but general edge-

network intrusion detection, and routing control and blockchain-based trust adaptation is not fostered. Table I 

provides the summary of the recent VANET approaches and compares their methodologies, strengths, and 

limitations to determine the gap in the existing research and encourage the proposed DT-EdgeGNN framework. 

 

 
TABLE I.  

COMPARATIVE ANALYSIS OF RECENT DIGITAL TWIN, AI, AND BLOCKCHAIN-BASED VANET FRAMEWORKS 

Sno. Author et al. 

(Year) 

Methodology Main advantage Main limitation 

[1] Li et al. 

(2023) 

Blockchain-enabled digital twin vehicular 

edge network with improved cuckoo 

optimization for offloading 

Reduces network cost, latency, 

and energy through edge 

cooperation 

Focused on offloading, not 

predictive security or graph 

intelligence 

[2] Jeremiah et al. 
(2024) 

DT-assisted edge collaboration for 
vehicular edge resource allocation 

Improves throughput and task 
completion delay 

Limited treatment of attacks 
and trust dynamics 

[3] Chai et al. 

(2024) 

DT-empowered lightweight blockchain for 

dynamic IoV 

Lowers blockchain latency and 

communication overhead 

Lacks spatio-temporal attack 

prediction 

[4] Jamil et al. 
(2024) 

Lightweight zero-trust framework for 
secure 5G VANET communication 

Strong authentication and 
secure access for low-latency 

networks 

No digital twin or GNN-driven 
prediction 
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[5] Ahmed et al. 

(2024) 

Blockchain-enabled federated Q-learning 

with EX-ECC and IPFS 

Supports decentralized secure 

learning and coordination 

Does not model vehicular 

topology as graphs 

[6] Zhang et al. 
(2024) 

GRIPCA-based feature reduction with 
OWELM intrusion detection 

Efficient and accurate attack 
classification 

Limited relational modeling of 
vehicle interactions 

[7] Fu et al. 

(2025) 

BERT-based hybrid IoV intrusion detection Learns rich traffic semantics 

and improves generalization 

Weak in explicit spatial/graph 

relationship learning 

[8] Kishore et al. 
(2025) 

DT-LHBC secure lightweight hashing-
blockchain cryptography 

Enhances secure wireless 
communication with 

lightweight protection 

More cryptographic than 
predictive 

[9] Goud et al. 
(2025)[19] 

Blockchain-based secure MEC model for 
VANETs using hybrid networks 

Strong secure communication 
between vehicles and edge 

servers 

No unified DT + GNN + 
routing framework 

[10] Wang et al. 

(2025)[20] 

BS-GAT graph attention–based intrusion 

detection 

Strong graph-based detection 

performance 

Built for edge intrusion 

detection, not full VANET 
predictive control 

 

Current VANET architectures are characterized by ineffective and disconnected solutions in which security, 

prediction, and network optimization are not coordinated and results in slow intrusion response, failure to 

capture dynamic vehicle interactions, high latency through cloud dependency, and an inability to take proactive 

decisions in highly mobile situations. Also, the traditional models do not model spatio-temporal relationships 

and cannot predict effectively link failures, congestion and propagation of attacks. To solve these shortcomings, 

the proposed DT-EdgeGNN architecture comprises the Digital Twin-based simulation of real-time scenarios, the 

use of spatio-temporal Graph Neural Networks to predict network responses, edge intelligence at RSUs to make 

decisions with low-latency, and a lightweight blockchain with variable trust scoring to establish secure 

communication. The resulting combined solution can be used to help transition to proactive prediction and 

optimization rather than reactive detection to enhance reliability, scalability, and security in next-generation 

VANET systems. 

 

III. PROPOSED WORK 

The suggested DT-EdgeGNN architecture will be able to deliver predictive, secure, and low-latency 

communication in Vehicular Ad Hoc Networks (VANETs) by incorporating Digital Twin modeling, spatio-

temporal Graph Neural Networks, edge-based intelligence, predictive routing, and lightweight blockchain-

managed trust. The proposed framework anticipates the occurrence of such events ahead of time, unlike the 

traditional VANET systems that respond once any of the given factors (congestion, link degradation, or attacks) 

happen and implement a preventive measure only at the Road Side Unit (RSU) edge layer. The overall 

procedure includes the data collection, pre-processing, simulation of a digital twin, the dynamic graph 

development, spatio-temporal forecasting, adjudgment of edges, routing based on the trust, blockchain-based 

communication that is securable. Figure 1 shows the overall workflow of the DT-EdgeGNN architecture, which 

involves simulation of digital twins, graphical prediction, edge intelligence, and blockchain security in proactive 

VANET management. 

 

 
 

Fig. 1. Architecture of the Proposed DT-EdgeGNN Framework for Predictive and Secure VANET Communication 
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The input VANET dataset at time 𝑡�is represented as 

𝐷(𝑡) = *𝑛𝑖(𝑡)+𝑖=1
𝑁 ������������(1) 

where N is the number of vehicles and each node record is defined as 

 

𝑛𝑖(𝑡) = ,𝑥𝑖(𝑡), 𝑦𝑖(𝑡), 𝑣𝑖(𝑡), 𝜃𝑖(𝑡), 𝑝𝑖(𝑡), 𝑑𝑖(𝑡), 𝑡ℎ𝑖(𝑡), 𝑠𝑠𝑖(𝑡), 𝑡𝑟𝑖(𝑡), 𝑎𝑖(𝑡)-����(2) 
 

Here, 𝑥𝑖(𝑡)� and 𝑦𝑖(𝑡)� denote the spatial coordinates of vehicle iii, 𝑣𝑖(𝑡)� denotes speed, 𝜃𝑖(𝑡) denotes direction, 

𝑝𝑖(𝑡) represents packet delivery ratio, 𝑑𝑖(𝑡) denotes communication delay, 𝑡ℎ𝑖(𝑡) denotes throughput, 𝑠𝑠𝑖(𝑡) 
represents signal strength, 𝑡𝑟𝑖(𝑡)� is the trust value, and 𝑎𝑖(𝑡) is the attack label. 

To eliminate scale imbalance among heterogeneous vehicular features, Z-score normalization is first 

applied. For a feature fff, the normalized value is 

𝑧𝑖
(𝑓)

=
𝑥𝑖
(𝑓)

− 𝜇𝑓

𝜎𝑓
�������������(3) 

where 𝜇𝑓� and 𝜎𝑓 � represent the standard deviation and mean of feature f, respectively. This makes mobility, 

network and security attributes to contribute equally to the learning of the model. 

Digital Twin layer is built after preprocessing to form a virtual environment of a physical VANET world. Digital 

twin at time t is represented as. 

𝑇(𝑡) = 𝛷(𝐷(𝑡), 𝑆(𝑡), 𝐴(𝑡))�����(4) 
In which D(t) represents the measured vehicular dynamics, S(t) is the simulated traffic dynamics consisting of 

density and mobility state dynamics, and A(t) is the injected attack dynamics consisting of Sybil attack, doS 

attack and false data injection. The twin creates a hybrid state of scenarios to be predicted. The density of traffic 

is estimated to be. 

𝜌(𝑡) =
𝑁𝑡

𝐿
������������� (5) 

where 𝑁𝑡 � is the number of vehicles in a length L road segment. The mobility update of any vehicle is given as. 

𝑥𝑖(𝑡 + 1) = 𝑥𝑖(𝑡) + 𝑣𝑖(𝑡)𝑐𝑜𝑠𝜃𝑖(𝑡)∆𝑡��������(6) 
𝑦𝑖(𝑡 + 1) = 𝑦𝑖(𝑡) + 𝑣𝑖(𝑡)𝑠𝑖𝑛𝜃𝑖(𝑡)∆𝑡��������(7) 

where Δt is the interval of simulation. By interfering with communication and trust values, attack effects are 

introduced into the digital twin. In the case of false data injection, as an example, 

𝑚′𝑖(𝑡) = 𝑚𝑖(𝑡) + 𝜀𝑖(𝑡)�����(8) 
where 𝑚𝑖(𝑡) is the legitimate message and 𝜀𝑖(𝑡) is the adversarial perturbation. 

The VANET system is then converted into a dynamic graph at each time instant: 

𝐺(𝑡) = (𝑉(𝑡), 𝐸(𝑡), 𝑋(𝑡))����(9) 
V(t) represents the set of vehicle nodes, E(t) represents the set of communication edges, and X(t)represents node 

feature matrix of F attributes per vehicle. An edge is made between node i and node j when both the vehicles are 

within a range of communication Rc. The Euclidean distance between two vehicles is 

𝑑𝑖𝑠𝑡𝑖𝑗(𝑡) = √𝑥𝑖(𝑡) − 𝑥𝑖(𝑡)
2 + (𝑦𝑖(𝑡) − 𝑦𝑖(𝑡))

2���������(10) 

and the adjacency element is defined as 

𝐴𝑖𝑗(𝑡) = {
1,����𝑑𝑖𝑠𝑡𝑖𝑗(𝑡) ≤ 𝑅𝑐
0,�����𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

���������(11) 

Rc in the suggested work is usually kept at 300 m. Time-varying connectivity of vehicles is maintained by this 

dynamic adjacency. 

In order to represent graph structure and temporal changes, the proposed model uses a spatio-temporal Graph 

Neural Network. In every snapshot of the graph, sheet inputs are first summed up by a graph attention operation 

to capture the information about the surrounding. The coefficient of attention between node iii and node j is 

𝑒𝑖𝑗
(𝑡)

= 𝐿𝑒𝑎𝑘𝑦𝑅𝑒𝐿𝑈(𝑎𝑇[𝑊ℎ𝑖
(𝑡)||𝑊ℎ𝑗

(𝑡)])������(12) 

where ℎ𝑖
(𝑡)� where the hidden representation of node i is represented by H, the weight matrix W is learnable, a is 

a parameter vector in the attention, and is the concatenation. Softmax is used to normalize these coefficients: 

𝛼𝑖𝑗
(𝑡)

=
exp�(𝑒𝑖𝑗

(𝑡)
)

∑ exp�(𝑒𝑖𝑗
(𝑡)
)𝑘∈𝑁(𝑖)

����������������(13) 

The updated node embedding is then 

   

ℎ𝑖
𝑟(𝑡) = 𝜎( ∑ 𝛼𝑖𝑗

(𝑡)
𝑊ℎ𝑗

(𝑡)

𝑊ℎ𝑗
(𝑡)

)������(14) 
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where σ(⋅) is a nonlinear activation function. To model temporal dynamics across graph sequences 

G(t−k),…,G(t), a recurrent temporal encoder is employed: 

𝑠𝑖
(𝑡)

= 𝐺𝑅𝑈(ℎ𝑖
′(𝑡), 𝑠𝑖

(𝑡−1))�����(15) 

where 𝑠𝑖
(𝑡)

 is the temporal state of node i. This results in an end embedding which simultaneously models 

mobility variation, communication state and neighborhood interactions.  

Therefore, the suggested DT-EdgeGNN model integrates digital twin simulation, spatio-temporal forecasting 

based on graphs, edge-side control, trust-based routing, and lightweight blockchain security in one predictive 

VANET model. This will allow the system to be able to go beyond the conventional methods of post-event 

detection and undertake the proactive prevention part, the adaptive communication part and the secure 

intelligent management of transportation. 

 

IV. RESULTS & DISCUSSION 

In this section, the proposed DT-EdgeGNN framework is determined in regard to its predictive performance, 

network efficiency, and security strength. A hybrid dataset with real and digital twin-generated scenarios is used 

to test the model so that realistic evaluation is done. Accuracy, precision, recall, throughput and latency metrics 

of performance are evaluated to prove the better results in comparison with current VANET solutions. The 

findings point to the predictability of the framework when it comes to congestion, linking failures, and attacks. 

The comparative analysis also proves that a higher level of performance is attained in proactive decision-making 

and safe communication using the offered methodology. 

 

 
 

Fig. 2. Statistical Distribution of Key VANET Features After Preprocessing 

 

As shown in Figure 2, essential VANET features such as speed, direction, packet delivery ratio (PDR), delay, 

throughput, and trust value are distributed before and after preprocessing. The histograms show that the features 

are well spread within their ranges, giving equal input to be used in training the models. The even distribution of 

values is an indication of effective normalization and no extreme outliers. Also, the distributions show the 

variation in mobility, network performance and trust parameter in the dataset. This balanced feature 

representation leads to better learning ability of the proposed DT-EdgeGNN model to make accurate prediction 

and analysis. 
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Fig. 3. Visualization of Interpolated Speed Data and Digital Twin Mobility Patterns 

 

Figure 3 shows the results of the interpolation of the values of speed and simulated mobility patterns obtained 

with the help of the model of the digital twin. The left plot is the reconstructed speed variations, which have 

been processed to maintain continuity in time-series data by processing missing values. These mobility 

scenarios that are depicted in the right plot include urban stop-go movement, intersection turning, and highway 

flow. These trends represent realistic traffic scenarios of vehicle behavior in different traffic conditions. The 

joint visualization proves the usefulness of preprocessing and digital twin simulation in creating sound and 

varied training data to the proposed framework. 

 

 
 

Fig. 4. Analysis of Attack Distribution, Hybrid Dataset Composition, and Feature Variations 
 

The distribution of various types of attacks and their effects on major network attributes like delay and the level 

of trust are demonstrated in figure 4. The plots demonstrate evident distinctions between benign and attack 

conditions, especially that there is more variation in delays and decreased trust in the attack conditions. The 

mixed-method of data collection affirms the combination of both actual and artificial information created by 

digital twins simulation. The presence of variety of conditions needed to train robust models is additional 

validated by the labels of the scenarios. Furthermore, the fact that the real and the synthetic speed distribution 
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are compared shows that the obtained data perfectly adheres to the realistic mobility distributions, which 

guarantee successful learning of the suggested DT-EdgeGNN framework. 

 
Fig. 5. Performance Evaluation of Attack, Congestion, and Link Failure Prediction 

 

The results of the proposed DT-EdgeGNN model in the prediction of attacks, congestion, and link failures are 

given in Fig. 5. The confusion matrix shows that classification is high with minimum misclassification between 

benign and attack cases. Congestion prediction plot indicates a good correlation between the actual and 

predicted values which depicts the effective learning of the traffic patterns. The results of the prediction of link 

failures show the potential of the model to make predictions of the risk of connectivity even in cases with low 

changes in the probability. On the whole, the figure supports the validity and forecasting capability of the 

suggested framework to manage the various VANET network conditions. 

 
Fig. 6. Edge Decision Outcomes, Optimal Routing Scores, and Adaptive Trust Distribution 

 
Figure 6 shows the decision making behaviour of the edge intelligence layer and routing optimization and trust 

evaluation results. The RSU decision chart illustrates how the actions that include normal forwarding, rerouting, 

and node isolation are divided depending on the predicted network conditions. The routing score plot 

emphasizes the identification of the best nodes and routes based on a composite measure of a combination of 

trust, congestion, and link stability. Adaptive trust distribution illustrates the dynamical values of trust depending 

on the conduct of the nodes and the consequences of prediction. The findings are congruent with the 
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effectiveness of these three factors integration into the proposed DT-EdgeGNN framework: prediction, edge 

intelligence, and trust management. 

 

 
Fig. 7. AI and Security Performance Metrics of the Proposed DT-EdgeGNN Framework 

 

Figure 7 provides the analysis of the offered model by the most important AI and security measures, such as 

accuracy, precision, recall, F1-score, attack detection rate, and false positive rate. According to the results, 

overall performance is good, and the accuracy and detection of malicious nodes is high. The precision-recall 

balance proves to be reliable in the classification with no major bias. The F1-score also supports the fact that the 

model can be consistently used in various prediction situations. Also, the low false positive rate indicates the 

framework efficiency to reduce false alarm attacks, which makes VANET communication stable and safe. 

 

V. CONCLUSION 

The offered DT-EdgeGNN framework proves to have effective predictive and secure communication in the 

VANET setting through the combination of the digital twin modeling, spatio-temporal GNN learning, edge 

intelligence, and the blockchain-based trust management. The results of the experiment indicate that the model 

has an accuracy of 93.4 with precision of 0.63, recall of 0.71, and F1-score of 0.67, which demonstrates that the 

model has a high level of reliability in the process of classifying benign and attack scenarios. The detection rate 

of the attack is about 0.72 and false positive rate is comparatively low at 0.13, which guarantees there is no 

major disruption of the network with the minimal false alarms. Regarding the performance of the network, the 

framework enhances throughput and minimizes latency in terms of edge-based decision-making and predictive 

routing. The findings indicate that the suggested solution has been effective in changing the reactive detection 

technique into a proactive prediction that increases overall reliability, scalability and security in the VANET 

systems.Future directions may involve further extension of the framework to multi-class detection of attacks that 

exploit more complex threat models, the use of real-world large-scale traffic data to better generalize the model, 

and the optimization of the model on the basis of the lightweight deep learning models to be deployed on 

resource-constrained edge devices. Future studies can also look into federated learning-inspired decentralized 

training, quantum-inspired routing optimization, and a combination with 6G-enabled vehicular networks in 

order to enable ultra-low latency and highly dynamic communication conditions. 
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