
Libi Kurian et al, International Journal of Computer Science and Mobile Computing, Vol.15 Issue.3, March- 2026, pg. 60-68 

© 2026, IJCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden               60 

Available Online at www.ijcsmc.com 

International Journal of Computer Science and Mobile Computing 

A Monthly Journal of Computer Science and Information Technology 

ISSN 2320–088X 
IMPACT FACTOR: 7.056 

   

IJCSMC, Vol. 15, Issue. 3, March 2026, pg.60 – 68 

 

A Novel Hybrid Chaotic–Feistel 

Cryptographic Framework for 

Secure and Efficient IoT-Based 

Wireless Sensor Networks 
 

 
Libi Kurian

1
; Dr. P Sumitra

2 

 

¹Department of Computer Science, Vivekanandha College of Arts and Sciences for Women, Tamil Nadu, India 
²Department of Computer Science, Vivekanandha College of Arts and Sciences for Women, Tamil Nadu, India 

1 
libi.kurian@yahoo.com 

 

 

DOI: https://doi.org/10.47760/ijcsmc.2026.v15i03.007 

 

 
Abstract: Wireless Sensor Network (WSN) technology is an essential part of Internet-of-Things (IoT) that includes 

embedded systems with limited resources that are inherently low-powered. The information transmitted via WSN is 

easily exposed, compromising data confidentiality, authenticity, and integrity.  To secure communication in WSN 

within an IoT context, security solutions must address three vital requirements: A lightweight design to optimize 

performance within small MSS/MTU constraints, robust protection to prevent MiTM attacks and wireless sniffing 

and high energy efficiency to preserve the limited battery life of sensor devices. The proposed Hybrid-Trisec security 

framework employs a three-tier security model that systematically handles key generation, key management, and 

data encryption. The hybrid cryptographic scheme covers the combination of the advanced LEACH clustering to 

build an energy-efficient network structure with Chaos theory, block ciphering, and hashing to provide 

confidentiality, integrity, and anti-replay protection. This security framework integrates a Logistic Chaotic 

Algorithm for pseudo-random key generation combined with chaos hash-driven per-packet dynamic session key 

management, and a Lightweight Feistel Algorithm for block cipher encryption, balancing security strength with 

resource constraints. Encryption, integrity, authenticity and replay protection are equally enforced while maintaining 

lightweight computation, memory efficiency, and energy awareness suitable for WSN nodes. The proposed security 

technique’s effectiveness was benchmarked against the conventional symmetric block cryptography methods such as 

SPN, Feistel and a “Lightweight Security Algorithm” (LSA). The simulation outcome exhibited that the proposed 

method enhances threat resilience, reduced key generation time by 0.0073 ms for 256-bits keys, power consumption 

reduced by 142 µJ and the packet delivery ratio proved to have achieved 100 % for 100 nodes when compared with 

existing methods. 
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I. INTRODUCTION 

The Internet of Things (IoT) has emerged as a transformative technology and it enables millions of 

interconnected devices to share and exchange information and support applications in healthcare, smart cities, 

industrial automation and environmental monitoring. [1]. At the core of the IoT applications lie Wireless Sensor 

Networks (WSNs) and these provide the distributed sensing, data aggregating and communication capabilities. 

Moreover, the sensor nodes in the network have limited capabilities like less memory, less processing power 

and limited battery life. By considering all these kinds of limitations, traditional security methods in order to 

protect the data have required a lot of computational power and are not able to perform well when connected to 

these networks [2]. 

This is the reason these IoT applications need lightweight and energy efficient [3] encryption methods in the 

modern era. Furthermore, the lightweight cryptographic methods have been proposed to address these 

limitations but majority of the current approaches either compromises on the security strength or the reduced 

energy consumption or the computational overheads. In a bid to overcome these problems, the proposed system 

proposes a better lightweight security framework that specifically focuses on the communication of the WSN-

based IoT. The suggested model not only increases secure data transmission, but also lower one of the 

computational overheads and increases energy efficiency [4]. The purpose of this research is to create a secure 

hybrid cryptographic framework with an optimal energy efficient clustering.  

The major contribution of the proposed implemented work is explained as follows: 

• This study proposes a lightweight security framework called Hybrid-TriSec, which combines LEACH 

clustering to build an energy-efficient network structure with Chaos theory, Feistel block ciphering, and hashing 

to provide confidentiality, integrity, and anti-replay protection in order to provide strong and efficient security. 

• Validate the efficiency of the proposed model with existing classical block ciphering algorithms in 

terms of evaluation metrics such as Packet Delivery Ratio (PDR), Key Expansion Time and Energy 

Consumption. 

The structure of this paper is organized as follows. Section 2 details various related research works done. 

Section 3 outlines about the proposed methodology and system design. The results and the assessment of the 

performance are explained in section 4. Finally in section 5, we conclude our work by pointing out the future 

research scope for the enhancement of security framework in WSN. 

 

 

II. LITERATURE REVIEW 

The growing use of WSNs and IoT applications has introduced enormous security issues, especially because 

of the resource-limited nature of these devices [5]. Conventional encryption techniques, developed for high-

performance computing environments, tend to be inappropriate for WSNs and IoT, requiring the design of 

lightweight cryptographic solutions. This literature review discusses relevant works based on lightweight 

encryption models for WSN and IoT. 

A number of research works have looked into the implementation of cryptographic primitives such as SHA-

256 and AES in resource-limited settings. SHA-256 is a well-known cryptographic hash function, and its 

security robustness and resistance to collision attacks make it highly sought after. Researchers have worked to 

design optimized SHA-256 implementations for embedded platforms with the aim of minimizing memory usage 

and computational load [6]. 

In addition, hybrid encryption frameworks that integrate hash functions and symmetric encryption algorithms 

have been receiving interest in WSN and IoT security. These frameworks tend to combine the benefits of both 

strategies, using hash functions for authentication and integrity of messages and symmetric encryption 

algorithms for confidentiality of data [7]. 

A number of research works have investigated the adoption of lightweight block ciphers, including 

PRESENT, SIMON, and SPECK, as substitutes for AES in resource-limited environments. These ciphers are 

optimized with reduced block sizes and key sizes, making their computational complexity and memory needs 

smaller [8]. Nevertheless, security against all cryptanalytic attacks is still an open area of research, and their 

immunity to sophisticated cryptanalytic attacks should be properly tested. 

authenticated encryption modes, like AES-GCM (Galois/Counter Mode), has been explored for WSN and 

IoT security [9]. These modes offer confidentiality and authentication in one, obviating the necessity for 

independent hash functions and lowering the overall computational burden. Nevertheless, the use of these 

modes needs to be done with special care regarding side-channel attacks and other security aspects [10]. 

 

III. PROPOSED METHODOLOGY 

The proposed framework employs a Hybrid-TriSec lightweight security model that will improve the security 

of communication in a Wireless Sensor Network (WSN) and IoT. The data that is been transferred over WSNs 

must be protected from misuse, threads, and attacks [11]. The hybrid cryptographic scheme covers the 

combination of the advanced LEACH clustering to build an energy-efficient network structure with Chaos 
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theory, block ciphering, and hashing to provide confidentiality, integrity, and anti-replay protection. The 

proposed framework is divided into three phases key generation, key management, and encryption by 

integrating a Logistic Chaotic Algorithm (LCA) for pseudo-random key generation combined with hash-driven 

secure session keys, and a Lightweight Feistel Algorithm (LFA) for block cipher encryption. 

 

A. Hybrid-TriSec Security Framework 

The proposed framework establishes secure communication between sensor nodes using a hybrid multi-layer 

security mechanism. This security framework integrates a Logistic Chaotic Algorithm (LCA) for pseudo-

random key generation combined with hash-driven secure session keys, and a Lightweight Feistel Algorithm 

(LFA) for block cipher encryption, balancing security strength with resource constraints. 

The Hybrid-TriSec system eliminates static keys by deriving chaos-driven session keys per packet. Instead of 

transmitting cryptographic keys through the wireless channel both communicating nodes independently derive 

identical session keys using a shared master key and synchronized deterministic inputs. This approach reduces 

communication overhead and enhances security against key interception. Encryption, integrity, and replay 

protection are equally enforced while maintaining lightweight computation, memory efficiency, and energy 

awareness suitable for WSN nodes. The proposed framework is divided into three phases Key Generation, Key 

Management, and Encryption/Decryption. 

The framework is using the LEACH based clustering protocol with a mechanism of the cluster head rotation 

which distribute the energy load in order to achieve better energy efficient management. This further enhances 

the network lifetime and makes a strong foundation for integrating the security 

1) Key Generation:   

The primary mechanism is to generate a master key. Each node generates a 128-bit master key using a hybrid 

entropy generation process that combines chaotic randomness and cipher-based diffusion. The features of the 

Master key generation process are explained below: 

A chaotic sequence of 16 random bytes C is generated using the logistic map (LCA): 

    (1) 

Where, x_n is the chaotic state with an initial seed (shared secret) at iteration n, r is the control parameter (set 

close to 4 to produce chaotic behaviour). Chaos increases unpredictability, stronger keying material. 

 A lightweight Feisel encryption (LFA) then applied to a predefined static block using part of the 

chaotic key to produce another byte sequence S which form a cipher-based entropy.  

 The chaotic output C and cipher output S are combined through XOR mixing and then hashed using 

SHA-256 to produce a 16 bytes strong master key M . Hashing removes bias and increases entropy.  

     (2) 

When a sensor node is initialized, the node generates its own master key. The master key is not transmitted 

during packet communication. Both communicating nodes already possess the same master key before a 

network communication begins. 

2) Key Management: 

This phase defines the management and operational logic for a secure communication node. It handles the 

generation of per-packet dynamic session keys to ensures that if one packet is cracked, the rest of the 

communication remains secure. For each transmitted packet, a new dynamic 16 bytes session key is derived to 

ensure forward secrecy. This key is computed by combining the master key, a packet counter, and Logistic map 

(LCA) generated chaotic bytes, before being hashed with SHA-256. 

 (3) 

Where, K_i represent session key. This hybrid approach ensures that each transmitted packet uses a fresh 

session key, providing strong forward secrecy. Because both the sender and receiver maintain the same counter 

and LCA seed, they generate identical session keys independently. 

Our proposed key management strategy simplifies secure communication by deriving unique session keys for 

every packet from a pre-shared master key through synchronized, deterministic expansion. This approach 

ensures forward secrecy between individual transmissions and eliminates the need to transmit keys over the air, 

significantly reduces communication overhead. The result is a lightweight, efficient process perfectly suited for 

the resource-constrained environment of WSN nodes 

3) Encryption and Decryption: 

A simplified lightweight block cipher that uses a Feistel based structure LFA-cipher, which allows to encrypt 

and decrypt the payload ensuring confidentiality and integrity of transmitted packets with low computational 

cost. It processes data in very small blocks of 2 bytes (16 bits) (suitable for resource-constrained environments 

like IoT devices). A Round Function (_f): is used as a scrambler. The encryption performs a simple nonlinear 

mixing function consisting of 4 rounds of swapping and scrambling. 
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Encryption Process: 

Step 1: The plaintext block is divided into two halves: Left (L) and Right (R) of 2-byte blocks  

        (4) 

Step 2: Four Feistel rounds are applied. For each encryption round i, the Feistel transformation is applied as 

       (5) 

     (6) 

where F represents the round function and K is the session key. 

Step 3: The round function used in the proposed method is defined as 

   (7) 

It XORs the input byte with the key and performs a bitwise left-shift to ensure that changing one bit in the input 

changes many bits in the output (diffusion). 

Step 4: A ciphertext block is generated after four Feistel rounds, 

       (8) 

Step 5: The encrypted blocks are concatenated to form the final ciphertext. 

 

Decryption Process 

Decryption follows the reverse Feistel transformation. Starting from the ciphertext block (L_4, R_4), the 

rounds are reversed as 

         (9) 

      (10) 

After completing all rounds in reverse order, the original plaintext block is recovered. 

         (11) 

4) Message Authentication Code Generation: 

To ensure message integrity and authenticity, an 8-byte Message Authentication Code (MAC) is generated 

using the session key and the ciphertext. 

        (12) 

Where, K_i is the session key and C is the cipher text. If a single bit of the ciphertext is changed by an attacker, 

the MAC will not match. The sender transmits the ciphertext with MAC and Counter (C, MAC, Counter) to the 

receiver 

Algorithm 1: Sender-Side Secure Transmission 

Input: Payload , master key  

Output: Ciphertext , authentication tag  

1. Pad payload to fixed length. 

2. Generate chaotic bytes . 

3. Derive session key using Eq. (3). 

4. Encryption: Divide plaintext into blocks . 

5. For  to  do 

o  

o  

6. Concatenate encrypted blocks to form ciphertext . 

7. Compute authentication tag MAC using SHA-1. 

8. Attach freshness counter 

9. Transmit . 

Algorithm 2: Receiver-Side Secure Decryption 

Input: Ciphertext , received tag , master key  

Output: Plaintext  

1. Generate chaotic bytes . 

2. Derive session key using Eq. (3). 

3. Compute using Eq. (12). 

4. If , reject packet. 

5. Decryption: Divide ciphertext into blocks . 

6. For  down to  do 

a.  

b.  

7. Concatenate decrypted blocks to recover plaintext  
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By deriving keys locally at both ends and avoiding key transmission, the system improves resistance to 

interception attacks while maintaining computational efficiency suitable for resource-constrained IoT sensor 

nodes. 

The following Figure 1 shows the data flow of the Hybrid-TriSec Secure communication protocol in WSN 

 

 
Fig 1: Data flow of secure Hybrid-TriSec communication protocol 

 
TABLE 1. KEY SECURITY FEATURES 

Feature Implementation Purpose 

Confidentiality LFA Cipher  

(Lightweight Feistel) 

Prevents unauthorized reading of the data. 

Integrity  MAC  

(SHA-1(session key, cipher)) 

Ensures the data wasn't changed during 

transmission. 

Authenticity Master Key + Session Key Proves the sender is who they claim to be. 

Freshness Counter Tag Prevents "Replay Attacks." 

Randomness LCA Chaotic Map Ensures keys are unpredictable. 

 

The mechanism of securing the proposed framework demonstrated several crucial security properties by 

combining cryptographic and network-based mechanisms. Lightweight Feistel Algorithm (LFA) for block 

cipher encryption secures the confidentiality of plaintext by preventing unauthorized access to the plaintext. 

Integrity is ensured by the process of MAC verification. The master key and hash driven Session key generation 

are combined to provide authentication with the help of LCA Chaotic Map ensures keys are unpredictable. The 

protection of replay and freshness is implemented with the help of counter tag. 

 

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS 

A. Implementation Environment 

The proposed Hybrid-TriSec lightweight security framework was tested through a NS-3 network 

simulation designed to mirror realistic IoT-WSN communication environments with Python-based 

cryptographic modules and LEACH-inspired sensor clustering. Network performance was analyzed by 

extracting payloads from PCAP files captured during simulated sensor transmissions. To secure session-based 

communication, the framework integrated a Logistic Chaotic Algorithm (LCA) for pseudo-random key 

generation, hash-driven session keys, and a Lightweight Feistel Algorithm (LFA) for block encryption. 
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Fig 2: Simulated network topology for 100 sensor nodes with cluster heads 

 

Figure 2. depicts the topographical location of all nodes and cluster heads from the ns3 simulation xml file 

and placed in the python workspace environment. This model consisting of 100 sensor nodes and this sensor 

nodes randomly placed in created 100 * 100 area. LEACH-based cluster protocol has been used for this model 

in order to manage communication and save energy. The simulation is performed for 10 rounds; in each round a 

cluster head [12] is allocated and the surrounding sensor nodes are connected to nearer cluster heads (CH) based 

on the euclidean distance [13]. Each sensor has sent an encrypted and hashed message to the CH. 

The following Figure 3. represents a PCAP (Packet Capture) file that displays the NS3 simulation results. 

Wireshark network protocol analyzer is used to intercept the PCAP files. The ns3 simulation from the wire-

shark capture packets here. Then, the payload function will be activated for the communication 

 

 
Fig 3: Simulated data extracted from PCAP 

B. Evaluation Parameters 

To evaluate the effectiveness of the proposed Hybrid-TriSec technique, the following criterion is used: 

• Packet Delivery Ratio (PDR) 

• Key Expansion Time 

• Energy Consumption 

These parameters provide insight into both security overhead and network performance. 

1. Packet Delivery Ratio (PDR): It measures the reliability of data transmission within the WSN. It represents the 

percentage of packets successfully received by the destination compared to the total packets transmitted by the 

sender. In the simulation, packet loss is determined using a drop probability model that incorporates network 

congestion, payload size, and node density 

         

 (13) 

2. Key Expansion Time: It represents the computational overhead required to generate the encryption key used by 

the Hybrid-TriSec cipher that includes Master Key and Session key generation. The expansion time reflects the 

initial cryptographic preparation required before secure communication begins. 
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3. Energy Consumption: Energy consumption is the measure of total energy consumed during the process of data 

transmission energy and computation energy. Energy is measured using Micro Joule (µJ). 

    (14) 

Where,  represents CPU power consumption,  and  represent encryption and 

decryption time,  represents key generation and expansion time,  and  represent radio 

transmission and reception power,  and  represent communication durations.it 

 

C. Experimental Results Analysis and Comparison 

An easy way to comply with the conference paper formatting requirements is to use this document as a 

template and simply type your text into The results of the analysis clearly demonstrate the efficiency and 

effectiveness of the Hybrid-TriSec approach compared to traditional cryptographic schemes such as LSA, SPN, 

and Feistel.   

In terms of key expansion time, Hybrid-TriSec consistently achieves low values, around 0.0077 to 0.0073 

milliseconds across key sizes from 8 bits to 256 bits, while classical methods exhibit significantly higher times 

that increase with key size, reaching over 140 to 115 milliseconds for SPN and Feistel and around 102 

milliseconds for LSA [14]. This highlights the lightweight nature of Hybrid-TriSec, making it highly suitable 

for resource-constrained IoT nodes where fast key generation is critical. In Figure 4, illustrate a comparison of 

expansion time of Hybrid-TriSec, LSA, SPN, and Feistel algorithms on varying key sizes from a length of 8 bits 

to 256 bits. 

Regarding reliability, Hybrid-TriSec maintains a near-perfect packet delivery ratio (PDR) close to 100% even 

as the network scales from 20 to 100 nodes, whereas LSA, SPN, and Feistel experience gradual declines in PDR, 

with Feistel dropping to 75% in larger networks [14]. This demonstrates that the hybrid design ensures secure 

and reliable communication with minimal packet loss. Figure 5 summarizes the Packet Delivery Ratio (PDR) of 

Hybrid-TriSec, LSA, SPN, and Feistel algorithms with a network size 20 to 100 nodes. 

Furthermore, in terms of energy consumption, Hybrid-TriSec consistently consumes the least energy, around 

141–142 µJ across all network sizes, while the other methods, require substantially more energy, up to 920 µJ 

for 100 nodes [14]. The combination of low computational overhead, fast encryption/decryption, and efficient 

key generation contributes to this energy efficiency. Figure 6 demonstrate the comparison of energy 

consumption of proposed Hybrid-TriSec, LSA, SPN, and Feistel in relation to the network size of 20 nodes to a 

size of 100 nodes. 

Overall, the Hybrid-TriSec scheme proves to be highly effective, providing ultra-fast key expansion, near-

perfect communication reliability, and minimal energy consumption, making it an ideal solution for low-power 

and dense IoT network environments. 

 
Fig 4. Key expansion time comparison 
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Fig 5. PDR comparison 

 

 
Fig 6. Energy consumption comparison 

 

V. CONCLUSION AND FUTURE SCOPE 

The secure communication in the resource constrained IoT enabled Wireless Sensor Networks (WSNs) is still 

a significant issue due to the limited energy, memory and computational capability. In order to address the 

issues, this study proposes a Hybrid-TriSec security model that presents a lightweight and effective solution for 

securing communication in resource-constrained Wireless Sensor Networks (WSNs) and IoT systems. By 

integrating chaos-based key generation, lightweight Feistel-based encryption, and cryptographic hashing, the 

framework successfully achieves the core security objectives of confidentiality, integrity, and protection against 

replay attacks with reduced energy consumption. A key strength of the model lies in its hybrid key generation 

and management strategy, where a secure master key is established and dynamic session keys are derived 

locally at both sender and receiver without explicit transmission, thereby reducing communication overhead and 

mitigates the risk of key interception. The use of a Lightweight Feistel Algorithm (LFA) ensures that encryption 

and decryption operations remain computationally efficient, making the framework suitable for energy-

constrained sensor nodes. Our proposed work is compared with existing algorithms like Lightweight Security 

Algorithm (LSA), Substitution-Permutation Network (SPN) and Feistel Network. From the results it is observed 
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that key expansion time has a minimum value of 0.0073 ms for the higher bit size of 256 bits when compared 

with existing methods. During the data transmission, the energy efficiency is better recorded as 142 µJ and the 

packet delivery ratio proved to have achieved 100 % for 100 nodes when compared with existing methods.  

Considering future improvements, there are several promising paths. First, exploring adaptive key 

management methods could improve energy efficiency and security, it’s important to consider post-quantum 

cryptographic algorithms to protect against future threats since quantum computing shall be at its peak in future. 

Looking into hardware improvements when it comes to the system utilization for speeding up encryption and 

decryption. Creating standardized security protocols based on this model could encourage broader use and help 

to create a more secure and reliable network of connected devices. 
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