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Abstract: The residential internet services are operated via Residential Gateway (RG) routers otherwise
known as Customer Premises Equipment (CPE). The RGs are either supplied by the Broadband Service
Provider (BSP) or are bought directly from the marketplace. These RG routers have a general-purpose
uplink connection to the internet through their BSP’s network. There isn’t a default encryption or firewall
involved between the residential Local Area Network (LAN) and the mighty internet. All data on the
phones, computers, laptops and Internet of Things (IoT) devices is exposed to the internet via the RG
routers. Certain BSPs offer security features for an additional fee; nevertheless, subscribers may remain
susceptible to threats such as phishing, web advertisements, port scans, and unauthorized data collection.
Given the depth of internet and the unwanted imposition it brings to a local network, it is important that
home networks are provisioned with enterprise-grade security, privacy and storage capabilities. There is
a way to implement a residential end to end, reproducible approach for building a home network stack—
including a perimeter firewall/router, local DNS with ad blocking and encrypted upstream resolution,
and a network attached storage (NAS)—using a general-purpose computer or laptop, and open-source
software.
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I. INTRODUCTION
Subscriber routers and ISP-provided gateways often lack robust, transparent security and flexible storage
features. Open-source network stacks enable configurable firewall, policy-based routing, encrypted DNS,
content filtering, and reliable network storage—without vendor lock-in. Leveraging a spare PC or laptop provides
sufficient CPU and RAM, expandability, and the ability to run multiple services via virtualization or containers.

. Objective:

Define a practical architecture for the home firewall, DNS, and NAS using commaodity hardware.
Set up and plan for a step-by-step implementation methodology.
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Establish validation requirements to test latency, throughput, resilience, and management.
Present measured results and discuss trade-offs, security considerations, and operational best practices.

B. Assumptions and Scope:

Network size: 10-30 devices such as computers, phones, laptops, 10T devices.

WAN: Typical USA residential broadband in the range of 100 Megabits per second (Mbps) to 1000 Mbps.
Hardware: One x86 64 PC/laptop, quad core recommended, more than 8 GB RAM. Two Network Interface
Controllers (NICs) or USB 3.0 NIC for a second interface and optional SATA/NVMe storage for NAS.
Software: Free and open-source components like OPNsense, pfSense, Pi-hole, Unbound, Bind9, TrueNAS,
OpenMediaVault.

Optionally a hypervisor such as Proxmox VE or free can be used to virtualize the components.

Il. INITIAL REQUIREMENTS
A. Home network architecture:
The diagram seen here is an illustration of the WAN > Firewall/Router > Core Switch or access point >
VLANSs for trusted, 10T, Guest, PiHole + Unbound and NAS attached to the trusted VLAN with appropriate
firewall policies.
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Fig. 1. Reference Home Network Architecture [1].

B. Hardware Requirements:
The most important piece in this setup is the hardware being deployed to create the virtualization. There are
certain minimum requirements that are required to me be met in order to successfully implement this. Some of
the generic hardware details are mentioned below, however they may vary for every setup and it would still be
able to work.
1. CPU/RAM: A quad-core CPU, with minimum 8 GB RAM is recommended for use here. However, a
minimum of 16 GB RAM is recommended if virtualizing multiple services.
2. NICs: Two gigabit interfaces of Intel i210/i350-class are recommended here. For laptops, user would need
to add a USB 3.0 GbE NIC for the LAN port.
3. Storage: SATA SSD with a capacity of >256 GB are recommended to be used for OS. HDDs/SSDs are
required for a NAS pool containing 2-4 drives. Use is recommended to give preference to ECC RAM for ZFS
where possible.
4, Power & Cooling: Adequate cooling and a UPS (Uninterrupted Power Supply) for graceful shutdowns.
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C. Software Installation Options:

wNhE D

Once the hardware is finalized, the next very important piece of this setup is the software used for the
virtualization. There are really 2 ways to go about installing software in this architecture.

Option A — Bare metal firewall, separate NAS

1. Install the OPNSense/pfSense on the computer or laptop for firewall and router duties. OPNsense includes
most of the features available in expensive commercial firewalls, and more in many cases. It brings the rich
feature set of commercial offerings with the benefits of open and verifiable sources [2].

2. Use a separate device for TrueNAS/Open Media Vault. Openmediavault is a complete NAS solution
based on Debian Linux. is primarily designed to be used in home environments or small home offices, but is not
limited to those scenarios. It is a simple and easy to use out-of-the-box solution that everyone can install and
administer without needing expert level knowledge of Networking and Storage Systems. The system is built on a
modular design and can be easily extended with plugins available right after installation of the base system [7].

3. Deploy Pi-Hole + Unbound on a small VM or Raspberry Pi.

Option B — Virtualized single box solution

. Install Proxmox VE or ESXi/VirtualBox.
. Create VMs —

VML1: OPNsense/pfSense (2 vCPU, 2-4 GB RAM), pass through two NICs (WAN/LAN). The pfSense project
is a free open-source customized distribution tailored for use as a firewall and router entirely managed by an
easy-to-use web interface. In addition to being a powerful, flexible firewall and routing platform, pfSense
software includes a long list of related features. The pfSense software package system allows further
expandability without adding bloat and potential security vulnerabilities to the base distribution [3].

VM2: Pi-hole + Unbound (1 vCPU, 512 MB-1 GB RAM).

VM3: TrueNAS/OMV (2-4 vCPU, 8-16GB

RAM), pass through storage.

3. Here, the idea is to use bridged networking for LAN-facing VMs while keeping the WAN NIC exclusively
attached to the firewall VM.

I11. VLAN CONFIGURATION
VLANS enable a switch to carry multiple discrete broadcast domains, allowing a single switch to function as

if it were multiple switches. VLANs are commonly used for network segmentation in the same way that
multiple switches can be used: To place hosts on a specific segment, isolated from other segments. Where a trunk
is employed between switches, devices on the same segment need not reside on the same switch. Devices that
implement a trunk can also communicate on multiple VLANS through a single physical port [3].
Concepts and Design
1. 802.1Q VLANS: VLANSs segment Layer-2 broadcast domains. Frames carry a 12-bit VLAN ID in the 802.1Q

tag on trunk links; access ports are untagged and map devices to one VLAN; trunk ports carry multiple

VLANS using tags.
2. Recommended VLANS:
a. VLAN 10 — Trusted with IP address subnet 192.168.10.0/24 used for PCs, phones, work devices, NAS,
DNS.

b. VLAN 20 — loT with IP address subnet 192.168.20.0/24 used for TVs, cameras, smart-home hubs.
C. VLAN 30 — Guest with IP address subnet 192.168.30.0/24 used for visitor, untrusted devices, internet
only.

d. VLAN 99 — Management with IP address subnet 192.168.99.0/24 used for Switch/AP management with
restricted access.

3. Policy Goals:

a. 10T and Guest VLAN members cannot initiate data traffic to Trusted or Management VLANS.

b. All VLANS use Pi-hole DNS; external DNS egress is blocked.

c. mDNS/Chromecast/AirPlay across VLANS via a reflector/proxy such as Avahi or mDNS Repeater for
usability.

Segmenting the network using VLANSs limits lateral movement, reduces broadcast noise and enforces least
privilege while keeping streaming and smart-home features usable.

pfSense/OPNsense — Creating VLAN interfaces:

Create VLANS from Interfaces > Other Types > VLAN. Parent your LAN NIC. Add VLANs 10, 20, 30 and 99.
Assign interfaces wherein adding VLAN10, VLAN20, VLAN30 and VLAN99 as new OPT interfaces.
Configure IP interfaces such as: VLAN10: 192.168.10.1/24 VLAN20: 192.168.20.1/24 VLAN30:

192.168.30.1/24 VLAN99: 192.168.99.1/24

DHCP Servers to be configured as DHCP is enabled per VLAN. So the DHCP enabled for VLAN 10 should be
able to hand out leases for IP address range 192.168.10.100 — 192.168.10.200, as an example. The DNS
server can also be setup to the PiHole’s IP address so that DNS traffic is routed accordingly.
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. DNS enforcement can be configured by creating an alias ALIAS_PIHOLE with the IP address of the Pi-Hole.
The Pi-hole® is a DNS sinkhole that protects your devices from unwanted content, without installing any client-
side software. It seamlessly speeds up the feel of everyday browsing by caching DNS queries [4]. It would need
VLAN access allowed to Pi-Hole ports 53 for TCP and UDP. To prevent external DNS block VLAN any
destination port 53 NOT ALIAS_PIHOLE.
. There needs to be a default or implicit deny for traffic between the VLANSs. Allow traffic from Trusted to loT for
specific services such as Chromecast on TCP 8009.
. mDNS/Service Discovery: Install Avahi which is an OPNsense plugin or mdns-repeater to reflect mDNS
between Trusted and 10T only.
. Switch Configuration:
Network switches have evolved significantly from their early iterations, which primarily served as basic data
forwarding devices. Modern switches offer advanced features such as VLANS, Quality of Service (QoS), and
support for power over Ethernet (PoE), enhancing their functionality and flexibility. VLANSs allow for the
segmentation of networks into distinct broadcast domains, improving security and reducing congestion [5]. To
be used in this setup the uplink going from the firewall to the switch should be a trunk port carrying VLANS 10,
20, 30 and 99.
. Access ports:
a. The ports connecting to computers, and the NAS will be untagged VLAN 10.
b. The ports for 10T devices would be an untagged VLAN 20.
c. The ports used for AP management will be untagged VLAN 99 to isolate management. On the other end
the uplink port on the AP to be a trunk carrying VLANS 10, 20, 30 so that SSIDs may map the VLANS.
A generic, vendor agnostic switch configuration is as seen in the below snippet.
# Create VLANs
vlan 10 name TRUSTED vlan 20 name 10T

vlan 30 name GUEST vlan 99 name MGMT

# Trunk to firewall on port 1 interface ethernet 1 switchport mode trunk
switchport trunk allowed vlan 10,20,30,99

# Access port for NAS on port 2 interface ethernet 2

switchport mode access switchport access vlan 10

# Access port for 10T device on port 5 interface ethernet 5

switchport mode access switchport access vlan 20

# AP uplink on port 8 (trunk) interface ethernet 8 switchport mode trunk

switchport trunk allowed vlan 10,20,30

. DNS Resolver with Pi-Hole + Unbound:

Unbound is a validating, recursive, caching DNS resolver. It is designed to be fast and lean and
incorporates modern features based on open standards. Unbound runs on all Linux and BSD distributions, as
well as macOS, with packages available for most platforms. It is included in the base-system of all major BSD
operating systems and in the standard repositories of most Linux distributions. Both, installation and
configuration are designed to be easy. Setting up a resolver for a computer or network can be done with only a
few lines of configuration [6]. The configuration steps go as follows:

1. Pi-Hole upstream IP address 127.0.0.1#5335 for Unbound.

2. Unbound is recursive with DNSSEC or we can optionally forward DoT to privacy resolvers like Quad9 or
Cloudflare.

3. Add local records for nas.home.lan, etc.

4. Enforce via firewall that clients only query Pi-hole.

5. Unbound configuration example located at

/etc/unbound/unbound.conf.d/pi-hole.conf:

server:

interface: 127.0.0.1

port: 5335 do-ip4: yes do-ip6: no do-udp: yes do-tcp: yes

gname-minimisation: yes prefetch: yes

cache-min-ttl: 3600

harden-dnssec-stripped: yes edns-buffer-size: 1232
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forward-zone:

name: ".
forward-tls-upstream: yes forward-addr: 9.9.9.9@853 forward-addr: 1.1.1.1@853

. Validation and Troubleshooting:

1. Tagging sanity: On firewall, the interfaces > overview part shows per-VLAN client leases, confirm DHCP
scopes are correct.

2. On the switch using show commands the port VLAN memberships can be confirmed.

3. Connectivity tests: From a tested client a ping to the target nas.home.lan should succeed.

4, From IoT client a ping nas.home.lan should fail unless allowed.

5. dig @192.168.10.5 example.com +stats from each VLAN should use Pi-hole.

6. Service discovery: If Chromecast and AirPlay fail across VLANS, verify mDNS reflector rules and firewall
allowances for UDP 5353.

7. Some common pitfalls include misusing native VLANS, allowing external DNS where devices are
bypassing Pi-Hole. Overly aggressive IDS/IPS rules causing latency. MTU mismatches on VLAN trunks,
ideally the size is to be 1500 unless all links can support jumbo frames.

. Security and Privacy Hardening:

1. Enforce least privilege between VLANS; deny inter VLAN traffic by default.

2. Use TLS for DNS and VPN for remote access.

3. Intrusion Prevention System mode, or IPS mode, is the Suricata mode that makes it act as a traffic filter. By
default, it will allow all traffic and will use drop or reject rules to block unwanted traffic. It is generally used
inline, where threat detection rules are used to drop known bad traffic [8]. IDS/IPS with curated rules; avoid
over blocking to maintain usability.

4. Keep firmware and OS updated; automate patches where possible.

5. Backups with 3-2-1 strategy: three copies, two different media, one offsite.

. Test and Measurement Plan:

1. DNS latency: dig with cache/no-cache; target <10 ms local.

2. Throughput: iperf3 LAN tests; NAT throughput via speedtest and iperf3 across WAN.

3. Firewall performance: Packet loss and CPU utilization during Suricata enabled.

4. Storage performance: fio and SMB copy tests; aim >100 MB/s with SATA SSDs; >80 MB/s with HDDs.
5. Reliability: Power fault simulation with UPS; validate clean shutdowns and snapshot integrity.

6. Manageability: Time-to-apply policy changes; dashboards for key metrics.

. Results:

Representative mid-range configuration: quad-core x86 CPU, Intel NICs, SATA SSD for OS, 2x4 TB

HDD ZFS mirror; 1 GbE LAN; 500 Mbps down/50 Mbps up WAN. ZFS is a rethinking of the traditional storage
stack. The basic unit of storage in ZFS is the pool and from it, we obtain datasets that can be either mountpoints
(a mountable filesystem) or block devices. The ZFS pool is a full storage stack capable of replacing RAID,
partitioning, volume management, fstab/exports files and traditional filesystems that span only 1 disk, such as
UFS and XFS. This allows the same tasks to be accomplished with less code, greater reliability and simplified
administration [10].

1. DNS Performance: Local cached queries to have 1.5-4.0ms median latency. Cold or recursive queries
with DNSSEC response time to be 22-45ms. There should be an average 7-10% of total queries blocked for Ad
and Tracker blocking.

2. Firewall/NAT throughput: Without use of IDS/IPS the line rate should be ~940 Mbps TCP and CPU
utilization under 35%. However, with use Suricata inline IPS the line rate should be ~700-800 Mbps with CPU
utilization under between 55-70%.

3. Storage throughput for SMB copy and SSD cache is expected to be 110-115 MB/s over a 1GbE. Daily
snapshots should take less than 60s for small deltas with weekly USB replication 10-30 MB/s.

4. Reliability and Security Outcomes: No data loss across 5 induced power events with UPS; ZFS scrubs
clean. Effective VLAN isolation and DNS egress pinned to the Pi-Hole. WireGuard aims to be as easy to
configure and deploy as SSH. A VPN connection is made simply by exchanging very simple public keys —
exactly like exchanging SSH keys — and all the rest is transparently handled by WireGuard. It is even capable of
roaming between IP addresses [10]. WireGuard adds ~8-12 ms latency; stable access to NAS/internal hosts.

Considerations:

A spare PC or laptop can deliver enterprise-like capabilities at home. Virtualization adds flexibility (service
isolation, VM image backups) with negligible overhead for DNS and moderate overhead for firewalling at
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gigabit speeds, depending on NIC passthrough quality. ZFS provides strong data integrity; RAM demands are
higher than ext4/Btrfs.
DNS privacy is improved by recursive resolution and TLS to upstream resolvers; Pi-hole reduces tracking traffic.

Trade-offs:

1. Complexity vs. control: More components increase setup time but yield superior policy control.
2. Performance vs. features: IDS/IPS impacts throughput; tuning mitigates.

3. Cost vs. resilience: ECC RAM and better NICs enhance reliability but increase cost.

CONCLUSION

Building a home network firewall, DNS, and NAS using open-source software on a personal computer or laptop
is a very practical and cost-effective solution. OPNsense/pfSense, Pi-hole with Unbound, and
TrueNAS/OpenMediaVault together form a robust and modular stack. With VLAN segmentation, encrypted
DNS, and ZFS snapshots, home users can achieve sub-10 ms local DNS latency, near line-rate firewall/NAT
performance, and reliable storage with automated backups. The solution scales to dozens of devices and remains
maintainable with simple routine updates. For a more futuristic implementation with higher complexity, the
virtualization solution would involve use of multi-gigabit networking (2.5/10 GbE), hardware offload (AES-
NI, SR-10V), and Zero Trust patterns (per-device identities, micro segmentation).
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