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Abstract— Chaos-based cryptosystems have been studied extensively due to their superior properties in
security and complexity. Recently, quite a lot of chaos-based image encryption schemes have been proposed.
Most of them adopt the traditional permutation and diffusion operations. The drawbacks are: the
architecture is not sensitive to changes in the plain-image and they are insecure upon chosen/known plainimage attack. Due to the favourable properties of bit-level permutation, we propose a bit-level confusion and
dependent diffusion to enhance the security of the cryptosystem and to reduce the computation redundancy
in traditional architectures. Simulations have been carried out and the results demonstrate the superior
security and high efficiency of the proposed scheme.
Key Terms: - Encryption; image; Bit level permutation; confusion; Chaos; Cryptography; Image encryption;
information security
I. INTRODUCTION
With the rapid development of computer network technology, a lot of sensitive information is transmitted
over the network. Hence information security becomes more and more important. Image information
transmission has increased rapidly and hence image encryption technology has drawn more attention. Nowadays,
image encryption schemes include two processes: substitution and diffusion. The substitution stage permutes all
the pixels as a whole, without changing their values. In the diffusion stage, the pixel values are modified
sequentially so that a tiny change in a pixel spreads to as many pixels in the cipher-image as possible. The two
processes can achieve a satisfactory level of security. Image encryption is different from text encryption due to
some inherent features such as bulk data capacity and high correlation among pixels.
Therefore, traditional cryptographic techniques such as DES, IDES and RSA are no longer suitable for image
encryption. The properties of chaotic maps such as sensitivity to initial conditions and random-like behaviour
have attracted attention to develop image encryption algorithms. In recent years, some chaos based image
encryption algorithms have been developed [2, 3, 4, 5]. chong FU et.al presented a novel chaos based bit level
permutation scheme for digital image encryption and provides a fast and high security to overcome the
drawbacks of conventional algorithms they propose significant diffusion effect in permutation procedure
through a two stage bit level shuffling algorithm. Arnald cat map and chaotic sequence are used for shuffle all
bit planes. This method decreases computational complexity and real time image communication
applications[6].Yue Wu et.al have presented image encryption using the Sudoku matrix. Sudoku matrix defines
as no two digits in the same block can be aligned in the same row, column or box.
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Encryption of the image consists of three stages. In first stage, a reference Sudoku matrix is generated and it
is used for scrambling process. The image pixels intensities are then changed by using the reference Sudoku
matrix values, and then the pixels positions are shuffled using the Sudoku matrix as a mapping process. so using
this matrix we can encrypt any digital images such as binary images, gray and RGB images. logistic map used
for control the size of Sudoku matrix[7]. Yue Wu.et al has proposed a novel Latin square image cipher. provides
a 256 bit key length for generating s Latin square and generates 256 x256 square image and it looks like Sudoku
matrix that is no two digit in the same block can be aligned in the same row, column or box .LSIC achieve many
desired properties of a secure cipher including a large key space, high key sensitivities, uniformly distributed
cipher text, excellent confusion and diffusion properties, semantically secure, and robustness against channel
noise [8]. Yue Wu.et.al have presented Sudoku associated two dimensional bijections for image Scrambling.
Sudoku configuration provides us a new alternative way of matrix element representation by using block-grid
pair besides the conventional row-column pair and also discovers six more representations by using row digit
pair, digit row pair, column digit pair, digit column pair, digit block pair, block digit pair associated with a
Sudoku matrix. Sudoku Associated Image Scrambler only using Sudoku associated two dimensional bijections
for image scrambling without bandwidth expansion[9].It has been also observed that, usage of Sudoku, Latin
Square in Steganography and also in image encryption. The Duc Kieu et .al [10] have proposed a Sudoku based
wet paper hiding scheme in which a secret key has been used to randomly select a subset of pixels from a cover
image as dry pixels. Then a total automorphism is applied to the cover image to maximize the number of dry
pixel pairs and each secret digit in the base-9 numeral system is embedded into one dry pixel pair.
Chin-Chen Chang et.al [11] has presented a Sudoku based secret image sharing scheme to lossless reveal of
secret image. And also their approach derives the secret shadows and generates the meaningful shadow images
by adopting the Sudoku. Roshan Shetty B et.al [12] have proposed a information scheme using Sudoku puzzle
in which they used Sudoku solutions to guide cover pixels to modify pixel values so that secret messages can be
embedded. Hill cipher is a type of mono alphabetic poly graphic substitution cipher. A novel method of
generating self-invertible matrix is proposed which can be used in Hill cipher algorithm [15]. In this paper they
try to overcome the drawback of using a random key matrix in Hill cipher algorithm for encryption, where we
may not be able to decrypt the encrypted message, if the matrix is not invertible. Also the computational
complexity can be reduced by avoiding the process of finding inverse of the matrix at the time of decryption, as
we use self-invertible key matrix for encryption [16].
II. CHAOTIC MAP
In this section, the chaotic map will be described brief.
A. Bit level image
In a gray-level image, the brightness between black and white is quantized into an integer number of levels
ranging from 0 to 255. The value of the pixel at coordinate (x,y) is denoted as f(x,y). Each pixel can transform to
an 8 bit binary value, given by

So, the image can be divide into binary images according to the bit location within a pixel. Select the sample
image Lena of size 256 x 256 and with 256 gray levels (Figure 1), divide it into 8 binary image (Table 2)
according to the bit location within a pixel. In table 2 bit-plane(i) represents the binary image obtained by
collecting the ith bits of all the plain-image pixels. A bit can be containing different amount of information
depending on its position in the pixel. For example the 8th bit of a pixel represents128 (27), but it only
represents 1 (20) at the first bit. The higher 4 bits (8th, 7th, 6th and 5th) carry 94.125% of the total information
of the image. On the other hand, the lower 4 bits (4th, 3rd, 2nd and 1st) carry less than 6% of the image
information, according to Eq.2. The percentage of the pixel information is shown in Table 1.
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TABLE 1
Percentage of pixel information contributed by different bits
Bit position
1
2
3
4
5
6
7
8

Percentage
0.3922
0.8784
1.5686
3.1370
6.2750
12.550
25.10
50.20

B. Chaotic map
An important step in any digital chaotic encryption is the selection of the map. Chaotic maps have different
behaviour regarding complexity, chaotic properties cycle length, chaotic interval, periodic windows, etc.,
sensitivity to initial conditions and reaction to trajectory perturbations, etc., that influence the structure or
behaviour of the chaotic encryption system. In fact, some systems have been broken for not considering the
weaknesses of the chosen chaotic map and efficiency; it is desirable to provide some independency between the
cryptosystem and the chaotic map under consideration. This independency means that, a full knowledge of the
selected chaotic map is not needed to fulfil the security and efficiency requirements of a good cryptosystem.
For their mathematical simplicity there are two options: logistic map and tent map. The logistic map is
represented by

The logistic map chaotic signal used has primary values of X0 ϵ[0; 1] and r ϵ [3:57; 4].

Fig.1. Plain lena image of size 256 _ 256
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TABLE 2
Eight bit planes of lena image.

III. TRADITIONAL CONFUSION OPERATION
Two-dimensional chaotic map is usually employed to permute the pixels. The cat map, standard map or ker
map defined by Eqs.(4) to (6), respectively, suit this purpose.

A two-dimensional chaotic map defines a mapping rule from a regular position in the plain-image to a
pseudorandom position in the cipher image. For each pixel in the plain-image, two kinds of operations need to
be performed: calculate the new position of the pixel and then move the pixel from the original position to the
new position. In general, the former computation needs more execution time than the latter one.
Consider the confusion process for an image with size 512ᅃ512, totally 262,144 pixels, using a cat map or a
standard map. The first kind of operation computes 262,144 locations

Fig.2. (a) The ideal situation, and (b) the actual situation, in plaintext sensitivity test
Since each location contains two coordinates (x,y), we need to calculate 2621442=524288 pseudorandom
numbers, and the computation of each such number includes multiple complicated floating point operations.
However, in the second kind of operation, we just need to move a byte from a memory address to another. These
drawbacks are illustrated using TDCEA [2] as an example. TDCEA is a typical permutation-only cipher with
the confusion operation not operating on the full-image. The basic confusion unit is a group of 8 pixels, and
there is no confusion strategy among all the pixels in the plain-image. A diffusion phase is added to the TDCEA
to form an enhanced version called ETDCEA.
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IV. TRADITIONAL DIFFUSION OPERATION
In a traditional cryptosystem, an effect of the confusion operation is to determine the order of diffusion. All
the pixel values are systematically modified in the diffusion phase. On the contrary, we just change the pixel
locations in the confusion phase while the statistical information of the permuted image is not changed at all. In
conventional diffusion operations, the two dimensional image is transformed to a one-dimensional sequence.
The value of the ciphered pixel is governed by two factors, the previously processed pixel values and the initial
condition of the chaotic system. The order of process is always from the upper left corner to the lower right
corner. The original and the modified plain images are permuted in the same way in which the modified pixel is
relocated to a random position referred to as the start position. At last, the two permuted images are diffused
using the same key to obtain two cipher-images.
The number of different pixels between the two cipher-images is calculated. More different pixels indicate a
higher sensitivity to the plain-image. As illustrated in Fig 2. However, in the actual situation, the modified pixel
sequence is not as long as expected, as shown in Fig 2(b) Fig 2(a) and (b), the black pixels, from the start
position to the end position, indicate the unequal pixels between the original and the modified cipher-images
after one round of confusion and diffusion. However, the modified cipher image deviates the original orbit from
the textitstart position where the modified pixel locates. As Fig 2(b) illustrates. Some intrinsic features or
mechanisms stop the deviation of the orbit, and drive it back to the original one.
V. THE PROPOSED SCHEME
The confusion phase In [1], a new cryptosystem using a bit-level permutation (abbreviated as BLP) was
proposed, in which a pixel is further divided into 8 bits. Since different bit locations in an 8- bit plane carry
different amount of information, two strategies are employed in the confusion phase. The higher four bits, which
contain 94.125 of the total information, are permuted independently with different parameters of the chaotic
map. The lower four bits, which contain 5.875 of the total information, are permuted as a whole. In traditional
encryption schemes, permutation-only ciphers fail to provide sufficient security and almost all of them have
been cryptanalyzed by known/chosen plaintext attacks. Therefore, we can conclude that in Fridrich’s
architecture, the confusion operation is a necessary part and can be treated as a preparation for the diffusion
phase in which most of the masking or encryption tasks are achieved. In Section II, we have discussed the two
basic requirements of confusion. Firstly, the range of confusion should be at the full-image scale; otherwise, a
modification in the plain-image can only spread over a limited area in the cipher-image (like TDCEA). Secondly,
the correlation coefficients of the image should be significantly reduced after confusion. Furthermore, the
processing order of the diffusion operation is governed by the confusion round.

In the proposed scheme, a bit level permutation scheme is employed which involves the five kinds scan
patterns shown in Fig. 3. Some simple mappings among different bit planes are performed to achieve a higher
operating efficiency and to fulfil the basic requirements of confusion. Different mapping cases are employed for
different bit planes. Therefore, the bit-constitution of each original pixel is modified, which leads to a new pixel
value.
The proposed confusion scheme simultaneously changes the pixel locations and modifies their values. A
pseudorandom number determines the kind of mapping employed in each bit plane. To permute a basic image
unit (pixel or bit) using conventional confusion, two pseudorandom numbers should be generated to determine
the new position of that basic unit. After that, the unit is relocated from the original memory address to the new
memory address. The execution time consumed in the first calculation varies according to different twodimensional mapping rule. The mean time is 28.03 ms in each confusion round for a 512ᅃ512 plain image.
However, the time needed for the relocation is only 3.1 ms for all mappings since just 512ᅃ512 units are moved
from a memory location to another. Since the relocation process is necessary for confusion, it is suggested to
reduce the execution time of the first calculation as much as possible. In the lightweight confusion the proposed
confusion makes best efforts to reduce the calculation redundancy in traditional confusion, and simultaneously
reduces the correlation coefficients of the image significantly. If the entire eight bit planes are permuted by twodimensional chaotic maps, the execution time is much longer than the proposed lightweight confusion operation.
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To permute them, 24.8 ms is required by the proposed scheme while 49.6 ms and 424.8 ms are needed using
cat map and standard map confusion, respectively. Furthermore, since the 8th bit plane carries more than 50 of
the total information of the plain-image, a cat map can be employed to permute it. In this case, another 3.1ms is
needed. Otherwise, the eight bit planes are all permuted by bit level permutation using different mapping cases,
and the performance is still satisfactory. In the confusion phase, the permutation of each bit plane is governed by
Eq. (6) where N be both the width and the height of the image.

Fig. 3. Five kinds of Scan patterns in the proposed lightweight confusion
In Eq. (6), index k indicates the mapping case for the kth bit plane,k[0; 7]. ac(i, j) is the bit value after
confusion at location (i, j) while arr(i, j) is the original bit value. The value of indexk is governed by a logistic
map, according to Eqs. (5) and (6).

In Eq. (5), r is the parameter of the logistic map. The output sequences chaotic when [3.57, 4]. In the
proposed scheme, is set to 3.99999, the initial value x0 is set to 0.33284657332813, and indexk is calculated by
Eq. (8). A cat map can be employed optionally to permute some significant bit planes for a better performance,
with an additional 3.1 ms required. In this case, the coefficients of the cat map are calculated by Eq. (9).

In Eq. (9), y is the output sequence of the logistic map with coefficient=3.99999 and initial value
0.67215678912329.
VI. THE DIFFUSION PHASE OF THE PROPOSED SCHEME
The process of dependent diffusion is governed by Eq. (10)

In Eq. (10), conf is represents confused image and t is a temporary variable storing the value of the previous
ciphered pixel. Its initial value is defined by t = [4 *keyd (1 - keyd) *1000]mod256, N is the width (or height)
of the test image, x[0;N1],y[0;N1]. keyd is set to 0.33456434300001.
VII.
EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS
Statistical analysis: In the proposed encryption algorithm, the diffused image is randomly distributed. This
is shown by a test on the histograms of the cipher-images in Section i, the information entropy of the cipherimage in Section ii, the correlations of adjacent pixels in the plain-image and cipher image in Section iii,
Analysis of differential attack in section iv. Analysis of key sensitivity in section v.
i. Histogram analysis. An image histogram illustrates that how pixels in an image are distributed by plotting
the number of pixels at each gray scale level. The distribution of cipher-text is of much importance. More
specifically, it should hide the redundancy of plain-text and should not leak any information about the plaintext
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or the relationship between plain-text and cipher-text.Table 4 shows the histograms of plain-images and its
ciphered images generated by the proposed scheme respectively. It’s clear from that the histograms of the
cipher-images are fairly uniform and significantly different from that of the plain image and hence do not
provide any clue to employ statistical attack.
ii. Information entropy analysis. In information theory, entropy is the most significant feature of disorder, or
more precisely unpredictability. To calculate the entropy H(X) of a source x, we have:

TABLE 3
Entropy
Input images
Lena
Peppers
Cameraman
Babon
Elaine

Size
512x512
512x512
512x512
512x512
512x512

Plain image entropy
7.4451
7.5937
6.971
7.3583
7.5060

Encrypted image entropy
7.9993
7.9992
7.9965
7.9993
7.9992

If the output of a cipher emits symbols with entropy less than 8, there exists certain degree of predictability,
which threatens its security. The entropies for plain image and ciphered images using various images are
calculated in Table 3. Apparently, the proposed algorithm is much closer to the ideal situation. This means that
information leakage in the encryption process is negligible and the cryptosystem is secure against entropy attack.
Analysis of correlation of adjacent pixels. For an ordinary image having definite visual content, each pixel is
highly correlated with its adjacent pixels either in horizontal, vertical or diagonal direction. However, an
efficient image cryptosystem should produce the cipher image with sufficiently low correlation in the adjacent
pixels.
The visual testing of the correlation of adjacent pixels can be done by plotting the distribution of the
adjacent pixels in the plain image and its corresponding cipher image. The correlation distribution of two
horizontally adjacent pixels, two vertically adjacent pixels and two diagonally adjacent pixels of the plain image
and the cipher image produced by the proposed scheme is shown in fig 4, respectively. It is clear that the strong
correlation between adjacent pixels in plain image is greatly reduced in the cipher image produced by the
proposed scheme. To quantify and compare the correlations of adjacent pixels in the plain and cipher image, the
following procedure is carried out. First, randomly select 1000 pairs of adjacent pixels in each direction from the
plain image and its ciphered image. Then, calculate the correlation coefficient rx;y of each pair by using the
following four formulas:

where x and y are grayscale values of two adjacent pixels in the image and N denotes the total number of
samples, Cov(x, y) is covariance, D(x) is variance, E(x) is mean
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TABLE 4
Resultant Encrypted Images and its histogram of proposed method

.
iii Analysis of differential attack. A well-designed encryption algorithm should be highly sensitive to plainimage and keys, so a slight change in plain-image or keys will make the cipher-image quite different. If an
encryption scheme contains no confusion or diffusion stage, it would easily be destroyed by differential attacks.
In order to confirm whether the proposed encryption algorithm is sensitive to plain image and keys, this paper
brings out two tests: Number of pixels change rate (NPCR) and Unified average changing intensity (UACI) [21].
The equation to calculate UACI is Eq. 15
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Fig. 4. Correlations of two adjacent pixels for lena image of size 512_512(a) horizontal direction of the plain
image, (b) horizontal direction of the cipher image, (c) vertical direction of the plain image, (d) vertical direction
ofthe cipher image, (e) diagonal direction of the plain image, and (f) diagonaldirection of the cipher image

C1(i,j) means the gray-scale value of cipher-image in position (i,j), and C2(i,j) means the gray-scale value of
the new cipher-image which is the encryption result of modified plain image that has just one different pixel to
the original plain-image. NPCR can be calculated by Eq. 16

TABLE 5
Correlation coefficients of two adjacent pixels in plain-image and ciphered-images of proposed method
Image
Lena
Peppers
Baboon
Camaramen
Elaine

Plain image
Horizontal
0.9691
0.9733
0.8652
0.9333
0.9738

Vertical
0.9841
0.9764
0.7524
0.9565
0.9695

Diagonal
0.9842
0.9809
0.7567
0.9564
0.9697

Encrypted image
Horizontal Vertical
0.0051
-0.0005
0.0200
0.0027
-0.0051
-0.0037
-0.0129
-0.0081
-0.0386
0.0007

Diagonal
0.0013
0.0049
-0.0021
-0.0045
0.0030

Where, M stands for images width, N stands for images height and where D(i,j) defined as follows

When one bit of a pixels gray-scale value in the plain image is changed, then a new plain image is
generated from the original one. Encrypt the two images with the same secret keys, then take cipher images into
Eqs. 15 and 16 and results are shown in Table 6. From the Table results we can find that our algorithm is very
sensitive to tiny changes in the plain image, even if there is only one bit difference between two plain images,
the decrypted images will be completely different.
TABLE 6
NPCR and UACI of Proposed method
Image
Lena
Peppers
Camaraman
Baboon
Elaine
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NPCR%
99.56
99.60
99.60
99.62
99.61

UACI%
28.60
29.69
31.09
27.75
28.49
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VIII.
CONCLUSION
The conventional architecture of chaos-based image encryption has been investigated in detail. The
drawbacks of the confusion and diffusion operations are described. An encryption scheme with lightweight bitlevel permutation and dependent diffusion is proposed to solve the problems encountered in the traditional
architecture. In the confusion stage, bit level permutation not only changes the locations of the image pixels, but
also modifies their values. Furthermore, the lightweight bit confusion operation reduces the computation
redundancy in this stage. In the dependent diffusion phase, chaotic map based equation employed to get
encrypted image. Simulation results show that the NPCR, UACI, and information entropy of the proposed
schemes are better than those of a comparable cryptosystem, BLP. All these results justify the superior security
and computational efficiency of our cryptosystems.
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