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Abstract— In Cloud Computing Public auditing on the integrity of the shared data is very big issue, 

because the public auditing scheme will disclose private information, and identity privacy to public 

verifiers. This review, propose a new scheme called a privacy preserving mechanism that supports 

public auditing for shared data stored in the cloud. It takes the use of ring signatures to compute 

the verification metadata. The ring signature scheme is essential to audit the correctness of shared 

data. With this mechanism, the identity of the signer on each block in shared data is kept secret 

from public verifiers. Public verifiers are one who is able to conveniently verify shared data 

integrity without retrieving the entire file stored in the cloud. In addition, this mechanism is able to 

perform multiple auditing tasks simultaneously rather than single auditing task. This survey shows 

the performance and competence of our mechanism when auditing the shared data integrity. 

Keywords— public auditing, privacy preserving, shared data, cloud computing. 

 

I. INTRODUCTION 

With the cloud computing and storage, users are able to access and also to share the resources 
provided by cloud service providers at a very low cost. It is a regular for users to take the benefit of 
cloud storage services to share data with others in the group, where data sharing in cloud becomes 
standard feature in most cloud storage services like including Drop box, I Cloud and Google Drive. 

The traditional approach for checking data correctness is to retrieve the entire data from cloud and 
then verify the data integrity by checking the rightness of signatures (e.g., RSA) or hash values (e.g., 
MD5) of the entire data, similarly this approach is able to successfully check the rightness of cloud 
data.  
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The main reason is that the size of the cloud data is large in general. Downloading the entire cloud 
data to verify data integrity will cost and waste users amount of computation and communication 
assets, particularly when data has been corrupted in the cloud. Recently, many methods have been 
proposed to allow not only a data owner but also a TPA to competently perform integrity checking 
without downloading the complete data from the cloud, which is referred to as public auditing. In this 
mechanism, data has been divided into many small blocks, where each block is individually signed by 
the owner, and a random combination of all the blocks instead of the complete data is retrieved during 
integrity checking. A public verifier could be data user who would like to exploit the owner’s data 
through the cloud or a third-party auditor (TPA) who can provide professional integrity examination 
services.  

Existing public auditing mechanisms can actually be extensive to verify shared data integrity and 
data the freshness.  Similarly, a new important privacy issue introduced in the case of shared data with 
the use of existing mechanisms is the leakage of identity privacy to public verifiers. To protect the 
private information, it is necessary and critical to preserve identity privacy from public verifiers 
during the public auditing. 

Failing to preserve identity privacy on the shared data during public auditing will disclose 
important and private information to public verifiers. To solve the privacy issue on the shared data, a 
novel privacy preserving public auditing mechanism has been proposed. Here we use ring signature to 
construct homomorphic authenticators in the oruta, so that the public verifier is able to verify the 
integrity of the shared data without retrieving the entire data and the identity of the signer on each 
block in shared data is kept private from the public verifier. We, extend this mechanism to support 
batch auditing which performs multiple auditing tasks simultaneously and improve the efficiency of 
verification for multiple auditing tasks.  Meanwhile, Oruta is compatible with random masking; Oruta 
stands for One Ring to Rule Them All. 

II. RELATED WORK 

G. Ateniese et al worked on Provable Data Possession at Untrusted Stores which allows a verifier 
to test the correctness of a client’s data stored at an untrusted server by utilizing RSA-based 
homomorphic authenticators and the sampling strategies, the verifier is able to publicly audit the 
integrity of data without retrieving the entire data, which is reffered as public auditing, this 
mechanism is only suitable for auditing the integrity of personal data. Ensuring Data Storage Security 
in Cloud Computing by C. Wang has used leverage homomorphic tokens to ensure the correctness of 
erasure codes-based data distributed on multiple servers, the major contribution of this mechanism is 
able to support dynamic data, identify misbehaved servers.[3][4] Invented Remote Data Checking for 
Network Coding-Based Distributed Storage for auditing the correctness of data under multiple server 
scenarios, where these data are encoded by network coding instead of using erasure codes, this 
scheme minimizes communication overhead in the phase of data repair. Scalable and Efficient 
Provable Data Possession to Support Dynamic Data presents an efficient PDP mechanism based on 
symmetric keys, it supports update and delete operations on data, and it exploits symmetric keys to 
verify the integrity of data [6]. A. Juels et al worked on PORs: Proofs of Retrievability for Large Files 
it provides POR’s scheme which is able to check the correctness of data in an untrusted server, the 
original file is added with a set of randomly-valued check blocks called the sentinels, the verifier 
challenges untrusted server by specifying the positions of a collection of sentinels and asking the 
untrusted server to return associated sentinel values, Sentinel based POR protocol is amenable to the 
real world application. [7] To solve the privacy issues on the shared data, we introduce a scheme 
called Oruta in a cloud computing scenario, Oruta is a privacy preserving public auditing mechanism, 
which uses the ring signatures used to construct the homomorphic authenticators in Oruta scheme, 
where a public verifier is able to verify the integrity correctness of shared data without retrieving the 
original data fully, in Oruta the identity of the signer on each block in shared data is kept 
private/secret from the public verifier, where it support the batch auditing to perform multiple auditing 
tasks simultaneously instead of doing single tasks, to improve the efficiency of the verification 
methods. 
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III. METHODOLOGY 

 

A. Architecture 

 

Architecture involves three parties, the cloud server, a group of users and a TPA. There are two 
types of users in a group, the original user and a number of groups of users. The original user annually 
creates shared data in the cloud, and shares it with group of users. Both the original user and group 
users are members of group. Every members of group is grant to access and modify the shared data. 
Shared data and its verification metadata are both stored in the cloud server. A TPA, such as a Third 
Part Auditor providing expert data auditing services or a data user outside the group attempt to utilize 
shared data, is able to publicly verify the integrity of shared data stored in the cloud server. 

When TPA intended to check the integrity of shared data, it sends an auditing challenge to the 
cloud server. After receiving the auditing challenge, the cloud server responds to the TPA with an 
auditing proof of the tenancy of the shared data. Then, this TPA checks the exactness of the entire 
data by verifying the exactness of auditing proof. Essentially, the process of public auditing is a 
challenge and response protocol between a TPA and the cloud server. The identity of the signer on 
each block in the shared data is kept secret from the third part auditor. 

B. Ring Signature Scheme 

The design of the new homomorphic authenticable ring signature (HARS) scheme, which is extended 

from the standard ring signature scheme. The ring signature is developed by HARS mechanism are 

not only able to preserve identity privacy but also able to support block less verifiability. 

 

HARS contains three algorithms: KeyGen, RingSign and Ring Verify. 

 
 KeyGen: Each user in the group develops their private key and public key. 

 RingSign: A user in a group is able to develop a signature on a block and its block identifier 
with his/her private key and all group members’ public keys. A block identifier is a string 
that can characterize the comparable block from others. 

 Ring Verify: A verifier is able to check whether a given block is signed by a group of 
member. 

C. Public Auditing Mechanism 

Using the HARS and its properties, we construct Oruta, a privacy preserving public auditing 
mechanism for shared data in the cloud. With oruta, the public verifier can verify integrity of shared 
data without retrieving the entire data. Meanwhile, the identity of the signer on each block in shared 
data is kept private from public verifier during the auditing. 

We present the details of our public auditing mechanism. It includes five algorithms: KeyGen, 
SigGen, Modify, ProofGen, and ProofVerify. In KeyGen, users develop their own public/private key 
pairs. In SignGen, a user is able to compute ring signatures and blocks in shared data by using its own 
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private key and all group members’ public keys. Each user in the group is able to perform an insert, 
delete or update operation on a block, and compute the new ring signature on this new block in 
Modify. ProofGen is operated by a public verifier and the cloud server together to indicatively 
generate a proof of possession of shared data. In ProofVerify, the public verifier audits the integrity of 
shared data by verifying the proof. 

Now, we discuss security properties of HARS, including exactness, affectability, and block less 
verifiability, normal liability and identity privacy 

Given any block m, its block identifier id, and its ring signature   (       ), a verifier is able 

to correctly check the integrity of this block under HARS. 

Based on properties of bilinear maps, the correctness of this scheme can be proved as fallows. 
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     If the above equation holds, then the given block m is signed by one of these d users in 
the group. 
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Now, we examine the security properties of Oruta, including its correctness, unforgeability, 
identity privacy and data privacy. A public verifier is able to correctly audit the integrity of shared 
data under oruta.  

According to the characterization of ProofVerify, a public verifier will conclude the integrity of 
shared data is correct if equation 6 holds. So, the correctness of our scheme can be proved by 
verifying the correctness of equation. Based on the properties of bilinear maps, the right hand side of 
RHS of equation 6 can be expanded as fallows. 
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Given all the d group members public keys(          )  (         ), a block    

(             ), its identifiers   , a private key    for some s, user    computes a ring signature of 

this block as fallows. 
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If the above query holds, then the public verifier terminate that the block in shared data are all 
correct. Otherwise, the integrity of shared data is incorrect. 

D. Batch Auditing 

Frequently, a public verifier may need to verify the exactness of multiple auditing tasks in a very 
short time. Precisely verifying these multiple auditing tasks independently would be 
disorganized.   

By leveraging the properties of bilinear maps, we can further extend Oruta to support batch 
auditing, which can verify the definiteness of multiple auditing tasks concurrently and enhance 
the efficiency of public auditing.  

Subsequently receiving all the B auditing proofs, the public verifier analyze the inaccuracy of 
these B proofs subsequently by analyzing the fallowing query with all 
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Where             
       and             

  If the above verification equation holds, then the public verifier believes that the integrity 
of all the B shared data is correct. Otherwise, there is at least one shared data is corrupted.  

Based on the correctness of equation (6), the correctness of batch auditing in equation (7) 
can be presented as 
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If all the B shared data are from the same group, the public verifier can further improve the 
efficiency of batch auditing by verifying 
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This can save the public verifier about (d-1) B pairing operations in total compared to 
equation (7). 

IV. RESULT AND DISCUSSION 

In this system, we propose Oruta, a privacy preserving public auditing mechanism for shared data in 

the cloud. We use ring signatures to construct homomorphic authenticators, so that a TPA is able to 

audit shared data integrity without retrieving entire data, where it cannot differentiate who is the 

signer on each block. 

 

 

 
 

                                                                           Fig.1. Performance of signature generation 
                   

According to the generation time of ring signature on a block is resolved by the number of users in the 

group and the number of elements in each block. From the above figure, when k is fixed, the 

generation time of ring signature is generally increasing with the size of group, when d is fixed; the 

generation time of ring signature is linearly increasing with the number of elements in each block. 

Especially, when d=10 and k=100 a user in the group requires about 37 milliseconds to compute a 

ring signature on a block in shared data. 

 

 
                                                     
                                                                                Fig.2. Performance of auditing time 
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Based on our preceding analysis, the auditing performance of oruta under different detection 

probabilities is illustrated in the figure 2, 3 the auditing time is linearly increasing with the size of the 

group. When c=300, if two users sharing the data in the cloud, the auditing time is only about 0.5 

seconds; when the number of group members increases to 20, it takes 2.5 seconds to finish the same 

auditing task. 

 

The communication cost of an auditing task under different parameters is presented in fig 3. 

Compared to the size of entire shared data, the communication cost that a public verifier consumes in 

an auditing task is very small. It is clear in the table that when maintaining a higher detection 

probability, a public verifier needs to absorb more computation and communication overhead to finish 

the auditing task. Specifically when c=300, it takes a public verifier 1.32 seconds to audit the 

correctness of shared data, when the size of the shared data is 2GB; when c=460, a public verifier 

needs 1.94 seconds to verify the integrity of the same shared data. 

 

 
 

Fig.3. Performance of communication cost 

 
To solve the privacy issue on shared data, we propose Oruta, a novel privacy preserving public 

auditing mechanism, we utilize ring signature to construct homomorphic authenticators in Oruta, so 
that a public verifier is able to verify the integrity of the shared data without retreiving the entire 
data,while the identity of the signer on each block in the shared data is kept private from the public 
verifier. Where, oruta is compatable with random masking which has been utilized in WWRL and can 
preserve data privacy and public verifiers.  

 

V. CONCLUSION 

We propose Oruta, a privacy preserving public auditing mechanism for shared data in the cloud by 
using ring signatures to construct homomorphic authenticators, so that a TPA is able to audit shared 
data integrity without retrieving entire data. Compared to the previous work this mechanism avoids 
high decoding computation cost for the data users and save computation resources for online data 
owners during data repair. We extend our mechanism to support batch auditing to efficiently audit the 
integrity of shared data with dynamic groups while still preserving the identity of the signer on each 
block from the third party auditor. 
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