Sunny Kumar et al, International Journal of Computer Science and Mobile Computing, Vol.6 Issue.5, May- 2017, pg. 160-168

Available Online at www.ijcsmc.com

International Journal of Computer Science and Mobile Computing

A Monthly Journal of Computer Science and Information Technology

ISSN 2320-088X

IMPACT FACTOR: 6.017

IJCSMC, Vol. 6, Issue. 5, May 2017, pg.160 — 168

Trust Based Shortest Path Routing
Algorithm to Enhance Security in WSN

'Sunny Kumar, °Dr. Anuj Sharma
M. Tech Scholar, Computer Science and Engineering Department, OM Institute of technology and Management, Juglan (Hisar)-125001
2Associate Professor, Computer Science and Engineering Department, OM Institute of Technology and Management, Juglan (Hisar)-125001
! panwar.sunny51@gmail.com, ? anuj.k.er@gmail.com

Abstract - This paper introduces the security and trust concepts in wireless sensor
networks and explains the difference between them, stating that even though both terms
are used interchangeably when defining a secure system, they are not the same.
Highlighting that reputation partially affects trust. A survey of trust and reputation
systems in various domains is conducted, with more details given to models in MTR and
wireless sensor networks as they are closely related to each other and to our research
interests. The methodologies used to model trust and their references are presented. The
survey states that, even though researchers have started to explore the issue of trust in
wireless sensor networks, they are still examining the trust associated with routing
messages between nodes (binary events). However, wireless sensor networks are mainly
deployed to monitor events and report data, both continuous and discrete. This leads to the
development of new trust models addressing the continuous data issue and also to combine

the data trust and the communication trust to infer the total trust.
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1. INTRODUCTION

Wireless sensor networks (WSNSs) in recent years, have shown an unprecedented ability to
observe and manipulate the physical world, however, as with almost every technology, the
benefits of WSNs are accompanied by a significant risk factors and potential for abuse. So,
someone might ask, how can a user trust the information provided by the sensor network? Sensor
nodes are small in size and able to sense events, process data, and communicate with each other
to transfer information to the interested users [8].

Typically, a sensor node consists of four sub-systems.

» Computing sub-system (processor and memory): responsible for the control of the sensors and
the execution of communication protocols.

« Communication sub-system (transceiver): used to communicate with neighboring nodes and the
outside world.

« Sensing sub-system (sensor): link the node to the outside world.

* Power supply sub-system (battery): supplies power to the node.

O Sensor Node

Gateway
O Sensor Node

Figure 1 Wireless Sensor Network
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Characteristics of Wireless Sensor Networks

e A WSN typically consists of a large number of low-cost, low power, and multifunctional
nodes

e Power consumption constrains for nodes using batteries

e Some mobility of nodes for highly mobile nodes see MWSNSs

e Heterogeneity of nodes

e Scalability of large scale of development

e Ease to use

e Ability to with stand harsh environmental conditions

e Ability to cope with node failure (resilience)

Application of WSN

e Nuclear, biological and chemical attack detection and reconnaissance

e Reconnaissance of opposing forces and terrain
e Forest fire detection

e Flood detection

e Military applications
e Health applications
e Targeting

e Battlefield surveillance

2. Literature Review
Previously AODV is developed with 50 nodes in MATLAB [21].

In previous research AODV are performed and the result of previous research is given by
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Figure 2 Existing 50 Nodes Scenario

The figure 2 shows the scenarios that consists of 20 nodes, 36 is selected as the destination node
and 49 is selected as the source node. The transmission of the data from source to destination is
also shown above.

3. Objectives

Obijective is to design a trust based effective and efficient security algorithm for WSN.

1. To study various security issues in WSN and various techniques to secure WSN.

2. To propose or modify existing algorithm i.e. MTR (multi-valued trust level routing) to
improve the reliability of existing AODV (Ad hoc on-demand distance vector) routing
protocol algorithm without compromising its performance.

3. To implement the proposed algorithm using MATLAB and analyze the performance.

4. Compare the performance of modified MTR and existing MTR by using parameter like PDR,
end 2 end delay, Throughput, Energy consumption.

4. Research Methodology
.For MTR we are using a 500 x 500 network of 70 sensor nodes for simulation using MATLAB.

Let 40% nodes be the advanced nodes taking that is more than the previous algorithm nodes
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Figure. 2 Evaluation of Minimum shortest path with trust.

Here a simple routing is considered from source node S to destination node D. The number
written on a node represents the value of residual node energy. Since the route 1 considers only
the minimum hop count, it selects route <S-B-J-D> which has the hop count of 3. In route 2, data
is transferred from source to destination node by choosing the route <S-C-E-1-D> which has
largest a value of 1.25. Route 1 selects the shortest path without considering residual energy of
nodes, which is the same as the MTR routing algorithm. Route 2 improves the drawbacks of
Route 1 by considering both residual energy and hop count. It improves the lifetime of network

by making almost all nodes to involve in data transfer [8].
5. Results

For MTR also, we are using a 500 x 500 network of 70 sensor nodes for simulation using
MATLAB. Let 40% nodes be the advanced nodes taking that are more than the previous

algorithm nodes.
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Figure 4.2: Existing 70 Nodes Scenario

The figure 4.2. shows the scenarios that consists of 70 nodes , 69 is selected as the destination
node and 46 is selected as the source node. The transmission of the data from source to
destination is also shown. This figure show the shortest and secure path as compare to the

previous figure.

6. Conclusion
Routing performance namely delivery ratio of MTR is determined and also compared with
AODV protocol by varying the malicious nodes from 0 to 20 for 70 nodes with coverage area
of 500x500 m?. The results show that an improvement of approximately 20% in delivery ratio
is achieved by using the MTR protocol than the AODV. This is mainly due to the successful
transmission of packets from source to destination nodes by considering trusted path along

with path having minimum energy level nodes and shortest route.
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7. Future Scope

If the number of nodes are increased for finding shortest path and trust value among the nodes
then the data is transferred from source to destination improves data delivery ratio and minimum
hop count and energy of the nodes. In future, any new criteria is merged with the existing
algorithm then also improves the data delivery ratio throughput, minimum hop count and energy
of nodes.
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