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Abstract: In the last years mobile networking via smart phones and mobile telephones is widely realized as an
infrastructure based net- working. The provider grants an affordable and stable access to the Internet, which can
be used by applications in the same way as it is used on stationary computers. However, many mobile devices
support a variety of communication interfaces that are suitable for ad-hoc communication.

Routing in ad hoc network is a great problematic, since a good routing protocol must ensure fast and efficient
packet forwarding, which isn't evident in ad hoc networks. In literature there exists lot of routing protocols
however they don't include all the aspects of ad hoc networks as mobility, device and medium constraints which
make these protocols not efficient for some configuration and categories of ad hoc networks. Thus in this paper |
propose an improvement of Dynamic Source Routing Protocol DSR in order to include some of the aspects of ad
hoc networks as mobility and energy by proposing a new metric to evaluate route based on intermediate nodes
weight computed by combining the stability and the battery power of nodes to choose the most stable and powered
nodes for packet forwarding.

Introduction

The Dynamic Source Routing protocol (DSR) is a simple and efficient routing protocol designed specifically for
use in multi-hop wireless ad hoc networks of mobile nodes. DSR allows the network to be completely self-
organizing and self-configuring, without the need for any existing network infrastructure or administration. DSR
has been implemented by numerous groups, and deployed on several test beds. Networks using the DSR
protocol have been connected to the Internet. DSR can interoperate with Mobile IP, and nodes using Mobile IP
and DSR have seamlessly migrated between WLANSs, cellular data services, and DSR mobile ad hoc networks.
The protocol is composed of the two main mechanisms of "Route Discovery" and "Route Maintenance", which
work together to allow nodes to discover and maintain routes to arbitrary destinations in the ad hoc network.
All aspects of the protocol operate entirely on-demand, allowing the routing packet overhead of DSR to scale
automatically to only that needed to react to changes in the routes currently in use.
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The protocol allows multiple routes to any destination and allows each sender to select and control the routes
used in routing its packets, for example for use in load balancing or for increased robustness. Other
advantages of the DSR protocol include easily guaranteed loop-free routing, support for use in networks
containing unidirectional links, use of only *'soft state' in routing, and very rapid recovery when routes in the
network change.

Black Hole Attack
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Figure 1: Illustration of black-hole attack in MANET.

Related Work

Many proposals in the literature have been dealing with detecting and/or avoiding malicious blackhole nodes
in MANETs Representative ones are as follows:

In 3, Tsou et al. proposed a routing scheme to mitigate blackhole attacks in MANETs based on the DSR
protocol. In their approach, the source node stochastically selects an adjacent node to cooperate with, using
the address of this node (bait destination address) as incentive for attracting the blackhole nodes to reply to
the RREP message, thereby tracking them using a reverse tracing technique and preventing them from
participating to the routing process. In their scheme, a threshold value is set that determines (in the route
discovery process) if the detection scheme needs to be triggered when the packet delivery ratio significantly
fall to that threshold; however, no formal method was presented that generates this threshold.

In 4, Jain et al. proposed a technique for detecting and isolating greyhole attacks (a form of blackhole
attacks) in MANETSs. Their approach consists in dividing the total traffic into small sized blocks, then sending
these blocks individually while ensuring an end-to-end checking of them, in such a way as to identify a chain
of cooperative blackhole nodes. However, the working of the proposed algorithm is heavily dependent on a
key parameter (the so-called threshold probability of packets dropped), for which no method of calculation is
disclosed by the authors.

In 5, Gonzalez et al. also investigated the problem of greyhole attacks in MANETS, and presented a method
for detecting malicious nodes that exhibit some misbehavior, typically dropping a significant percentage of
packets when participating in the data forwarding process. Essentially, in their method, each node in the
network continuously monitors its neighbors and updates the list of those they have heard recently. In doing
so, it is not required that many nodes overhear each others' received and transmitted packets; rather, some
statistics are accumulated by each node as it transmits to and receives data packets from its neighbors. In
their scheme, to ensure that a well-behaved node is not falsely accused, a threshold value is set, which
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determines the acceptable level of node's misbehavior. However, no formal method (i.e., collaborative
consensus mechanism) is designed to calculate this threshold.

In 6, Jaisankar et al. proposed a security approach to detect blackhole nodes in MANETSs. Their scheme
consists of two parts, detection and reaction. In their approach, before the source node sends the data
packets, the leading RREP packet is examined between the intermediate node and the destination node.
Every node in the network maintains a black identification table, which contains information about the
number of packets received and sent through that particular node. A malicious node is identified if the
number of receiving packets is different from that of the sending packets. The second part of their approach
is to isolate the blackhole nodes. Here, each node maintains an isolation table, which stores the blacknode
IDs. If a malicious node is found, the ID of this malicious node is broadcast to all other nodes in order in the
network. However, their proposed scheme generates a higher packet overhead than conventional schemes
do.

In 7, Deng et al. proposed a solution for mitigating blackhole attacks in MANETS. In their scheme, every
intermediate node is asked to include the information on the next hop to destination in its RREP packet when
it replies to the RREQ packet. Although receiving the RREP, the source node does not transmit the data
packets to intermediate node immediately. Rather, on the basis of the receiving information on the next hop,
the source node sends a FutherRequest (FRq) to the next hop node to ask whether the next hop node has a
valid route to the destination. The source node receives a FutherReply (FRp) message from the next hop,
which includes the check result. Whenever the source node receives the FRp message, it extracts the check
result information from the FRp message. If the answer is yes, the route is constructed, and the source node
transmits the data. If the answer is no, the source node will send an alarm packet to alert other nodes in the
network. However, in this method, the process of checking the validity of the RREP message at the
intermediate node level using FRq and FRp messages obviously leads to some overhead in the network.

In 8, Ramaswamy et al. extended the solution proposed in 7to prevent cooperative blackhole attacks in
MANETS. In their scheme, each node maintains an additional table (so-called data routing information (DRI))
that helps in identifying the misbehaving nodes. In fact, whenever the intermediate node receives the RREQ
message, it replies to it with the node ID of the next hop neighbor and the DRI entry for the next hop node to
the source node. When the source node receives the RREP packet with this embedded information, a
cross-checking process that involves by using the DRI entries of intermediate nodes is put in place to detect
and isolate the blackhole nodes. Although by cross-checking all the nodes, the blackhole attack can be
prevented; the overhead caused by the FRq and FRp packets appeared to increase the end-to-end delay in
the network.

In 9, Anita and Vasudevan proposed a certificate-based authentication scheme to counter the effect of
blackhole attacks in MANETs. Their scheme consists in authenticating the blackhole nodes using localized
certificate chains. This is achieved through the route discovery process used in the on-demand multicast
routing protocol scheme 10 where the security service is distributed over multiple nodes, and nodes
authenticate each other in a self organized fashion

In 11, Kozma and Lazos proposed a protocol (called REAct) for detecting blackhole nodes in MANETS. In
their detection mechanism, a specific type of nodes (called audit nodes) is used in combination with a bloom
filter technique to produce some behavioral proofs, namely, the one generated by the source node and the
one produced by the audit node. If a difference is observed between these values, it is recognized that a
segment of the network that has the blackhole node can be identified. However, as pointed out in 12, the
bloom filter based node behavioral proof contains only the information from the transmitted data packets,
not from the forwarding path itself, which may render the REAct scheme vulnerable to cooperative attacks. In
addition, the detection mechanism in the REAct scheme is triggered only when the destination node has
detected a significant drop in the packets delivery ratio.
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As an extension of the REAct system 11, Wang et al. 12 proposed a technique that consisted in a hash
function-based method that can generate packet commitments containing information from both the data
traffic and the forwarding paths. The authors demonstrated that this technique can effectively addressed
collaborative packet dropped attacks on MANETs while yielding a reasonable routing overhead.

In 13, Choi et al. proposed a method, which is based on the DSR routing protocol to detect wormholes in
MANETs. Their method consists of a neighbor node monitoring technique and a wormhole route detection
method controlled by means of a timer (so-called wormhole prevention timer). This scheme does not rely on
any specific hardware for node location or time synchronization. However, the assumptions that nodes will
continue to monitor active transmission at the link layer even though some of these nodes may not be
intended receivers is not realistic.

In 14, Tseng et al. surveyed the existing solutions to blackhole attacks in MANETs, analyzed them and
compared them with respect to several metrics.

In most of the aforementioned solutions to prevent or mitigate blackhole attacks in MANETs, malicious
nodes are identified only after the actual routing process has started. In My proposed solution, blackhole
nodes are identified and blacklisted before the actual routing process takes place.

Proposed Mitigation Scheme Against Blackhole Attacks

The proposed mitigation scheme against blackhole attacks (called detecting blackhole attack based on DSR (DBA_DSR))

uses DSR as underlying routing protocol.
DSR Protocol

The DSR protocol is an on demand source routing protocol for MANETS, which mainly consists of two processes: route

discovery and route maintenance.

Route discovery: whenever the source node wants to send some data to the destination node, it initiates the route
discovery process. In this process, the source node broadcasts the RREQ packet. All intermediate nodes that receive this
RREQ packet check their routing table for the routing information to the destination node. If the intermediate node has the
routing information to the destination node, it will reply with an RREP packet to the source node. If no routing information
is available, the node will simply forward the packet to their neighbors. When the RREQ is forwarded to a neighbor node,
this node adds its address information into the RREQ packet. Therefore, when the destination node receives the RREQ, it
can identify the addresses of all intermediate nodes along the selected route. The destination node will reply with an RREP
message to the source node and will allow the source node to acquire the routing information on the route that was
selected for routing.

Route maintenance is a process that is maintained by the source node. When the network topology has changed or a
connection failure has occurred, the source node is informed by means of a route error packet. In that case, the source
node uses another route to deliver the packets to the destination node. This alternate route exists in the route cache or is

discovered by restarting a route discovery process again.
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Proposed DBA_DSR scheme

Our DBA_DSR scheme is designed with the objective to identify and mitigate blackhole nodes in MANETS. It is a modified
version of the previously described DSR protocol where fake RREQ packets are introduced. These fake RREQ packets are
sent before the actual routing procedure is initiated. This reason for doing so is to be able to detect the malicious nodes
and avoid them well in advance of the routing process, thereby eliminating the damage that these malicious nodes would
have caused to the network if involved in the routing of data packets. More precisely, an acknowledgment mechanism is
implemented, forcing the data packets to be routed only when the source node had received the reply to the
acknowledgment packet that it has originally sent out. Thus, if the initial stage of sending the fake RREQ packets fails to
identify the blackhole node, it means that this strategy of sending and receiving acknowledgment packets has
successfully detect and identify the blackhole nodes in the network.

The fake RREQ packets used to find the blackhole nodes in the network are actually similar to the DSR RREQ packet,
except that a fake destination address is embedded, which really does not exist. The fake RREQ packets are similar to the
normal RREQ packets, and they only last for a certain period. In our method, a mechanism similar to that of the RREQ in
DSR is used to overcome the congestion in the network. Figure 2 depicts the RREQ packet structure in which the

destination address is changed to the fake destination address to modify it into the fake RREQ packet.

Type Reserved Hop count

RREQ ID

Destination Address
( Fake Destination Address in modified version)

Source Address

Path

Figu re2 Route request (RREQ) packet format

The DBA-DSR scheme also modifies the RREP packet of DSR to find the address of the node that
initialized the RREP packet. To do this, a new field is added into the packet structure, referred to
as RREP initiator address. This field stores the address of the node that initialized the RREP
packet. When a node initializes the RREP packet, its address is stored in the RREP initiator
address field so that the source node is aware of the address of this node. The modified RREP
packet structure is illustrated in Figure3

© 2019, IJ)CSMC All Rights Reserved 243


https://onlinelibrary.wiley.com/doi/full/10.1002/sec.766#sec766-fig-0002
https://wol-prod-cdn.literatumonline.com/cms/attachment/903bf9e8-28b4-4c09-ab66-4f343def085a/sec766-fig-0002-m.jpg

Richa Sheokand et al, International Journal of Computer Science and Mobile Computing, Vol.8 Issue.5, May- 2019, pg. 239-251

Type RREP initiator Hop Count
address

Destination Address

Source Address

Life time

Path

Figure3. Route reply (RREP) packet format

The pseudocode of the DBA-DSR algorithm is depicted in Figure 4. It can be summarized as follows.

Before starting the normal DSR routing process, the source node initializes the fake RREQ packet with a
random destination address that does not exist.

Whenever the malicious node receives the fake RREQ packet, it creates an RREP packet with a fake path to
the destination address and replies back to the source node with this information.

When the source node receives the RREP packet in reply to the fake RREQ, it recognizes that there is some
malicious activity in the network; then it checks the RREP initiator field in the RREP packet to detect and
identify the node, which initiated the RREP packet in reply to the fake RREQ packet.

Whenever the source node traces back the malicious node in the network, it records the address of the
malicious node in a blacklist table. In fact, this table stores the addresses of all malicious nodes. Such nodes
are advertised to other nodes as malicious and are further prevented from participating to any routing
operation.

After the process of sending the fake RREQ is completed, the normal DSR routing process is started.

When the source node receives the RREP in reply to the original RREQ packet, it checks this RREP to
determine if it is originated from the destination node or an intermediate node.

If the RREP is originated from the destination node, the route is considered as safe and is used by the
source node to transmit the data.

If the RREP message is originated from an intermediate node, the source node sends an acknowledgment
packet to the destination node to find out whether the route is secure or not.

If the source node receives the reply to the acknowledgment packet, it considers the route to be secure and
transmits the data packets through it. If the reply to the acknowledgment packet is not received, the source

node initiates again the process of sending the fake RREQ to identify the malicious nodes in the network.
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Figure4. DBA-DSR algorithm

As a result, the DBA-DSR scheme can identify the blackhole nodes in the network before the actual routing
mechanism is started. The proposed solution also checks each route by using the acknowledgment scheme,
with which the source and destination nodes exchange the acknowledgment packets to authenticate the
route. Thus, our solution consists of two mechanisms, one to detect the blackhole nodes in the initial stages
and the other to find the secure route to the destination in the later stages.

The time complexity of our DBA-DSR algorithm can be defined as the number of steps taken by the algorithm
to find the secure route to the destination (to transmit the data packets) after receiving the RREP. The worst
case scenario is when all the RREP packets received by the source node have to be processed, which will
take O(n), where n is the number of RREP received by the source node.

Performance Evaluation

Simulation settings

In this | used simulation tool to implement the proposed DBA-DSR algorithm and compare its performance
against the normal DSR algorithm (so-called DSR) using some performance metrics (described later).
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As simulation scenario, a MANET with 50 nodes is designed, and the choice of malicious nodes in the
network is random. It is assumed that each node is restricted to move within the specified terrain of the
MANET. The simulator randomizes the movement and direction of each node. A source node and a
destination node are selected, and about 500 data packets of 64 bytes each are transmitted from source to
destination. The malicious nodes are assumed to drop all the packets that they received.

Table 1. Simulation parameters

Parameter Setting
Terrain dimension 1000 m x 1000 m
Number of nodes 50

MAC protocol IEEE 802.11

Radio range of a node 250 m

Traffic Type CBR

Network layer routing protocol DSR

Simulation time 10 min

Data rate (Mbps) mobility model Random way point
Speed Random (0-80 m/s)
Packet size 64 bytes

Pause time Random (0-80's)

The performance metrics used are as follows.

Packet delivery ratio: This metric represents the ratio between the number of packets originated by the application

layer sources and the number of packets received by the sink at the final destination, that is,

. , X Number of packers received
Packet delivery ratio = f

E Number of packets send
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Average end-to-end delay: This metric represents the average time taken by the packet to reach the destination. This
includes the time from generating the packet from source node up till the reception of the packet by the destination
node. It is expressed in seconds. This includes the overall delay of networks including buffer queues, transmission
time, and induced delay due to routing activities. The lower the value of end-to-end delay, the better the performance

of the protocol.

L (arrive time — send time)

End — to — end delay = ,
: Z Number of connections

Network throughput: This metric represents the average rate of successful message delivery over a communication
channel. It can be measured as bits per second (bps), packets per second (pps), or packet per time slot.
Routing overhead ratio: The routing overhead can be defined as the ratio of the amount of routing-related control

packets transmitted to the amount of data packets transmitted by the application traffic.

. . E comtrol packets transmitted
Routing overhead ratio =

X data packets transmitted
All these metrics are measured against varying node mobility, pause time, and percentage of malicious nodes in the
network.

4.2 Simulation results

First, the node mobility (in mps)—that is, the rate at which the nodes are moving in the network—is varied and the
effect of this variation on the packet delivery ratio is studied. The results are shown in Figure 5.

Packet Delivery Ratio Vs Node Mobility
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z 0 —s—D5R
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s
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Node Mobility (mps)

Figure5.Packet delivery ratio versus node mobility

In Figure5, it is observed that the DSR scheme generates more packets loss than the DBA-DSR scheme
when blackhole attack is present in the network. It is also revealed that the DBA-DSR scheme yields a higher
but consistent packet delivery ratio even in the presence of blackhole nodes. This can be justified by the fact
that when the mobility speed is increased, the packet delivery ratio of DBA-DSR decreases because more
link break downs make our protocol spend more time to find secure routes, which leads to the observed
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higher packet loss; the packet loss percentage of the DSR decreases when the speed increases because
more link breakdowns will cause more new route discoveries.

Second, the pause time is varied, and the effect of this variation on the packet delivery ratio is investigated.
The results are captured in Figure 6.

Packet Delivery Ratio Vs Pause time
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Pause time (5)

Figure 6.Packet delivery ratio versus pause time

In Figure 6, it can be observed that in both DSR and DBA-DSR schemes, the packet delivery ratio is
decreased when the pause time is increased. Also, this phenomenon is less pronounced in DBA-DSR
compared with DSR. In addition, the DBA-DSR scheme yields better results compared with the DSR scheme
when the blackhole attack occurs in the network. This can be justified by the fact that the DSR scheme does
not have any built-in security mechanism in the presence of blackhole attack.

Third, the node mobility is varied, and the effect of this variation on the network throughput is investigated.
The results are illustrated in Figure 7.

Packet Delivery Ratio Vs Pause time
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Figure 7.Network throughput versus node mobility
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In Figure 7, it can be observed that in both DSR and DBA-DSR schemes, the network throughput drops as the
mobility speed is increased. The DBA-DSR scheme generates a higher throughput compared with the DSR
scheme. This is again because of the lack of security mechanism in DSR to protect against blackhole attack.
In addition, the throughput of the DBA-DSR scheme slightly decreases when the mobility speed increases
because high mobility speed causes higher link breakdown probability, which in turn requires more route
discovery processes; thus, more time to find the secure routes, hence the observed slight decrease in
throughput.

Fourth, the percentage of malicious nodes (blackhole nodes) in the network is varied, and we study the effect
of this variation on the packet delivery ratio. The results are captured in Figure 8.

Packet Delivery Ratio Vs Pause time
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Figure 8.Packet delivery ratio versus percentage of malicious nodes.

In Figure 8, it can be observed that the DSR scheme heavily suffers from the presence of the blackhole
attack. Therefore, its packet delivery ratio decreases dramatically when the percentage of malicious nodes
increases in the network. Also, it can be observed that the DBA-DSR generates much higher packet delivery
ratio than DSR does. This is justified by the fact that contrary to the DSR scheme, the DBA-DSR scheme
implements a mechanism for preventing blackhole attacks in the MANET. When the number of malicious
nodes is increased, DSR and DBA-DSR show a decrease in packet delivery ratio. This phenomenon is less
pronounced in DBA-DSR compared to DSR.

Fifth, the pause time is varied, and the effect of this variation on the routing overhead is investigated. The
results are captured in Figure 9.
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Packet Delivery Ratio Vs Pause time
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Figure 9.Routing overhead versus pause time.

In Figure 9, it can be observed that as the pause time increases, the DSR scheme generates less routing
overhead compared with the DBA-DSR scheme. This might be justified by the fact that DSR does not
introduce any security or defensive mechanism in the presence of blackhole attack, whereas in the DBA-DSR
scheme, a proactive approach is introduced to identify the malicious nodes before the actual routing process
is run and the slight increase in routing overhead for DBA-DSR may be attributed to its embedded
acknowledgment scheme process, which is part of the route discovery process.

Finally, percentage of malicious nodes in the network is varied, and the effect of this variation on the routing
overhead is investigated. The results are captured in Figure 10.

Routing overhead ratio Vs Malicious nodes(%])

== DBA-D3R
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Routing overhead ratio%)
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Malicious nodes (5)

Figure 10.Routing overhead versus percentage of malicious nodes.
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In Figure 10, it can be observed that the DSR scheme yields a lower routing overhead ratio compared with the
DBA-DSR scheme. This is due to the fact that the frequency and capacity of attacks increases, which cannot
be prevented by DSR.

In its routing procedure, DSR does not use any additional requests for finding the secure routes, whereas
DBA-DSR does. In addition, the routing overhead ratio for the DSR (resp. DBA-DSR) scheme decreases (resp.
increases) as the number of malicious node increases. This tendency is attributed to the fact that the
presence of more malicious nodes in the network will cause immediate reply to the route requests (case of
DSR) and will cause more requests to detect and isolate the blackhole nodes (case of DBA-DSR).

Conclusion

In this paper, | proposed DBA-DSR, a DSR-based protocol for mitigating blackhole attacks in MANETS.
Simulation results showed the following: (i) The normal DSR scheme generates more packets loss than the
DBA-DSR scheme when blackhole nodes are present in the network, (ii) The DBA-DSR scheme yields better
packet delivery ratio compared with the normal DSR scheme, (iii) The DBA-DSR scheme generates a higher
throughput compared with the normal DSR scheme; and (iv) The normal DSR scheme yields a lower routing
overhead compared with the DBA-DSR scheme. All these results fall within our expectations. In the future,
we plan to extend the DBA-DSR scheme so that it can handle the case of collaborative blackhole attacks in
MANETS.
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