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Abstract-- Lack of security has become a major concern, given the prevalence of attackers, hackers, crackers, 

scammers and spammers. A key area in security research and practice is authentication, the determination of 

whether a user should be allowed to access a given system or resource. Existing authentication processes are 

usually accomplished by user ID and password, with the authentication schemes Pair-based Authentication 

scheme based. Textual passwords are the most common method used for authentication. But textual 

passwords are vulnerable to eves dropping, dictionary attacks, social engineering and shoulder surfing. 

Graphical passwords are introduced as alternative techniques to textual passwords. Most of the graphical 

schemes are vulnerable to shoulder surfing. To address this problem, text can be combined with images or 

colors to generate session passwords for authentication. Session passwords can be used only once and every 

time a new password is generated. In this research paper, two different techniques are proposed to generate 

session passwords using text and colors which are resistant and more secured. These methods are suitable for 

Personal Digital Assistants. These methods are suitable for Personal Digital Assistants. This scheme can 

authenticate the user by session passwords that are used only once. It is no longer useful if the session is 

terminated. For every login process, users have to feed the input with different passwords. It provides better 

security against dictionary and brute force attacks as password changes for every session. The proposed 

authentication schemes use text, colors and images for generating session passwords. 
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I. Introduction 

Passwords are the most general form of user authentication technique used in various 

computing applications like banking ATM, websites, operating systems login and mobile 

phones. However, user's passwords are cracked and bargained under different vulnerabilities. 

There are different types of password attacks and describes the authentication techniques by 

justifying the resistance to existing password attacks. Finally, it presents a password based 

secure authentication mechanism to resist some password attacks in different computing 

applications. Shoulder surfing is one of the password attacks in which the adversary 

detectives the user's movements to steal their passwords. Eventually, the attackers can 

observe and use all the options related to the password length. The brute force attacks pattern 

all possible combination of password until the correct one is received to break the 

authentication method It is a time consuming as searching all combinations and mostly used 

to crack the encrypted passwords. It is effective for small length passwords. The dictionary 

attack is a form of brute force attack but faster the brute force attack and it attempts to match 

the password with mostly used words in our daily life. In this technique, the attacker creates 

the dictionary of most commonly used words and they can use these words to break the 

authentication mechanism. Another password attack is Key Loggers which are software 

programs installed in user computer and monitors the user activities by copying the key 

pressing activities of user. The attackers crack the authentication technique using the log file 

which stores all the history of key pressing activities and the log file will be forwarded to the 

attacker's e-mail. A web-based password attack is called phishing in which the attackers 

redirect the user to the fake website whose interface is like real website to attract the user to 

crack the password by retrieving the login information from the fake website. Replay attacks 

is also called as reflection attacks which focused on the user authentication method. In this 

attack, the attacker initially enters his/her password first time login phase. The receiving 

device sends the trial to the sender to authenticate the method. The attacker utilizes the 

process and responses of the receiving device which can able to accept the challenges of the 

attacker. The standard process of password scheme allows the users to log into the system by 

his/her username and password then the system validates the user by matching the user 

database and grant the access. Although, the benefit of this scheme is to provide the security 

of data by handling only the authenticated users, this schema is vulnerable to password 

attacks such as shoulder surfing, key loggers, phishing and brute force. If security breach 

happened in the authentication system, the valuable and private data confidentiality will 
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become vulnerable. In some cases, it may cause to unauthorized access to the data and the 

hardware resources, loss of wealth, privacy issues. For example, our g-mail, google drive 

accounts, google contacts, hangout chats are handled by a single google account. More than 

that our android smartphones also integrated with the google account. If any attacker got 

access into our google account, it will be a catastrophic damage for our data and the privacy. 

In this paper we are proposing a secure password authentication mechanism and 

authentication technique and it resists shoulder surfing, brute force and key logging attacks in 

any computing applications. 

II. Related Study 

In this section, we review and analyze the recent studies of panel-based authentication 

techniques proposed by researchers in the literature. 

2.1 Authentication method  

It works with 8*6 matrix or grid which consists entire 26 English alphabets in capital, 

10 numerals and 12 chosen symbols. The characters are organized in the matrix in random 

manner. In the authentication process the user will enter the position (row number followed 

by column number) of each character in the password and for last three characters he will 

enter the same characters which is in the password. In the Figure 1, sample matrix if the 

password is ' 1DEI*2DTA#3' then the user needs to enter as '6463131582226316A#3'. 

2.2 Pair based scheme 

By 6*6 matrix which is filled with 26 capital English alphabets and 10 numerals. In 

the authentication process the user take the characters of the passwords as pairs. The row will 

be selected from the first letter of the pair and the column will be selected by the second letter 

of the pair. The intersection point of the row and column will be taken as the part of the 

session password. After this the distribution of the characters in the matrix will be change for 

the next pair. 

 

            Fig. 1. Pair based scheme



Poonkodi R et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.5, May- 2022, pg. 40-50 

© 2022, IJCSMC All Rights Reserved                                                                                                        43 

2.3 Graphical Password Schemes 

In graphical password authentication system was designed to protect the users against 

weak as well as strong shoulder surfing attacks. The proposed system uses a database of 

different icons, where the user selects a few icons as a password. The user also selects a ball 

of specific color out of five balls of different colors. The chosen color ball is used to 

authenticate a password icon as and when the ball moves over the icon. Although the system 

resists against both weak and strong shoulder surfing attacks, it takes high time cost during 

the authentication process, and the user has to wait for a dynamic moving ball to coincide 

over his/her required password icon so that the user confirms his/her password icon by 

pressing the space key or any other key of the keyboard. It shows that the scheme is not 

suitable for a real-time system. A graphical-based textual password scheme was introduced. 

For each password character entry, the user has to click inside the area of an imaginary 

triangle made up of three vertices of the user's password characters. The scheme is resilient to 

shoulder surfing attacks, but the login process is lengthy, complicated, and difficult for 

successful login entry. The scheme is not suitable when the user has to enter the password 

frequently after every short interval, as in a mobile phone. 

2.4 Brute Force Algorithms 

In brute force algorithm, searching a string pattern was initialized which was an 

excellent attempt to search for a pattern efficiently by ignoring the middle section of the 

string, but it will give a better result if the pattern length is more significant than four 

characters. The algorithm will compare the first and last characters for four characters, but the 

time saved against the rest of the two characters is less than the time consumed for multiple 

if-else statements. Moreover, if the first and last character matched for a long string, the rest 

does not need to match. Instead, they will require further comparison for the rest of the 

characters. Suppose any mismatch occurred in the central characters. In that case, the 

substring will be ignored, and the algorithm will move onward, e.g., the first and last 

characters of the strings introduced and interested are matched, but the central characters 

mismatch. 
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III. Proposed Methodology 

The proposed research work is implemented with enhanced authentication technique 

consists of 3 phases: registration phase, login phase and verification phase. During 

registration, user enters his password in first method or rates the colors in the second method. 

During login phase, the user has to enter the password based on the interface displayed on the 

screen. The system verifies the password entered by comparing with content of the password 

generated during registration. The proposed implementation was done using PHP platform 

and MySQL database management system. 

 

Fig.2. Data flow diagram 

 

Figure 1 describes about the entire process of proposed research model as; a user can 

create a session password for the text and colors for new registration. Now, the existing users 

can login into the system using correct session password text and colors for successful and 

secure entry. Once the login of user completed successfully, the proposed model can take the 

users to perform the process such as deposit amount and transfer the amount. After the 

process completed user can logout from the model. 
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 The below mentioned figure 2 designed for user registration and login model for 

proposed concept using MYSQL database with different key such as foreign key and primary 

key. The color and text passwords are created for each account to manage the different user’s 

login.

 

Fig. 3. ER diagram

IV. Result & Discussion 

 The proposed implementation is explained in detail about creation of successful user 

login and processing the transaction of financial needs in a secured manner. The below figure 

4 explained about the registration of new user login with their personal details as input data 

for account creation. After feeding the mandatory and correct details of user registration of 

user will be created for login into the proposed system in two way secured models as text and 

color matched password system. 
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Fig.4 User registration page 

 

The proposed system designed with three stages like account creation, login and 

transaction of money. In the figure 4, the registration page requested to fill some mandatory 

information about the user for creating the secured login with enhanced security method. 

 

Fig. 5 User feed their data to create successful login

There are some parameters such as first name, last name, username, mail id, contact 

number and user id for uniqueness. After the successful feed of user data, the option named 

generate password is provided to create a unique password for each and every user by their 

own are explained in figure 5. 
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Fig. 6 Password text-based system 

 

In figure 6, the text- based password system is generated for each user based on their 

input data and parameters selected is explained. 

 

Fig. 7 Password color-based system
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In figure 7, the color- based password system is generated for each user based on their 

input data and parameters selected with color password scheme which is enhanced with high 

security model. 

 

Fig. 8 Login page after successful account creation 

 

In figure 8, after the creation of successful login of the user with two-way enhanced 

security system as text- based password and color- based password is generated. After the 

creation of login with uniqueness, the proposed model prompt for user login with two 

different passwords. 

 

 

Fig. 9 Home page to deposit money 
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Figure 9 is explained about the transaction of money from the user account with 

reformation-based password scheme. The user account details with how much money user 

would like to deposit with other end user will be done using their registered user pin for 

successful transaction of the amount in a secured way. After the successful completion of the 

transactions the user can check for their available balance in his/ her account. The proposed 

system will be processed with reformation- based password system which was more secured 

with two enhanced security model to protect the user information from the third- party access 

of the data. 

V. Conclusion 

The application works according to the restrictions provided in their respective 

browsers. The application satisfies the Admin. The speed of the transactions become more 

enough with enhanced security model and the proposed system helps the user to create their 

own login based on the two proposed unique schema for secure login and it helps to protect 

the data more protective method.  

The text and color password are the two different password are implemented for 

enhancing the security protocol and the research has been successfully developed and 

interpreted and system was developed according to the admin requirements. The system 

produces accurate results and it also reduces a lot of overheads, which the manual system 

faced. The information requirements may still increase. As future enhancement, it is essential 

to change the software when new software arrives with more advanced feathers. So, it is 

much necessary for further development. 
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