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Abstract: 

Color digital images are one of the most widespread and widely used types of data, and the image can be secret or of 

a special nature, or it can be a carrier of confidential data, which makes protecting it very important. In this research, 

a new method for protecting color digital images will be presented, and the ease of implementing this method and its 

suitability for any digital image will be shown. The proposed method will provide a high degree of security and 

provide a high degree of protection for the digital image through the use of a complex private key based on chaotic 

logistic map model, six chaotic key will be used to form six integer keys, and these keys will be resized to match the 

dimensions of each color channel. The proposed method will use two rounds of data cryptography; each round will 

require three private keys, one for each color. Different variations of CLMM will be used to generate 1D and 2D 

chaotic keys, the results of using 1D chaotic keys will be compared with the results of using 2D chaotic keys and 

some recommendations will be raised. The proposed method will be implemented, different types of results 

analysis's (Quality analysis, sensitivity analysis, and throughput analysis) to improve the enhancement provided by 

yje proposed method comparing with other existing methods. 
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Introduction 

Color digital images [13-15] are one of the most widely used and widely used types of data. And the digital image 

may be secret or personal of a special nature, or it may be carrying confidential data, which requires protecting it 

from the process of penetration by intruders, by data thieves, or by any unauthorized party [60-70]. 

Digital color image is presented by a three-dimensional matrix (a two-dimensional matrix for each of the three 

colors: red, green and blue), as shown in figure 1, each color matrix can be extracted and treated alone, the 

processed color matrices can be combined to form the processed color image [16-21]. 

https://ijcsmc.com/
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Figure 1: Color image representation 

 

One of the popular methods of protecting images is image cryptography. Image cryptography means encryption the 

image before sending and decrypting it after receiving. Encryption and decryption usually done using secret (PK) 

(see figure 2), this key must provide a huge key space to prevent the process of key guessing or hacking [21-30].  

 

 
Figure 2: Color image cryptography process 

 

A good method of cryptography must satisfy the following [17-20]: 

- Simplicity: easy to use, and it must suit any image with any size. 

- Security: The PK must provide a huge key spaces to prevent key guessing or hacking, also the PK must be sensitive 

to any minor changes in the PK components,  any change in the PK components in the decryption phase must be 

considered as a hacking attempt by producing a corrupted, damaged decrypted data. 

- Efficiency: minimizing the encryption-decryption times, thus maximizing the process of cryptography throughput 

(bytes encrypted-decrypted per second) [41-50]. 

- Quality: The method must give good values for quality parameters measured between the source image and the 

encrypted one after processing the encryption phase, and between the source image and the decrypted one after 

processing the decryption phase [31-40]. The quality parameters used in this research are: Mean square error (MSE), 

peak signal to noise ratio (PSNR), and correlation coefficient (CC), these parameters can be calculated using 

equations 1, 2, and 3 [16]. 
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Where: 

 
 

The encryption phase must totally destroy the image [51-60], while the decryption phase must recover the original 

image, this can be proved by the calculated values of the quality parameters. In the encryption phase the value of 

MSE must be very high, the value of PSNR must be very low, and CC must be closed to zero. In the decryption 

phase MSE must be zero, PSNR must be infinite, and CC must be equal 1. 

 

Related Work 

Data protection is a very important matter [61-70], which prompted many researchers to provide various methods of 

encryption with varying values in efficiency. Some methods were based on the standards DES, AES, 3DES and BF, 

these methods are good for small in size data, when the data size increased (as an image), these methods became 

inefficient, and table 1 shows the throughputs of these standard methods [1]: 

 
In [2] the authors made performance comparisons between chaotic and non-chaotic methods of data cryptography, 

the final results of comparisons are shown in table 2. 



Prof. Ziad AlQadi, International Journal of Computer Science and Mobile Computing, Vol.12 Issue.5, May- 2023, pg. 32-53 

© 2023, IJCSMC All Rights Reserved                                                                                                        35 

 
Some other authors introduced methods which enhanced the throughput, in [8] the authors introduced a method , the 

throughput was enhanced to reach 169.1 K bytes per second, while in [9] the introduced method enhanced the 

throughput to reach 710 K bytes per second. 

In [3] the authors provided a robust and fast image encryption scheme based on a mixing technique. In [4] the 

authors provided cosine-transform-based chaotic system for image encryption, while in [5] the authors introduced a 

novel image encryption algorithm based on polynomial combination of chaotic maps and dynamic function 

generation. In [6] the authors introduced Multiple-image Encryption Algorithm Based on DNA Encoding and 

Chaotic System, while in [7] the authors produced a multiple-image encryption with bit-plane decomposition and 

chaotic maps, these methods provided good quality a have various speeds as shown in table 3 

 

 

The Proposed Method 

The proposed method is based on using chaotic logistic map model to generate needed PKs for color image 

cryptography.  

The chaotic logistic map (CLM) function is calculated by equation 4 [10-12]: 

 
Where Xn is the first chaotic logistic parameter that ranges from 0 to 1, r is the second chaotic logistic parameter 

that ranges from 0 to 4. The behavior of the chaotic logistic map depends on the selecting value of r, so, when r is 

equal to [3-6]: 

- 0 to 1, the chaotic function generates fixed and stable values near to zero. 

- 1 to 3, the function generates a fixed and stable values near to (r-1)/r). 

- 3 to 3.7, the function generates values with periodic attractor. 

- 3.7 to 4, the function acts as a chaotic function. 

In the proposed method we will use the ranges: 3.5<r<4 and 0<x<1. 

CLMM can be used to generate 1D chaotic key, this key can be easily converted to integer key and can be resized to 

any image dimensions, figure 3 shows the sequence of operations required to use CLMM to generate a PK:   
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Figure 3: Key generation process 

 

Figure 4 shows example outputs of implementing CLMM: 

 
Figure 4: Example of using 1D CLMM key 

 

For performance analysis we will use also CLMM to produce 2D CLMM key, this key can be converted to integer 

and resized to match the color matrix size, figure 5 shows the sequence of operations required to produce 2D 

CLMM key, while figures 6 and 7 show sample outputs: 

 
Figure 5: 2D key generation process 
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Figure 6: 2D CLMM key 

 

 
Figure 7: 2D integer key 

 

Generating CLMM key requires a processing time (generation time), this time will rapidly increases when 

increasing the length of CLMM key, so it is recommended to use a medium size of CLMM key to save the total time 

needed to image cryptography and thus to increase the method throughput, table 4 shows the generation time needed 

to generate various lengths CLMM key, while figure 8 shows the generation time increasing: 

 

Table 4: CLMM key generation time 

Key length(element) Generation time(second) 

100 0.0010 

200 0.0013 

400 0.0040 

600 0.006000 

800 0.009000 

1000 0.014000 

2000 0.050000 

4000 0.057000 

5000 0.062000 

10000 0.104000 

50000 1.395000 

100000 10.744000 
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Figure 8: CLMM generation time VS key length 

 

The proposed method will use two rounds of image cryptography; each round requires 3 keys, so the total number of 

required keys is six. The information required to generate the needed keys is included in the PK, which will have a 

complicated structure to prevent any hacking attempts, the structure of the first form of PK to generate 1D CLMM 

keys is shown in figure 9, while the structure of the second form of PK to generate 2D CLMM keys is shown in 

figure 10. 

 
Figure 9: 1D PK structure 

 
Figure 10: 2D PK structure 
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The proposed method includes the following tasks to apply color image encryption-decryption. 

1) Using 6 CLMM to generate 6 CLMM keys. 

2) Converting keys to integers 

3) Resizing the keys to match the color matrix size. 

4) Apply XORing each color matrix with the associated key (as shown in figures 11 and 12) 

 
Figure 11: 2D keys generation 

 
Figure 12: Encryption phase (1 round) 
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The encryption phase can be implemented applying the following algorithm: 

Inputs 

Color image to be encrypted, PK 

Output 

Decrypted color image 

Process 

1) Get the color image 

2) Extract each color channel matrix 

3) Retrieve color matrix dimensions 

4) Get the PK 

5) Apply CLLMs to get 6 CLMM keys. 

6) Convert the CLMM keys to integer. 

7) Resize each integer key to match the color matrix size. 

8) Apply round 1 by XORing each color matrix with the associated key (key1, key 2 and key3) 

9) Apply round 2 by XORing each of the resulting color matrix obtained in step 8 by the associated key (key 4, key 5 

and key 6) to get the encrypted colors. 

10) Combine the three colors obtained in step 9  in one 3D matrix to get the encrypted color image. 

The decryption phase can be executed using the same sequence, the same PK must be used and the input image is 

the encrypted image. 

 

Implementation and Results Analysis 

The image "sampleMerry_0055_Lasalle.jpg" was encrypted-decrypted using the proposed method, figures 13, 14, 

and 15 show sample outputs of the implementation: 

 

 
Figure 13: Sample input image (sampleMerry_0055_Lasalle.jpg) 
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Figure 14: Sample encrypted image 

 

 
Figure 15: Sample decrypted image 
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The proposed method will be implemented using the 10 selected images shown in figure 16: 

 
Figure 16: Selected used color images 

 

1) Quality analysis 

The selected images were treated using the proposed method, 1D PK shown in I figure 17 was used: 

 
Figure 17: Used PK to generate 1D key 

 

The calculated quality parameters between the input and the decrypted images were: MSE=0, PSNR=infinite, which 

means that the decrypted images were identical to the input ones. 

Table 5 shows the calculated quality parameters values between the input images and the encrypted images. 

 

Table 5: Quality of the encrypted images (using 1D keys) 

Image MSE PSNR 

1 12364 16.5997 

2 10362 18.3660 

3 9197.2 19.5587 

4 9175.4 19.5825 

5 7989.5 20.9665 

6 11526 17.3014 



Prof. Ziad AlQadi, International Journal of Computer Science and Mobile Computing, Vol.12 Issue.5, May- 2023, pg. 32-53 

© 2023, IJCSMC All Rights Reserved                                                                                                        43 

7 10536 18.1997 

8 8654.3 20.1672 

9 11447 17.3708 

10 6950.3 22.3599 

From table 5 we can see that MSE always high and PSNR always low for any image with any size, this means that 

the proposed method satisfies the requirements of good image cryptography. 

The PK shown in figure 18 was used to encrypt-decrypt the selected images, table 6 shows the obtained quality 

parameters between the input and encrypted images. 

 
Figure 18: PK to generate 2D keys 

 

Table 6: Quality of the encrypted images (using 2D keys) 

Image MSE PSNR 

1 12603 16.4083 

2 10866 17.8912 

3 9502.7 19.2319 

4 94097 19.3304 

5 8163.3 8163.3 

6 11933 16.9549 

7 11027 17.7443 

8 9329.4 19.4160 

9 11328 17.4747 

10 6924.3 22.3974 

The obtained results shown in table 6 also prove that the proposed method provides a good quality, this can be seen 

in the sample outputs shown in figures 19, 20 and 21: 

Source image
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400

600

Blue component histogram

 
Figure 19: Image 5 example 
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Figure 20: Encrypted image 5 example 

 

 
Figure 21: Decrypted image 5 example 

 

2) Statistical analysis 

The selected images were treated using the proposed method, first we use the PK shown in figure 17, and then the 

PK shown in figure 18 was used. In both cases the calculated values of CC between the input images and the 

decrypted ones were always equal 1, which means that the method after decryption recovers the input image. Tables 

7 and 8 shows the calculated values of CC between the input and the encrypted images: 

 

Table 7: Calculated CCs using first PK 

Image CC red CC green CC blue 

1 0.0263 0.0701 -0.0039 

2 0.0369 0.1186 0.0126 

3 0.0095 0.0500 0.0146 

4 0.0040 0.0764 0.0214 

5 0.0231 0.0586 0.0045 
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6 0.0212 0.0965 0.0101 

7 0.0030 0.1167 0.0631 

8 0.0435 0.0820 0.0652 

9 0.0101 0.0872 0.0516 

10 -0.0072 0.0279 0.0042 

 

Table 8: Calculated CCs using second PK 

Image CC red CC green CC blue 

1 0.0192 0.0178 0.0154 

2 0.0126 0.0046 0.0145 

3 0.0089 0.00038515 0.0076 

4 0.0169 -0.0051 0.0089 

5 0.0118 0.0053 0.0101 

6 0.0058 0.0081 0.0191 

7 0.0217 0.0010 0.0185 

8 0.0044 0.0090 0.0112 

9 0.0211 0.0104 0.0120 

10 0.0032 0.0057 0.0037 

 

Tables 7 and 8 show that CC values always closed to zero (very low), this means that images were fully destructed 

in the decryption phase, and the proposed method satisfies the requirement of good cryptography. 

3) Efficiency analysis 

 Doing this analysis we calculated the encryption and decryption times provided by the proposed method, then the 

throughputs were calculated, tables (9 and 10) show the obtained results using 1D and 2D keys: 

 

Table 9: Efficiency parameters (Using 1D key) 

Image Encryption time(second) Throughput (K byte per 

second) 

Throughput (M byte 

per second) 

1 0.0740 1991.1 1.9444 

2 0.0677 7475.0 7.2998 

3 0.2058 24393 23.8213 

4 0.1805 23401 22.8525 

5 0.0575 2075.5 2.0269 

6 0.0697 7261.6 7.0914 

7 0.0552 2672.5 2.6099 

8 0.0556 2649.4 2.5873 

9 0.0560 2637.7 2.5759 

10 0.2359 25328 24.7344 

Average 9988.5  
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Table 10: Efficiency parameters (Using 2D key) 

Image Encryption time(second) Throughput (K byte per 

second) 

Throughput (M byte 

per second) 

1 0.0930 1584.0 1.5469 

2 0.1260 4017.9 3.9237 

3 0.3200 15688 15.3203 

4 0.2460 17174 16.7715 

5 0.1460 817.8042 0.7986 

6 0.1100 4602.3 4.4944 

7 0.1530 963.6374 0.9411 

8 0.0970 1520.0 1.4844 

9 0.1090 16933 16.5361 

10 0.1430 41789 40.8096 

Average 10509  

From tables 9 and 10 we can see that the proposed method provided an excellent throughput, the average throughput 

is better than any throughput provided by the best method listed in the related work section. From table 9 and 10 we 

can also see that using PK to generate 2D keys enhanced the efficiency keeping the quality acceptable, so we 

recommend this key, also this key will enhance the security level by expanding the key space. 

4) Sensitivity analysis 

The proposed method uses a PK key with components; these components are CLMM parameters, the parameters 

values are used to generate the needed keys for image cryptography, any minor changes in CLMM parameters 

values will lead to generate different keys. Changes done in the decryption phase will be considered as a hacking 

attempts and a damaged decrypted image will be produced. Figure 22 shows how the generated key is sensitive to 

any changes in CLMM parameters. 

 
Figure 22: Generated key sensitivity 

 

To prove the sensitivity effects of the proposed method image "sampleMerry_0055_Lasalle.jpg" was encrypted 

using the PK shown in figure 23 
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Figure 23: PK used in the encryption phase (PK1) 

 

Minor changes were applied and the PK shown in figure 24 was used in the decryption phase 

 
Figure 24: PK used in the Decryption phase (PK2) 

 

 

Figures 25, 26, 27 and 28 show the obtained outputs: 

 
Figure 25: Image to be encrypted 



Prof. Ziad AlQadi, International Journal of Computer Science and Mobile Computing, Vol.12 Issue.5, May- 2023, pg. 32-53 

© 2023, IJCSMC All Rights Reserved                                                                                                        48 

 
Figure 26: Encrypted image using PK 1 

 

 
Figure 27: Decrypted image using PK2 
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Figure 28: Decrypted image using PK1 

 

From figure 27 we can see making any changes in the PK will produce a corrupted damaged image, the changes in 

the PK in the decryption phase will be wrong PK and will be considered as a hacking attempt. 

5) Security analysis 

The proposed method uses a complicated complex structure; this will increase the key space and prevent any 

hacking process. 

The PK contains 24 components with double data type, each component requires 64 bits to represented,  so the 

available number combinations for each component  is equal   and the key space will equal: 

 
6) Simplicity analysis 

 The proposed method is very simple and easy to implement. The method can be used for image cryptography; the 

image can be with any size. PK can be changed from time to time without any need to change the method 

operations, changing the image also does not require any change in sequence of operations, the proposed method can 

be implemented using any programming language, in this research the method was programmed using matlab, and 

for researchers who want to reproduce the outputs the following code can be used: 
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Conclusion 

A simple and easy to implement method of image cryptography was proposed, this method can be used to encrypt-

decrypt any color image without needing any modifications in method operations. It was shown that the proposed 

method was very secure and it can prevent hacking and it increases the image protection degree. The method uses a 

PK with complex structure; the components of the PK are various CLMM parameters. The proposed PK is very 

sensitive to any changes in any PK component and provides a huge key space making the hacking process 

impossible. 
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The proposed method was implemented using various images, the obtained results were analyzed using various 

types of analysis's (quality, statistical, sensitivity, security and efficiency analyses) , and it was proved that the 

proposed method satisfied the quality requirements by giving excellent values of MSE, PSNR and CC in both the 

encryption and decryption phases. 

The obtained results proved that the proposed method is very efficient by maximizing the throughput of image 

cryptography; the proposed method gave an average throughputs better than the existing methods of image 

cryptography. 
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