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Abstract:

A novel method of message steganography will be proposed. The method will use a digital speech file as a covering
media. The 32 binary bits of each speech sample will be used for data hiding, using these bits will increase the
hiding capacity, and changing them will not much affect the sample value, thus the quality of the stego file will be
always high. The proposed method will use a private key to protect the hidden message, the protection will be
applied by shuffling the rows of the speech binary matrix using the contents of the generated indices key, The
induces key will be generated by running a chaotic logistic map model using the values of the chaotic parameters
included in the private key. The proposed method will be tested and implemented using various messages, the
quality, sensitivity and speed of the proposed method will be analyzed to prove the enhancements provided by the
proposed method.
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Introduction
Short secret message (SMS) [20-25] are considered one of the most widely used types of digital data and circulated
through various social media platforms [14-19]. Since some of these means of communication are unsafe and there
are many people lurking about the data to hack it and disrupt its content, it is necessary to protect the text message
and transform the communication environment from an unsafe environment to a safe environment as shown in
figures 1 and 2.
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Figure 2: Safe SMS transmission media

SMS protection and securing is required because SMS may be private, or may be secret or the communication media
may be unsafe. Protecting and securing the message can be achieved by using message steganography [26-30].
SMS steganography means hiding a message in a covering digital media without affecting much this media, the
produced stego media must be closed to the covering media [36-40]. The stego media will be used to extract an SMS
which must be identical to the source hidden SMS, the hiding and extracting processes are maintained by hiding and
extracting functions as shown in figure 3 [31-35].
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Figure 3: Stego system diagram

In this paper research the process of steganography will combined with a simple message cryptography using a
private key, this key will be used to shuffle the columns of each row in the digital speech file binary matrix (SBM).
Combining the crypto and stego processes will expand the security enhancements by combining the features of data

steganography and cryptography, these features are listed in table 1:

Table 1: Steganography and cryptography features [43-50]

Factor of Steganography Cryptography
comparison
Meaning Covered writing Secret writing
Structure of data is altered.

Data altering

Structure of data is not usually altered.

Mean square
error(MSE)

MSE measured between covering and stego DSFs
must be low, while MSE between source and extracted
message must be zero [77-82].

MSE measured between source and encrypted data
must be high, while MSE between source and
decrypted data must be zero [70-76].

Peak signal to noise
ratio (PSNR)

PSNR measured between covering and stego DSFs
must be high, while PSNR between source and
extracted message must infinity [65-70].

PSNR measured between source and encrypted data
must be low, while PSNR between source and
decrypted data must be infinity [60-65].

Supports Confidentiality and Authentication security

Supports Confidentiality and Authentication security

Supports
principles principles as well as Data integrity and Non-
repudiation
Needs for Not much mathematical transformations are involved. | Involves the use of number theory, mathematics etc. to
mathematics modify data
The information is transformed

Action on data

The information is hidden.

Data visibility

Hidden information is not visible

Transformed information is visible

Confidentiality

Provides Confidentiality only

Provides Confidentiality, Integrity, Non-repudiation

Algorithm

Doesn’t have specific algorithms

Has Various recognized and approved algorithms

Goal

is to make the information invisible to anyone who
doesn’t know where to look or what to look for[50-55]

is to keep the contents of the message secret from
unauthorized access [46-50]

SMS is a set of characters organized in one row matrix, the values of this matrix can be easily represented by
decimal values (ASCII), these values can be easily converted to binary using 8 bits binary representation to form
the message binary matrix (MBM). MBM is a 2D matrix with 8 columns and number of rows equals the messages
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length, this matrix can be easily reshaped to form a new matrix with a selected number of columns as shown in

figure 4.

m="ABCDEFGH'

ml=uint8(m)

ml =

65 66 67 68 69 T0 T1 T2
MEM=dec2hin(ml.8)

MBM =

01000001
01000010 m2=reshape(MBM,2.32)

01000011 m2 =

01000101

01000100 00001111000000000000001101011111
‘ 00001111000000000001011010100000

01000110
01000111
01001000

Reshaping

Figure 4: SMS presentation

Digital speech file (DSF) [11-20]is a set of double type values (samples) organized in one column or two columns
matrix, these values can be easily converted to binary using 64_bits representation. The sample binary value is

divided into three parts (sigh digit, 52 bits for the sample value and 11 bits for the exponent value).

DSF as shown in figure 5 can be presented by the speech wave, histogram, decimal matrix and speech binary matrix
(SBM). SBM is a 2D matrix with 64 columns and number of rows equals the DSF size [21-30].
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The sample binary value has an interesting feature, changing the lower bits in this value will not much affect the
sample value; this will keep the stego sample closed to the covering sample.
Figures 6, 7 and 8 show the effects of changing some bits in the sample binary value [40-50]:

x= 02350
x1=num2bin(q.x)
xl =

LSB33:40 LSh8:LSB1
001111111100111000010100011110101 11000010 00011110101110 00010100

' 52: Value ' 11: Exponent

1:Sign
Order (index) 1 to 64 LSB 1 to 64

el  —~cofiii——

Figure 6: DSF sample values

w=>063
01000001
x=

0.2350
x]=num?bin(q.x)
0011111111001110000101000111101011100001010001111010111000010100
x2=x1
x2 =
0011111111001110000101000111101011100001010001111010111000010100
x2(:,57:64)=w LSB57:LSE1l
x2} =
0011111111001110000101000111101011100001010001111010111001000001
x3=hin2num(g,x2)

0.2350
[rl r2]=PSNR_RGB(x3.x)
MSE=6.8541e-029
PSNR=648.0815

Figure 7: Using lower 8 bits (LSB8) for data hiding (example)
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w=03
01000001
x=

0.2350
x]1=num2bin{q.x)
0011111111001110000101000111101011100001010001111010111000010100
x2=x1
x2 =
0011111111001110000101000111101011100001010001111010111000010100

x2=x1
0011111111001110000101000111101011100001010001111010111000010100
x2(:,33:40)=w LSB33:LSB40

x} =
0011111111001110000101000111101001000001010001111010111000010100
x3=hin2num(qg.x2)

xi=

0.2350

MSE = 5.5511e-015

PSNR = 299.2844

Figure 8: Using LSB33 to LSB40 for data hiding (example)

In the proposed method the 32 lower bits of each DSF sample binary value will be used for data hiding, and this will
provide the following enhancements:
Each sample can be used to hold 4 characters; this will increase the capacity hiding to reach the DSF size in samples
multiplied by 4.
Changing the 32 bits of the samples binary values will keep the stego samples closed to the covering samples, thus
the MSE value measured between the covering DSF and the stego DSF will be minimized, while the value of PSNR
will be maximized.
The proposed method will use a chaotic logistic map model (CLMM) parameters rl and x1 to generate a chaotic key
(CK), this key will be sorted to generate the indices key, required to apply SBM rows shuffling.
The CK has the following features:
Easy to generate, the following mat lab code uses the CLMM equation to run a CLMM to generate a key with length
equal NB:

; CK generation

r1=3.77:x1=0.19; NB=4000;

for i=1:NB

xl=r1*x1*{1-x1);

ckii==x1;

end

;Converting CK to indices key

[ee kev]=sort{ck);
The generated key is very sensitive to the selected values of rl and x1, any minor changes in the value of r1 and/or
changes in x1 will change the key, figure 9 shows the sensitivity of the generated keys:
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Figure 9: Indices key sensitivity

- CK generation require a key generation time (KGT), this time will rapidly increase when increasing the key length
as shown in table 2 and figure 10:

Table 2: Indices key KGT

Key length KGT (second) Key length KGT (second)
100 0.0010 5000 0.0690

500 0.0050 10000 0.1060

1000 0.0160 25000 0.3850

2000 0.0530 50000 1.5740

4000 0.0610 100000 11.3170
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Figure 10: KGT vs key length

Maximum SMS length

Referring to the results shown in table 2 and figure 10 we will consider a message SMS with length not greater than
4 K bytes, for longer messages it is recommended to divide the message into blocks, or to change the method of key
generation to achieve the best speed of message steganography [31-36].
Many authors [1-10] introduced various methods of message steganography, many of these methods were based on
least significant bit (LSB1) method and two least significant bits (LSB2) methods, theses methods have some
features, which required to be enhanced, and table 3 shows these features and the enhancements ,which will be
provided by the proposed method [77-82]:

Table 3: Stego methods features [26-30]

Feature LSB1 LSB2 Proposed LSB32
Used covering media Mainly color image Mainly color image DSF

Used bits 1 2 32

Required byte to hide one | 8 4 0.25 sample

character

Capacity hiding

Image size divided by 8

Image size divided by 4

DSF size multiplied by 4

Maximum change

1

3

0.0001

Minimum change -1 -3 -0.0001

Quality of Stego media Good for short messages, | Good for short messages, | Excellent when using short
increasing the message | increasing the message | and long message,
length will increase MSE | length will increase MSE | increasing the message

and decrease PSNR

and decrease PSNR

length will keep MSE low
and PSNR high
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The Proposed Method

The proposed method uses a private key (PK), which contains the values of three parameters: Two chaotic
parameters rl and x1 and the POST parameter, which will be used to calculate the starting position of the covering
samples. The PK will be used to secure the hidden message, this key will have a length of 192 bits, this length will
be capable to create a huge key space capable to resist hacking attempts, this space can be calculated using equation

1 below:

64x3
Key space =2

192

6.2771017353866807638357894232077x10 >
Combinations (1)

The PK will be used to generate indices key by sorting the generated CK, the length of this key will equal the
message length divided by 4 , this key will be used to shuffle the rows of the SBM, this operation will be
implemented based on the contents of the indices key, these contents will used as indexes to put the required row of
the SBM in the hiding process and to get the row of the SBM in extracting process.

The proposed method hiding process will be implemented applying steps:

Stepl: Input data preparation

Get the covering DSF.

Get the DSF size (LS).

Reshape DSF matrix into one row matrix.
Get the SMS.

Get the length of message (LM).

Get the PK.

Step2: Input preprocessing

Convert the message to decimal.

Convert the decimal message to binary to get MBM.

Reshape MBM to 32 columns.

Calculate the starting position of the covering sample s by taking the integer value of the result of multiplication
POS value with LS.

Extract the covering samples.

Convert the covering samples to binary using 64_bits binary representation.

Use rl and x1 to generate the secret indices key.

Step 3: SMS hiding:

Let the 32 bits of each row of SBM equal the reshaped MBM.

Use the indices key to shuffle the rows of the SBM to get the stego bytes.
Convert the stego bytes to decimal.

Return the stego bytes to the DSF row matrix.

Reshape the matrix back to original sizes to get the stego DSF.

Figure 11 illustrates an example of applying hiding process:
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ml =ABCDEFGH

m2 =

65 66 67 68 69 70 71 T2
01000001

01000010

01000011

01000100 MBM

01000101

01000110

01000111

01001000 -0.0002747 -0.0003967 ‘

Reshaping
00001111000000000000001101011111 1011111100110010000000000000000000000000000000000000000000000000
00001111000000000001011010100000 * 1011111100111010000000000000000000000000000000000000000000000000

kev: 1011111100110010000000000000000000001111000000000000001101011111
12 —-- 1011111100111010000000000000000000001111000000000001011010100000
Shuffling

1011111100110010000000000000000000001111000000000000001101011111
1011111100111010000000000000000000001111000000000001011010100000

-0.0002747 -0.0003967

Figure 11: Hiding process example

The extracting process can be implemented applying the following steps:
Step 1: Input preparation;

Get the stego DSF.

Get the file size.

Reshape the file matrix to one row matrix.

Get the PK.

Step2: Input preprocessing:

Use rl and x1 to run a CLMM to generate the indices key.

Calculate the starting position of the stego samples.

Extract the stego samples.

Step 3: SMS extracting:

Convert the stego samples to binary using 64_bits binary representation.
Extract the lower 32 bits from the binary matrix.

Use the indices key to shuffle the rows of the matrix.

Reshape the matrix to 8 columns matrix.

Convert the matrix to decimal.

Convert the decimal matrix to characters to get the SMS.
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Figure 12 illustrates an example of applying message extractions process:
01

00544t g
m] =ABCDEFGH 4..
() el e v - - - - - e
oost- M-I D 65 66 67 68 69 70 71 T2
: : 01000001
01 i ’ 01000010
0 5 10 15 01000011
x10* 01000100 MBM
-0.0002747 -0.0003967 01000101
‘ 01000110
01000111
1011111100110010000000000000000000001111000000000000001101011111 01001000
1011111100111010000000000000000000001111000000000001011010100000 ]

Shuffling ‘.‘ Reshaping
1011111100110010000000000000000000001111000000000000001101011111 — 00001111000000000000001101011111
101111110011101000000000000000000N001111000000000001011010100000 00001111000000000001011010100000

key:
12

Figure 12: Message extracting process example

Below is a mat lab source code which can be used to test and implement the proposed method:

:SMS hiding process
g—quantizer('double’);
r1=3.77;x1=0.19;POS=0.109;
[ecl fs]l]=wavread('C:\Users'win 7'\Desktop\voices'\f3.wav');
[an]l nn2]=size{ccl);LS=nnl*nn2;
sl=reshape{ccl.l.LS);SP=hx(POS*LS);
ml="ABCDEFGHIGKLMNOPQRST’;
m2=nint8(ml) ;
LM=length{m2); NB=LN\L'4;
for =1:NB
xl=r1*x1*(1-x1);
ckii)=x1;
end
[ee kev]=sort{ck);
s2=s1(1.SP+1:5P+NB) ;
s3=num2hin(q,s2) ;
m3i=dec2bin(m2.8);
md=reshape(m3 .NB.32) ;
sd=s3;
for i=1:NB

lki=find(key—i);

sd(k.33:04)=m4d(i.:);
end
s5=hin2num(q,s4)";
s1{1.5P+1:SP+NB)=s5;
sb=reshape(sl.nnl.nn2);
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:SMS extracting process

rr]1=3.77;xx1=0.19;POS=0.109;

SP=fix(POS*LS);

for =1:NB

xxl=rr] *xx1*(1-xx1);
ckl{i}=xx1;

end

[ee kevl]=sort{ckl);
s7=reshape(s6,1,LS);

s8=s7(1,SP+1:SP+NB);

s9=num2bin(qg.s8);

for =1:NB
f=find(kevl==i);
m3(i,:)=s9(f,33:64);

end

mb=reshape(m3.L.NL8);

m/=hin2dec(m6)'; m8=char(m7);

Implementation and Results Discussion
The proposed method was implemented using various SMS, the sensitivity was tested and the obtained results
showed that the hiding process and the extracting process must use the same PK, any changes in the PK in the
extracting process will produce a damaged extracted message, The message 'ABCDEFGHIGKLMNOPQRST' was
hidden using the following PK, the hidden message was extracted by applying the changes shown in table 4:

PK:

r1=3.77:x1=0.19;

POS=0.109;

Table 4: Method sensitivity

Changes in the PK MSE PSNR Remarks
No changes 0 Infinity Correct
r1i=3.91 0.7000 92.1831 Damaged
x1=0.29 4.4000 73.8003 Damaged
POS=0.09 5561.8 2.3797 Damaged

The quality of the stego DSF was tested, the obtained results showed that even in the message is long, the values of
MSE were very low and the values of PSNR are very high, thus the stego DSF always has an excellent quality, and
the stego file is always closed to the covering 1. Table 5 shows the obtained quality parameter values measured
between the stego and the covering DSFs, and figure 13 shows a sample outputs, here the stego file is very closed to

the covering file:
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Table 5: Quality results

Message length (K bytes) MSE PSNR
0.25 5.2829e-021 417.5797
0.5 1.2719e-020 408.7933
1 1.5126e-020 407.0600
2 3.7574e-020 397.9613
4 5.4181e-020 394.3010
8 8.1197e-020 390.2556
16 2.6018e-018 355.5850
25 6.2453e-018 346.8285
50 1.5850e-017 337.5150
100 2.1579e-017 334.4295
Remarks Low High
Covering DSF ¥ 1[]“ Covering DSF histogram
0.1 i : 8 T r T
----- ] EiS LLECRe
' D —
] deeee.- .. I 4

Figure 13: Stego DSF holding 10000 characters
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From table 5 it is shown that increasing the message length will keep the value of MSE low and it will keep the
value of PSNR high and this is shown in figure 14:

2.5 , 420 .
A0 |-  RREEEEE .
I R ] 400
: 390
(] SEEPERRTRRTES R REEETEEE .
» - o 380
‘n z
= 4
370
1 _____________ e -
360
08 oo R ] 350
340
0 ‘ 330 ‘
0 50 100 0 50 100

SM length{K bytes) SM length (K bytes)
Figure 14: Quality parameters VS SMS length
The speed of the proposed method was tested, the hiding time in seconds (HT), the extracting time in seconds (ET),

the hiding throughput in K bytes per second (HTP), and the extracting throughput in K bytes per second (ETP) were
calculated and table 6 and 7 show the obtained speed results.

Table 6: ET, DT results

Message length (K bytes) HT ET
0.25 0.0540 0.0110
0.5 0.0580 0.0160
1 0.0640 0.0270
2 0.0800 0.0430
4 0.1250 0.0860
8 0.2410 0.2300
16 0.4760 0.6000
25 0.8270 1.2740
50 2.5930 5.1940
100 6.5620 19.7940
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Table 7: ETP, DTP results

Message length (K bytes) HTP ETP

0.25 4.6296 22.7273

0.5 8.6207 31.2500

1 15.6250 37.0370

2 25.0000 465116
a4l  J4s16 |

8 33.1950 34.7826

16 33.6134 26.6667

25 30.2297 19,6232

50 19.2827 9.6265

100 15.2393 5 0520

From tables 6 and 7 we can see that for short messages, the method provides a good speed, the speed will get worst
when increasing the message length (over 4 K bytes length) as shown in figure 15 and for long messages we
recommend dividing the message into blocks to minimize the time required for key generation.

8 : 20
15

ET

10

SM length (K bytes)

40

HTP
ETP

50
SM length (K bytes)

0 50
SM length (K bytes)

100 0 100

Figure 15: Speed parameters vs message length

Conclusion

An efficient method of message steganography was proposed, the method used digital speech file as a covering
media, and 32 bits of each sample were used for data hiding, thus the capacity hiding was increased to reach the
speech file size multiplied by 4. It was shown that changing the 32 bits of the speech sample will not much affect
the sample value, thus the quality of the stego file was kept high and the stego file was always closed to the covering
file regardless the hidden message length. The proposed method added an extra protection by using a private key,
this key provided a good key space and the extracted message was very sensitive to the selected values of the private
key. The rows of the speech binary matrix were shuffled based on the contents of the indices key generated by
running a chaotic logistic map model.

The proposed method was tested and implemented using various messages, the obtained results were used to prove
the sensitivity, quality and speed of the proposed method.
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