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Abstract: Protecting secret messages from being hacked is a vital issue. In this paper research some standard
symmetric and asymmetric methods of data cryptography will be studied and a comparative analysis of these
methods will be provided. A simple, highly secure and efficient method of secret messages cryptography will be
introduced; the method will use a character private key with variable length. Increasing the PK length will increase
the key space making the method capable to resist any attack, the produced decrypted message will be very sensitive
to the PK, any changes in the PK during the decryption phase will be considered as a hacking attempt by producing
a damaged decrypted message. The proposed method will be implemented using various messages; the obtained
results will be analyzed to prove the quality, security and efficiency achievements provided by the proposed method.
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Abbreviations

The following abbreviations will be used in this research paper:

PK: private key

ET: encryption time

DT: decryption time

TP: throughput

SM: secret message

MSE: mean square error

PSNR: peak signal to noise ratio

CC: correlation coefficient

NSCR: number of samples change ratio
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Introduction

Messages may be private or secret, thus they require a high level of protection when using unsecure communication
environment [22-26]. One of the most popular techniques to protect the secret messages is data cryptography, which
means encrypting the message before sending it and decrypting the message after receiving it. Cryptography may be
symmetric or asymmetric. Symmetric encryption involves the use of one secret private key (as shown in figure 1)
for both encryption and decryption phases. The plaintext is read into an encryption algorithm along with a PK. The
key works with the algorithm to turn the plaintext into ciphertext, thus encrypting the original sensitive data. This
works well for data that is being stored and needs to be decrypted at a later date. The use of just one key for both
encryption and decryption reveals an issue, as the compromise of the key would lead to a compromise of any data
the key has encrypted [27-32]. This also does not work for data-in-motion, which is where asymmetric encryption
comes in.

Secret Key

PK)
PK PK
——— Encryption — Decryption e
Plaintext Ciphertext Plaintext

Figure 1: Symmetric data cryptography

Asymmetric encryption works with a pair of keys. The beginning of asymmetric encryption involves the creation of
a pair of keys, one of which is a public key, and the other which is a private key (see figure 2). The public key is
accessible by anyone, while the private key must be kept a secret from everyone but the creator of the key. This is
because encryption occurs with the public key, while decryption occurs with the private key [11-20]. The recipient
of the sensitive data will provide the sender with their public key, which will be used to encrypt the data. This
ensures that only the recipient can decrypt the data, with their own private key [1-10].

To secure and protect the secret message, key size is the most important parameter in symmetric and asymmetric
cryptography. The key size of symmetric cryptography is less than the asymmetric cryptography which make
symmetric cryptography less secure for more sensitive data [33-39].

The encryption/decryption time of asymmetric cryptography is greater than the symmetric cryptography which
makes encryption/decryption more complex for a large amount of data [3], [4]. Due to larger key size and greater
key generation time of asymmetric cryptography, public key cryptography is used once for key exchange only and
further encryption/ decryption is done by symmetric key cryptography [5], [6].
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Asymmetric
Key Pair
p— Public Key — Private Key _—
Encryption Decryption
Plaintext Ciphertext Plaintext

Figure 2: Asymmetric data cryptography

Many standards for message cryptography were introduced, here in this research paper we will focus on the most
popular standard, the proposed method will be compared with these standard, below a brief description of these
standards will be given:

- DES:

a symmetric cryptographic algorithm used for encryption and decryption of data [10]. In DES, only one secret
private key is used for both encryption and decryption. The key size of DES is 56-bit (see figure 3). To encrypt-
decrypt the data, the data must be divided into blocks with equal size (64 bits blocks), the encryption/decryption
process is to be repeated in 16 rounds, each round performs specific logical and arithmetic operations, the key space
provided by DES is small and it cannot resist hacking attacks. Another version of DES is 3DES (see figure 4), which
increases the PK length to 168 bits making the process of cryptography more secure, but slowly.

- AES:

AES is the advancement of 3DES algorithm [11]. Basically, AES is based on the Rijndael cipher developed by two
cryptographers, Joan Daemon and Vincent Rijmen. AES is different from DES and 3DES due to variables key sizes
such as 128,192, and 256 bits [12] (see figure 5). Same like DES and 3DES, AES also performs encryption on
blocks which are 128-bit [7]. AES algorithm is used in small devices for encrypting a message to send over a
network. Some other applications are monetary transaction [12] and security applications [8] [13].
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Figure 5: AES procedures

- RSA:

RSA (Rivest, Shamir and Adleman): RSA stands for Rivest, Shamir and Adleman who introduced the RSA
algorithm in 1977 [14]. RSA is an asymmetric cryptographic algorithm [1] which is also used for encryption and
decryption of the message. RSA (see figure 6) is widely used in transferring of keys over an in secure channel. Due
to asymmetric nature, there are two keys used in the algorithm. One is public key and second is a private key. The
public key is openly accessible to everyone in the cryptosystem and the private key is kept secret by authorized
person. RSA provides confidentiality, integrity, authenticity, and non-repudiation of data [15] [11]. RSA is more
commonly used in electronic industry for online money transfer [9]. In future, RSA can be used in Java cards [16]
- EIGamal:

ElGamal algorithm was introduced in 1985by Taher ElGamal [16]. EIGamal is an asymmetric key encryption
algorithm that is based on the Diffie-Helmankey exchange as an alternative to RSA for public key encryption.
ElGamal is also used in digital signature generation algorithm called EIGamal signature scheme [10] [17]. A
homomorphic algorithm named paillier used for its semantic security [2].

- Blowfish:

Designed by Bruce Schneider in 1933, this algorithm uses keys ranging from 32 to 448 bits. Its main purpose was to
serve as an alternative to DES [21]. It has the well-known 16 round Feistel Structure (see figure 7), and operates on
S-boxes which depend on large keys. It’s large key size and range makes the cipher increase its strength and
opportunities of use [21].
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In this paper research a simple and highly secure method of message cryptography will be introduced, the method
will use a variable length character PK, the objectives of the proposed method are to satisfy the following [40-45]:

- Provide a low quality encrypted message, and a high quality decrypted message, the proposed method will
satisfy the quality requirement shown in table 1.
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Table 1: Cryptography quality requirements

Quality parameter Measured between encrypted and | Measured between decrypted and
source messages source messages

MSE High 0

PSNR Low infinite

cC Low 1

NSCR High 0

- Increasing the level of security by using a variable long length PK.

- Minimizing the ET/DT and maximizing the throughput of message cryptography.

The Proposed Method

The proposed method uses a PK which contains characters (upper and lower cases characters, numbers and special
characters), the key length is variable, this key can suit any SM with any size, the encryption phase can be
implemented applying the following steps:

Step 1: Get the SM, and retrieve its length (L)

Step 2: Convert the character SM to decimal

Step 3: Get the PK
Step 4: Convert the PK to decimal
Step 5: Resize the PK length to L

Step 6: Apply XORing the resized key with the SM to get the encrypted SM

Step 7: Convert the encrypted SM to characters.

Figure 8 illustrates an example of message encryption

Message

Data cryptography

@ Decimal

68 97 116 97 32 99 114 121 112 116 111 103 114
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26 10 67 14

85 115 101 32 116 104 105 115

97 112 104 121

¥ g

XORing

94 107 55 111 108 84

PK
Use this message as a PK

Decimal

32 109 101 115 115 97 103 101 32 97 115

@ Resizing

76 108 116 101 105 55 98 71 71 53

Encrypted message

QICiL7=0000P0&76 Char

Figure 8: SM encryption example
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PK
Encrypted message Use this message as a PK
ICIL7=00010PlI&7]6 Decimal
85 115 101 32 116 104 105 115 32 109 101 115 115 97 103 101 32 97 115 32 97 32 80 75
@ Decimal @ Resizing
26 10 67 14 76 55 62 21 4 17 6 80 16 38 55 93 54 94 107 55 111 108 84 76 108 116 101 105 55 98 71 71 53 79

g i

68 97 116 97 32 99 114 121 112 116 111 103 114 97 112 104 121

¢

Data crvptography  Char

Decrypted message

Figure 9: SM decryption example
The decryption phase can be implemented using the same steps using the encrypted SM as source input.
Implementation and Results Analysis

Several messages were implemented using the proposed method, the obtained results were analyzed using various
approaches of data analysis methods to prove the enhancement provided by the proposed method, below these
approached will be discussed.

Sensitivity Analysis

The generated encrypted and decrypted messages are very sensitive to the selected PK, any changes in the PK in the
decryption phase will be considered as a hacking attempt by producing a damaged corrupted decrypted SM, to show
this several SMs were encrypted using PK1, the encrypted SMs were decrypted using PK2, table 2 shows the
obtained damaged decrypted SMs:

PK1:

'Use this message as a PK'
PK2:

“You cannot crack me!!’

Table 2: Sensitivity analysis

Source SM Decrypted SM

Secret message cryptography _tusOT"cz<~ mOOrcz3M t AisO
Message protection LeO] 1 ==M', vo2 Bk

Low quality encrypted message EgsOwSoewlll! { ~ELwE| £5%' Y-b)O
Character private key Cs30sdu!ge$v~t *ulr £00
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Increasing throughput TulOvhr-myup pitcd:-00
Decreasing encryption time H}vOOqupV" ?zefizmx $AG wMO#O
Decreasing decryption time H}vOOqupV" 2{ -#zmx$AG wMO#O

From table it was shown that any changes in the PK during the decryption phase will produce a damaged decrypted
message, which means that the process of cryptography is very sensitive to the values of the selected PK.

Visual Analysis

Visually we can prove the quality of the proposed method, the encrypted SM must be a damaged and unreadable
message, while the decrypted SM must be identical to source SM, to show this the previous messages were
encrypted and decrypted using the same PK (PK1), table 3 shows the obtained results, here the encrypted SMs are a
corrupted damaged SMs, while the decrypted SMs are identical to the source SMs.

Table 3: Visual analysis

Encrypted SM Decrypted SM
00 [E#O0cGOOFRO OLOOOCHO] M-T: 2 Secret message cryptography
00RO OSE OOOTOM#Y! Message protection

OO0f [00! NOOOOOOOW. M D4+KQS. Low quality encrypted message

00 £400000J0000I0&05 &4 Character private key
O0%40  0OcO tO OGO4WHES Increasing throughput
000 [ =000 LPOOO0O00E-+HT 'O"J 7. Decreasing encryption time
000 [ =000SLPOOO000E-+T 10" 7. Decreasing decryption time

Quiality Parameters Analysis

The quality between two SMs [39-46] can be measured by the quality parameters MSE, PSNR, CC and NSCR, The
MSE and NSCR between the source message and the encrypted one must be high, while the PSNR and CC between
them must be low. The MSE and NSCR between the source message and the decrypted one must be zero, while the
PSNR must be infinite, and CC must be equal 1.
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MSE and PSNR can be calculated using equations 1 and 2:

MAX?

PENRE — 101 —_—
9810 TIISE

o

I PR )
MbE=F?_;{-r¢—m].. 2)

Where: MAX is the maximum possible value of samples values, N is the total number of samples, xi and yi are the
corresponding sample values of the source and encrypted/decrypted messages.

The value of CC between two SMs expresses the dependency between their corresponding sample values. This is
another statistical evaluation for testing the quality of the algorithm of data cryptography. Calculating correlation
coefficient determines the level of correlation between two SMs and the correlation coefficient is always in range
[-1, 1]. Values between |1-0.7| is considered as strong correlation (samples from the source files are similar to
samples from the encrypted file), correlation between [0.7-0.3| is considered as medium correlation and values
between |0.3-0| is considered as weak correlation. Correlation coefficient can be calculated using equation 3:

cc. __ covlzy)
Y J/DE) /D 6

D{I} — EJ- [T' _]Iﬂ
J.'ll- i—1 ' ’

1 X "
D (y) = Z{yi—yl,

N

N
cov(z,y) = Z (zi — %) (3 — 7)),

N is the total number of samples, xi and yi are the sample values of two SMs, X andy are the mean values of
samples, and finally cov (X, ) is covariance between both SMs.

Number of sample change rate (NSCR) is robustness test for establishing the quality of data cryptography
algorithms. The purpose of the test is to compare the corresponding sample values of two SMs to show the
difference in percent. NSCR can be calculated using equation 4.

N
N .
NSCR = E‘—lvl‘ x 100%, (4)
where
D. — {1-.1‘=' 7 i
! 0, Otherwise
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The proposed method was implemented using various SMs, the calculated values of MSE between the source SM
and the encrypted one was always equal zero, the PSNR was always equal infinite, the CC value was always equal
1, while the NSCR was always equal zero, this prove that the proposed method provided a high quality in the
decryption phase, table 4 shows the quality parameters measured between the source SMs and the encrypted ones,
the results shown in table 4 prove that the encryption phase provided a low quality SM, thus the provided method
satisfied the quality requirements of good cryptography:

The following PK, with length=60 characters where used:
PK: ‘Use this message as a PK, this key will protect your message’

Table 4: Quality parameters values between source and encrypted SMs

Message number | Message size | MSE PSNR CcC NSCR
(byte)
1 10 5761.2 24.1577 0.4475 100
2 50 5051.6 25.1546 0.6577 100
3 100 5142.8 24.5716 0.5068 100
4 200 5706 22.2689 0.5023 100
5 500 6251.6 23.3408 0.8148 100
6 1000 5399.6 22.5582 0.5192 100
7 2500 2350.8 31.0493 0.8074 100
8 5000 5299.6 24.5147 0.8133 100
9 7500 4038 27.7116 0.6637 100
10 10000 5492.4 23.7500 0.5390 100
Remarks High Low Low High
Low quality
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Efficiency Analysis

Various in lengths SMs were implemented using the proposed method, ETs/DTs were measured and TPs were
calculated, table 5 shows the obtained results:

Table 5: Efficiency results

Message number Message size (byte) ET/DT(second) TP( K bytes per second)
1 10 0.0420 0.2325

2 50 0.0430 1.1355

3 100 0.0420 2.3251

4 200 0.0420 4.6503

5 500 0.0430 11.3554
6 1000 0.0440 22.1946
7 2500 0.0420 58.1287
8 5000 0.0420 116.2574
9 7500 0.0430 170.3307
10 10000 0.0440 221.9460

From the obtained results shown in table 5 it is seen that the proposed method is efficient by providing a good
ET/DT and TP. Bigger messages were selected and treated using the proposed method and the standard methods;
table 6 shows the obtained ET, while table 7 shows the obtained DT.
Long lengths messages were selected and encrypted-decrypted using the proposed method and the standard
methods, table 6 shows the measured ETs, while table 7 shows the measured DTs

Table 6: Obtained ETs

Method Message size ( K bytes)
32 126 200 246 280
Encryption time (seconds)
DES 0.27 0.83 1.19 144 1.67
3DES 0.4644 1.4276 2.0468 2.4768 2.8724
AES 0.15 0.46 0.72 0.95 1.12
BF 0.1091 0.3353 0.4808 0.5818 0.6747

© 2022, 1JCSMC All Rights Reserved
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RSA 0.13 0.52 0.74 111 1.39
ElGamal 0.45 1.03 141 1.75 1.83
Proposed 0.0584 0.1421 0.1659 0.2108 0.2696
method
Table 7: Obtained DTs

Method Message size ( K bytes)

32 126 200 246 280

Decryption time (seconds)
DES 0.44 0.65 0.85 1.23 1.45
3DES 0.7568 1.1180 1.4620 2.1156 2.4940
AES 0.15 0.44 0.63 0.83 1.10
BF 0.1778 0.2626 0.3434 0.4969 0.5858
RSA 0.15 0.43 0.66 0.93 1.23
ElGamal 0.43 0.85 1.13 1.30 1.64
Proposed 0.0584 0.1421 0.1659 0.2108 0.2696
method

From tables 6 and 7 it is seen that the proposed method decreased both the ET and DT, this is also clear shown in

figures 10 and 11.

The proposed method provided a better throughput (message length/ET) as shown in table 8.

The proposed method is more efficient and it provides a significant speedup comparing with the standard method of

message cryptography:

Speedup_12=ET 2/ET 1

TP_1/TP 2
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Table 8: Speedup of the proposed method

Method Average  encryption | Speedup of | Average decryption | Speedup of
TP(K byte per second) | proposed method TP(K byte per | proposed method
second)

DES 148.8889 8.3465 174.0260 7.1409

3DES 86.5633 14.3560 101.1779 12.2823

AES 236.4706 5.2552 255.2381 4.8688

BF 368.5200 3.3721 430.7527 2.8849

RSA 206.6838 6.0126 236.4706 5.2552

ElGamal 124.2658 10.0003 150.2804 8.2692

Proposed method 1242.7 1.0000 1242.7 1.0000

Security Analysis

The proposed method uses a character PK, the length of the PK is variable, and it may contain upper and lower case
characters, numbers and special characters, thus the key space can be calculated using equation 5:

Possible combinations = possible number of characters -
Key space =94 - (5)

L: PK length in characters

This key space will capable to resist any hacking attack, and it will rapidly increase when increasing the PK length.
A PK of 20-character length will take the following time:

P=500,000 PKs per second

Combinations: 94%°

Combination:=2.9010624113146182337306275467414e+39
Time to crack:=183858240887432392433558163.27866 years

Conclusion

A simple, highly secure and efficient method of SM cryptography was introduced, the method can be used to
encrypt-decrypt any message with any length without the need to modify the algorithm or the PK. The PK contains a
character values and it has a variable length, from short to long, the selected PK length can suit any message with
any length.

The proposed method was implemented using various SMs; the obtained results were analyzed using various
approaches of data analysis.
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The sensitivity analysis showed that the decrypted message was very sensitive to the selected PK, any changes in
this key during the decryption phase was considered as a hacking attempt by producing a damaged decrypted
message.

The quality analysis showed that the proposed method gave a low quality message in the encryption phase and a
high quality message in the decryption phase based on the calculated quality parameters MSE, PSNR, CC and
NSCR.

The efficiency of the proposed method was tested, ET, DT and TP were calculated and compared with standard
methods efficiencies and it was shown that the proposed method provided a significant speedup.
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