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Abstract: Nowadays cyber-physical systems are widely used in different application domains. In parallel, 

machine learning algorithms are used widely to detect the anomalies in the behavior of these systems. However, 

this detection is limited to two states: normal behavior and faulty functioning. The goal of this thesis was to 

create a hybrid neural network that could distinguish between three states of a cyber-physical system: normal 

behavior, a fault, and an attack. First and foremost, a power system is provided as a working example. Then, 

three potential ways for achieving the initial goal were presented: changing the values of features, using 

distances between samples, and using the Hidden Markov Model. They were tested on three different machine 

learning classifiers - Decision Tree, Random Forest and Multilayer Perceptron. Later, various tools for feature 

analysis are presented and an algorithm to find the features that contributed the most into the false predictions is 

described. Finally, three solutions to the initial problem are presented and evaluated. For Decision Tree classifier 

the most efficient enhancement method was using the proposed method that works on distances between samples. 

For Random Forest classifier, the most effective method was modifying the values of features. And for Multilayer 

Perceptron classifier all the proposed methods failed. 
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1. INTRODUCTION 

Cyber-Physical Systems (CPS) are nowadays widely used in different application domains, such 

as smart-homes, smart-cities, hospitals, etc. They are mainly composed of two entities: a cyber-

part consisting in a computing and networking component, and a physical part consisting in 

different controllers and sensors. The existence of a connected cyber part implies its 

susceptibility to multiple cyber threats. The malfunctioning of these systems, due to a cyber-

threat, can cause severe impacts on the real life and the safety of the community, for example a 

blackout or water contamination. That is why many algorithms have been designed for the 
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security monitoring of those systems, in particular the anomaly and attack detection. Nowadays, 

machine and deep learning algorithms are used to detect those anomalies and intrusions. 

However, this is not the first time such a fusion is examined. In the literature various approaches 

of the fusion of neural networks with theory-based models were presented. Due to research, five 

different methods were found. First, an approach that add physic based features like [1]. Then, 

another approach generating huge datasets artificially and learn the machine learning model to 

find the suspicious values of sensors rather than deciding in which status is the system, like in 

[2]. Third, a method that reduces the dimensionality of the problem, like in [3]. Fourth, a method 

that works on data defined over graphs, like in [4], and finally an approach that decomposes the 

problem into smaller ones, like in [5]. 
 

The first mentioned approach takes into consideration a physical model of the system. Based on 

the sensors’ data, the physical model will generate additional physical features. Finally, those 

physical features, along with sensor’s data are passed to the machine learning algorithm. 

 

In [1] this approach was used to model water temperature in a lake at varying times and depths. 

As physical model, they used the state-of-the-art general lake model [6] to obtain the 

temperatures obtained via simulation. Moreover, their approach incorporates a loss-function 

composed of three main components: the empirical error, the structural error and the physical 

inconsistency. During the training process, the machine learning algorithm strives to reduce the 

loss function. The empirical error assesses the difference between anticipated and expected 

values, whereas the structural error is proportional to model complexity, whereas the physical 

inconsistency evaluates if the predicted value is physically correct. The authors of [1] have 

proven that their approach gives better results that other attempts to resolve the same problem.  

 

The second approach, on other hand, presented in [2], takes into consideration an attack 

generation engine. This engine takes as an input a configuration file describing the system then it 

creates thousands of samples with various features describing sensors readings and others physic 

based. Then, the attacks are simulated by spoofing the values of samples. The dataset obtained 

this way is then trained to a machine learning algorithm, which will be able to tell to which 

extent the values of the features are physically correct. All the discussed methods have one in 

common: they can only detect the malfunctioning in general, without differentiating between 

attacks and a normal fault. In this paper, an attempt will be made to develop an algorithm able to 

detect the system status - normal behaviour, a fault and an attack. In order to do that, the scope of 

this paper includes a description of an example of cyber physical system, the description of 

different machine learning algorithms along with the comparison of their performances, the 

analysis of the importance of features and finally the proposal of three different solutions to the 

initial problem. The final research topic is based on the necessity for a validation technique for 

each proposed unsupervised method.  
 

• Question 1: Is there a reliable approach for detecting CPS anomalies using unsupervised 

techniques with little or no truth data?  
 

• Question 2: With little or no truth data, what unsupervised semantic analysis of automobile 

time series is possible?  
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2. PROPOSED SYSTEM 

A possible better solution for the posed problem may be using a physical model of the power 

system that could estimate on its own some features and combining it with a machine learning 

technique. There exist some python toolkits created to model a power system like PyPSA  or 

panda power , but they are complex and require specific advanced technical skills. This paper in 

addition to all that, provides some other important conclusions. First, the different machine 

learning toolkits do not work always the same way and the results may differ from one toolkit to 

another, like in this case and the differences in results between Weka and scikit-learn. Second, in 

order to the results from a work to be reproducible, all the details concerning the used parameters 

and the version of the software must be provided, in other case it may be hard to get the same 

result. Finally, it exists plenty of tools for machine learning classifiers evaluation and each 

toolkit provides its own interpretation of results. 

 

2.1 Power system as a CPS example 

In order to focus on the implementation of the hybrid machine learning algorithm, a CPS, with 

ready to use datasets, was chosen from a list provided in [7]: the power system [8], which 

network diagram was represented in figure 1. The system is composed of two power generators 

who are alimenting the whole system. Intelligent Electronic Devices (IEDs) R1 to R4 and the 

breakers BR1 to BR4 can be found connected directly to those generators. Each IED switches its 

corresponding breaker when a fault is detected, valid or fake. The communication between the 

IEDs and the Substation Switch is done wirelessly. On the other hand, the Substation Switch is 

connected with the Primary Domain Controller (PDC) and the Control Room.  
 
 

 

Figure 1: Power system network diagram 
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The operation of this power system can be described following 6 main scenarios:  

• normal behavior,  

• short-circuit,  

• line maintenance,  

• remotely opening the breakers (attack),  

• disruption of fault protection system (attack),  

• fault imitation (attack). 

 

2.2 Contribution 

A solid set of approaches and validation strategies to improve future research is also expected to 

assist the scientific community. Access to truth data for validating approaches and findings is a 

persistent difficulty for research in the CPS network domain. A possible better solution for the 

posed problem may be using a physical model of the power system that could estimate on its 

own some features and combining it with a machine learning technique. There exist some python 

toolkits created to model a power system like PyPSA [38] or panda power [39], but they are 

complex and require specific advanced technical skills. This study describes a set of strategies 

for automating the analysis of proprietary non-text network protocol payloads used by Cyber-

Physical Systems (CPS). Unsupervised lexical analysis approaches for extracting logically 

different pieces of information from non-text payloads and then enumerating the associated and 

causal relationships that exist among that information are among such techniques. 

 

2.3 Used machine learning algorithms 

Before talking about the comparison of machine learning algorithms, the used classifiers are 

briefly described in this section in order to better understand how do they work. In parallel, 

values of classifiers’ parameters used during all the tests are presented in tables 1, 2 and 3, and, 

in majority, they represent the default values found in Weka, in order to reproduce the results 

from [11]. 

 

2.3.1 Random Forest 

Random Forest, as the name indicates, is an ensemble of a given number of trees, and more 

exactly decision trees. This given number of trees is set using the parameter numIterations in 

Weka and estimators in scikit-learn. Each of decision trees is created based on a randomly 

chosen set of features of the dataset. The number of features is given by the parameter num 

Features in Weka and max_features in scikit-learn, which indicate the way it is calculated - in 

this case as the logarithm of base 2 of the number of features. 
 

On the other hand, decision trees represent a structure capable of determining the class of the 

predicted sample. It is composed of nodes connected to each other in a form of tree. Each node 

corresponds to a condition related to the features, for example if a particular feature is higher 

than a certain number. Each node, except the decision ones, has two child nodes corresponding 

to the answer as yes or no to the condition from from parent node. For each of two answers, 

particular classes are assigned, for example, given the case study in this work, yes answer can 

correspond to classes Attack and Natural and the answer no to class NoEvents. When running a 

tree on a particular sample, the nodes are followed given the answers on conditions, until 

arriving to the decision node. The class corresponding to this node is taken as the final output of 
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the decision tree. The number of layers of nodes is called the depth of the tree and it is set using 

the parameter maxDepth in both Weka and scikit-learn. 

 

2.3.2 SVM 

SVM, or more exactly Support Vector Machine, is a classifier that creates an N-dimensional 

space, in which all the samples from the training dataset are put, and then divided, geometrically, 

into regions, where each region corresponds to one class. The N dimensions of this space 

corresponds to all the features of the datasets and their transformations (for example a square of 

one of the features). Those transformations are done using a kernel function which can be set in 

Weka and scikit-learn using the kernelType/kernel parameter. Three kernel types are more 

commonly used: linear, polynomial and radial basis function (exponent based). The default 

kernel in both Weka and scikit-learn is radial basis function. Each type of kernel function comes 

with a set a parameter itself, like the degree in the case of polynomial and all of them can be set 

through the parameters of both used machine learning toolkits. 
 

In fact, the transformations do not calculate additional dimensions for every sample, but 

calculate the distance between points in the N-dimensional space. This distance is 

mathematically defined as the dot product of the two points. The dot product on other hand is 

defined of the sum of products of coordinates for every dimension. 

 

The division is made by determining so called hyperplane, which for example in a 2D features 

space is just a line. The points from each class that are the closest to the hyperplane are called 

support vector points, from where comes the name of this classifier [17] . 
 

The algorithm is running within a set number of iterations (can be set within Weka and scikit- 

learn) dividing the training dataset to smaller tranches using the cross-validation technique. The 

goal is to find the hyperplane that way so the number of misclassified samples is the smallest in 

that particular iteration.  

 

2.3.3 Naïve Bayes 

Naïve Bayes is a classifier based on the Bayes theorem, which states that the probability of event 

A, given that the event B happened is equal to the product of the probability of B given that A 

occurred and the probability of A, divided by the probability of B: 
 

 ( | )    ( | )   

 ( )
                                             (1) 

 

 

While the naivety of the algorithm is due to it does not taking into consideration the eventual 

relations between the features. The Naïve Bayes classifier can be both multinomial and gaussian. 

In the multinomial case the probabilities are calculated the classical way (number of occurrences 

over all samples), whereas in the gaussian case, the probabilities are taken from the gaussian 

distribution of a given event. For both Weka and scikit-learn the gaussian case were used. 

 

 

 



Mustafa Abdalkhudhur Jasim et al, International Journal of Computer Science & Mobile Computing, Vol.11 Issue.11, November-2022, pg. 35-47 

© 2022, IJCSMC All Rights Reserved                                                                                                      40 

2.4 Multilayer perceptron 

The multilayer perceptron is a classifier inspired by the structure of the human brain. It is 

constituted from a set of interconnected neurons, which are divided into at least 2 layers: input 

layer, hidden layers and output layer. Each layer consists of a number of neurons. The input layer 

has always a number of neurons equal to the number of features, and the output layer has always 

this number equal to the number of outputs of the problem. That is why, in the analyzed case the 

input layer has 128 neurons and the output layer only one neuron corresponding to the status of 

the power plant (normal behaviour, natural fault, attack). Each of the mentioned neurons has a 

weight. The neurons are interconnected. The output of a neuron is considered as the input for the 

neurons of the following layer. Those neurons of the following layer calculate the weighted sum 

of the inputs and passes the results through a function, called activation function. The result 

obtained this way is considered as the output of the given neuron and goes to the following layer. 

The only exception is the input layer, which input is the values of features and its neurons just 

copy the input to the output. 
 

The training process consists in updating the weights of the neurons during a predefined number 

of iterations called epochs. Before starting the training process, the initial weights values for 

hidden and output layers should be chosen. This choice can be done empirically or randomly. 

Moreover, a real positive number 𝜂 called training step must be fixed.  
 

The scikit-learn implementation of multilayer perceptron classifier is limited because it does not 

give a full control of each hidden layer and its activation function. It integrates however the 

possibility to determine the number of epochs called iterations and the training step called 

learning rate. 
 

There exists multiple python frameworks offering much more flexibility when creating neural 

net- works like PyTorch  or Keras framework, which were created in order to offer the 

possibility to create complex neural networks able to be used in large-scale applications. The 

mentioned frameworks will not be used in this work because this flexibility is not required in this 

case. However, it does not mean that it is not possible to make the results even better using those 

frameworks. 

 

2.5 Metrics for classifiers comparison 

All those classifiers give predictions that can be divided into 4 main groups. Assuming for a 

moment, for illustration purposes, that normal fault class is positive and attack class is negative, 

it could be differentiated between: 
 

• True Positive predictions (TP): correct prediction of the normal fault class, 
 

• True Negative predictions (TP): correct prediction of the attack class,  
 

• False Positive predictions (FP): incorrect prediction of normal fault class,  
 

• False Negative predictions (FN): incorrect prediction of attack class. 
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For that two classes, several metrics can be defined, that will be useful to compare between the 

used classifiers: 

 Accuracy: ratio of correct classifications over the total number of samples, or in 

other words: 

         
     

           
                                        (1) 

 Precision: ratio of correct classifications for a particular class over all 

classifications that indicated that class, or: 

          
  

     
                                                   (2) 

 Recall: ratio of correct classifications for a particular class, over all samples 

corresponding for this class, or: 

       
  

     
                                                       (3) 

 F-measure: weighted average of precision and recall given by the equation: 

            
               

                
                       (4) 

 

 

Given that those metrics work only with binary problems with a positive and a negative 

class, for multiclass problems the accuracy is always calculated as the ratio of true 

classifications over all classifications, however for precision, recall and f-measure, the 

average is calculated, and that in 3 different ways [29]: 

• micro average: the metrics are determined globally by calculating true positives as all 

correct predictions, false negatives and false positives as all incorrect predictions (assuming 

two classes A and B, when A is misclassified as B is a false positive for A, and in the same 

time a false negative for B). In this case precision, recall, f-measure and accuracy have 

exactly the same value, 

• macro average: the metrics are calculated for each class, the concerned class is considered 

as positive, while the sum of others as negative. Then their arithmetic mean value is 

calculated,  

• weighted average: the metrics are calculated for each class, then it calculates their 

weighted average value by the number of true instances for each class. 
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3. RESULTS AND DISCUSSION 

In order to reproduce the results presented in [11], Weka version 3.8.4 and scikit-learn 

version 0.23.1, running on Anaconda 3.18.11 with Python 3.7.6. final.0, were used. SVM in 

Weka comes from a package untitled libsvm available for this toolkit. The results are 

displayed in the same order as in [11], thus, the accuracy was presented in figures 2 and 3 

for the three class, binary and all 37 class cases respectively. Then, the precision, recall and 

f-measure can be found in figures 2 and 3. For these three metrics the weighted average was 

used to obtain the results. For Naïve Bayes the precision and f-measure could not be 

extracted using Weka for unknown reason. 

Figure 4 shows the accuracy values per dataset file for the three-class case using Weka, 

scikit- learn and compared to the original results for different classifiers. An accuracy 

superior to 50% is observed for SVM and Random Forest classifiers using Weka and for 

MLP and Random Forest using scikit-learn. The original results show that all the classifiers 

have an average accuracy superior to 50% except Naïve Bayes and One R classifiers. 

Figure 3 shows the accuracies in the binary case. The observations are similar, except for 

scikit-learn, where Naïve Bayes has this time an average accuracy superior to 50%. Figure 

2 shows the accuracies for the multiclass datasets. The accuracies superior to 50% are 

Random Forest and SVM for Weka, Random Forest only for scikit-learn and 

Adaboost+JRip, JRip and Random Forest for the original results. 

Figure 2 shows the precision metric values for different classifiers calculated using Weka 

and scikit-learn and compared to the original results. A precision superior to 0.5 is observed 

for all classifiers using Weka and for Random Forest and partially for MLP (binary and 

three-class), SVM (binary and three-class) and Naïve Bayes (binary) using scikit-learn. The 

original results, on other hand, show a precision superior to 0.5 for Random Forest, JRIP 

and Adaboost+JRIP and additionally for the binary case using SVM. Figure 3 shows the 

recall metric values. A recall superior to 0.5 is observed for Random Forest and SVM in 

Weka’s results, for Random Forest, binary class Naïve Bayes, binary and 3-class MLP in 

scikit-learn’s results. The original results show a value superior to 0.5 for One R, Naïve 

Bayes, JRip and Adaboost+JRip classifiers.  
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Figure 2: Plots showing the accuracy values per dataset file for different machine learning 
techniques using multiclass datasets of the power system calculated 
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Figure 3: Plots showing the accuracy values per dataset file for different machine learning 

techniques using binary datasets of the power system calculated 
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The accuracies in the three-class case are quite similar on the three plots, except SVM in 

scikit- learn, what shows a huge discrepancy of accuracy between datasets. Moreover, a 

remarkably higher values of accuracy for Random Forest classifier are observed in the 

attempt using Weka, compared to other plots. 

In the binary and multiclass cases, the Random Forest classifier in the attempts using Weka 

always shows higher values comparable to other plots. Scikit-learn, on other hand, for 

Random Forest classifier, gives results similar to those made by [11]. For SVM classifier, 

the discrepancy, this time, in the plots made by scikit-learn, is remarkably less important 

and the values oscillate around a constant value. For the binary case, this value is about 0.3 

in scikit-learn, while in Weka the obtained value is 0.75, which makes it comparable to the 

original results in [11]. On the other hand, in the multiclass case, the value oscillates around 

0.1, like it is the case in the results from [11]. In the attempt made in Weka the accuracy is 

much higher at about 0.6. For the Naïve Bayes classifier, the results are comparable, except 

the results obtained in scikit-learn in the binary case. 

For precision, recall and f-measure, some similarities can be observed especially in the case 

of Random Forest classifier and in the case of Naïve Bayes for multiclass. The results are 

generally different for the three metrics. For binary and multi-class cases the values of 

metrics are similar, except Naïve Bayes classifier case. The most similar to the results from 

[11] are the results obtained using scikit-learn, despite the differences. The more efficient 

classifier is certainly Random Classifier, especially when using Weka. However, MLP 

classifier gives also quite good results. 

3.1 Comparison Results 

In order to reproduce the results presented in [11], Weka version 3.8.4 and scikit-learn 

version 0.23.1, running on Anaconda 3.18.11 with Python 3.7.6.final.0, were used. SVM in 

Weka comes from a package untitled libsvm available for this toolkit. The results are 

displayed in the same order as in [11], thus, the accuracy was presented in figures 2 and 3 

for the three class, binary and all 37 class cases respectively. Then, the precision, recall and 

f-measure can be found in figures 2 and 3. For these three metrics the weighted average was 

used to obtain the results. For Naïve Bayes the precision and f-measure could not be 

extracted using Weka for unknown reason. 

To summarize, the figures show that Random Forest classifier has the higher capacities to 

distinguish between the occurrence of each class, or its absence. SVM tends to predict only 

No Events and Attacks but does not really succeed in distinguishing between them. Naïve 

Bayes fails to make true predictions; it considers everything of class natural. Finally, MLP, 

it succeeds in determining the class No Events, but does not distinguish over classes almost 

at all, despite the high accuracy (it is due because of the huge number of samples of class 

No Events). 

The two methods of plotting the ROC curve does not give exactly the same results, 

however the conclusions remain the same in both cases. This fact may be due to a slightly 

different set of test data used for its creation. 

Given this analysis, it can be deducted that Random Forest algorithm acts the best, and that 

is why it will be adapted in next sections, in which, at first, an analysis of features and their 
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importance will be made. However, a deeper look at the amelioration of will be also made, 

in order to succeed in differentiation between the classes. 

4. CONCLUSION 

This paper was a presentation of two machine learning toolkits, four different machine 

learning techniques and four metrics for the evaluations of those techniques. The values of 

those metrics were presented for all the techniques using the two toolkits, then compared 

between themselves and with the results provided by [11]. This permitted to determine the 

most accurate machine learning technique (Random Forest) which will be used in the next 

section. The next step in this master paper is the analysis of the importance of features, 

which will help in further modification of the random forest classifier.  

This work may be continued by implementing the power system using one of the 

mentioned toolkits in order to try to further enhance the results. In addition to that, instead 

of using scikitlearn, Keras  or PyTorch  packages may be used in order to create a complex 

neural network and possibly get better results. 
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