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Abstract: An efficient, highly secure and simple method of short messages cryptography method will be 

introduced. The method will use a rearrangement key to encrypt-decrypt SMs, the key will be generated by running 

a chaotic logistic map model with a selected parameter, these parameters will form the private secret key which is 

known by the data sender and the data receiver. The private key will provide the necessary key space to resist 

hacking attacks. The SM up to I K bytes will be encrypted-decrypted using RK, if the message size is greater than 1 

K bytes, the message will be divided into blocks of 1 K bytes’ length, and each block can be encrypted-decrypted 

using its own RK. The method will be simple and easy to implement, and it can suit any message with any length, 

the process of encryption is based on putting the character from the SM in its position maintained in the RK, the 

decryption will be implemented by recovering the characters from the decrypted SM by the indexes in the RK from 

the index 1 to the index L (L: is the message length). 

The proposed method will be implemented using various SMs, the results will be analyzed. Based on the obtained 

values of MSE, PSNR, CC and NSCR it will be proved that the proposed method satisfies the quality requirements 

in the encryption and decryption phases. The speed of the proposed method will be tested and the obtained results 

will be compared with other methods speed to show the improvements provided by the proposed method.  

Keywords: Cryptography, PK, CLMM, CLK, RK, TP, MSE, PSNR, CC, NSCR. 

Abbreviations 

The following abbreviations will be used in this research paper: 

 PK: private key 

CLK: chaotic logistic key 

CLMM: chaotic logistic map model 

SM: secret message 

SSM: short secret message 
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RK: rearrangement key 

ET: encryption time 

DT: decryption time 

TP: throughput 

SM: secret message 

MSE: mean square error 

PSNR: peak signal to noise ratio 

CC: correlation coefficient 

NSCR: number of samples change ratio 

 

Introduction 

End-to-end encryption is the encryption of messages on your device and decrypted only on the device of the person 

you are communicating with. That is, the message is transmitted as it is sent from the sender to the recipient in 

encrypted form, so no one can read it except for the person who is meant to receive it. 

One alternative is to transfer data in clear text, i.e. without encrypting the message at all. This is the least secure 

option. For example, data sent via SMS is not encrypted, which in theory means that anyone can intercept it. 

Fortunately, this practically requires special equipment, which somewhat limits the number of people who can 

eavesdrop on your messages [45-50]. 

There is also encryption in transit, which is when messages are encrypted from the sending end, delivered to the 

server, then decrypted there, re-encrypted, then delivered to the recipient and decrypted again. In-transit encryption 

protects information as it is sent, but allows the contents of messages to be seen by the intermediate link in the 

chain: the server. Perhaps this servant will deal with your secrets responsibly, and perhaps he will not. You just have 

to trust its owner - and this can be a problem [50-54]. 

But at the same time, in many cases it may be more appropriate to use in-transit encryption rather than end-to-end 

encryption. This is because encryption in transit allows the server to be part of the connection and thus provides a set 

of services that go beyond simply transferring encrypted data from one user to another. For example, the server can 

store your message history, connect additional conversation participants via alternate channels (such as joining a 

video conference call), use automatic moderation, and so on [35-40]. 

Messages may be private or secret, thus they require a high level of protection when using unsecure communication 

environment [22-26]. One of the most popular techniques to protect the secret messages is data cryptography, which 

means encrypting the message before sending it and decrypting the message after receiving it. Cryptography may be 

symmetric or asymmetric.  Symmetric encryption involves the use of one secret private key (as shown in figure 1) 

for both encryption and decryption phases. The plaintext is read into an encryption algorithm along with a PK. The 

key works with the algorithm to turn the plaintext into ciphertext, thus encrypting the original sensitive data. This 

works well for data that is being stored and needs to be decrypted at a later date. The use of just one key for both 

encryption and decryption reveals an issue, as the compromise of the key would lead to a compromise of any data 

the key has encrypted [27-32]. This also does not work for data-in-motion, which is where asymmetric encryption 

comes in. 
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Figure 1: Symmetric data cryptography 

Asymmetric encryption works with a pair of keys. The beginning of asymmetric encryption involves the creation of 

a pair of keys, one of which is a public key, and the other which is a private key (see figure 2) [40-50]. The public 

key is accessible by anyone, while the private key must be kept a secret from everyone but the creator of the key. 

This is because encryption occurs with the public key, while decryption occurs with the private key [11-20]. The 

recipient of the sensitive data will provide the sender with their public key, which will be used to encrypt the data. 

This ensures that only the recipient can decrypt the data, with their own private key [1-10]. 

To secure and protect the secret message, key size is the most important parameter in symmetric and asymmetric 

cryptography. The key size of symmetric cryptography is less than the asymmetric cryptography which make 

symmetric cryptography less secure for more sensitive data [33-39]. 

The encryption/decryption time of asymmetric cryptography is greater than the symmetric cryptography which 

makes encryption/decryption more complex for a large amount of data [3], [4]. Due to larger key size and greater 

key generation time of asymmetric cryptography, public key cryptography is used once for key exchange only and 

further encryption/ decryption is done by symmetric key cryptography [5], [6]. 

 

Figure 2: Asymmetric data cryptography 
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Many standards for message cryptography were introduced, here in this research paper we will focus on the most 

popular standard, the proposed method will be compared with these standard, below a brief description of these 

standards will be given: 

- DES:  

a symmetric cryptographic algorithm used for encryption and decryption of data [10]. In DES, only one secret 

private key is used for both encryption and decryption. The key size of DES is 56-bit (see figure 3). To encrypt-

decrypt the data, the data must be divided into blocks with equal size (64 bits blocks), the encryption/decryption 

process is to be repeated in 16 rounds, each round performs specific logical and arithmetic operations, the key space 

provided by DES is small and it cannot resist hacking attacks. Another version of DES is 3DES (see figure 4), which 

increases the PK length to 168 bits making the process of cryptography more secure, but slowly. 

- AES: 

AES is the advancement of 3DES algorithm [11]. Basically, AES is based on the Rijndael cipher developed by two 

cryptographers, Joan Daemon and Vincent Rijmen. AES is different from DES and 3DES due to variables key sizes 

such as 128,192, and 256 bits [12] (see figure 5). Same like DES and 3DES, AES also performs encryption on 

blocks which are 128-bit [7]. AES algorithm is used in small devices for encrypting a message to send over a 

network. Some other applications are monetary transaction [12] and security applications [8] [13]. 

 

Figure 3: DES procedures 



Dr. Rushdi S. Abu Zneit et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.11, November- 2022, pg. 131-150 

© 2022, IJCSMC All Rights Reserved                                                                                                        135 

 

Figure 4: 3DES procedures 

 

 

Figure 5: AES procedures 

- RSA: 

RSA (Rivest, Shamir and Adleman): RSA stands for Rivest, Shamir and Adleman who introduced the RSA 

algorithm in 1977 [14]. RSA is an asymmetric cryptographic algorithm [1] which is also used for encryption and 

decryption of the message. RSA (see figure 6) is widely used in transferring of keys over an in secure channel. Due 

to asymmetric nature, there are two keys used in the algorithm. One is public key and second is a private key. The 
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public key is openly accessible to everyone in the cryptosystem and the private key is kept secret by authorized 

person. RSA provides confidentiality, integrity, authenticity, and non-repudiation of data [15] [11]. RSA is more 

commonly used in electronic industry for online money transfer [9]. In future, RSA can be used in Java cards [16]  

- ElGamal:  

ElGamal algorithm was introduced in 1985by Taher ElGamal [16]. ElGamal is an asymmetric key encryption 

algorithm that is based on the Diffie-Helmankey exchange as an alternative to RSA for public key encryption. 

ElGamal is also used in digital signature generation algorithm called ElGamal signature scheme [10] [17]. A 

homomorphic algorithm named paillier used for its semantic security [2].  

- Blowfish: 

Designed by Bruce Schneider in 1933, this algorithm uses keys ranging from 32 to 448 bits. Its main purpose was to 

serve as an alternative to DES [21]. It has the well-known 16 round Feistel Structure (see figure 7), and operates on 

S-boxes which depend on large keys. It’s large key size and range makes the cipher increase its strength and 

opportunities of use [21]. 

 
Figure 6: RSA procedures 

 
Figure 7: BF procedures 
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In this paper research a simple and highly secure method of message cryptography will be introduced, the method 

will use a variable length character PK, the objectives of the proposed method are to satisfy the following [40-45]: 

- Provide a low quality encrypted message, and a high quality decrypted message, the proposed method will 

satisfy the quality requirement shown in table 1. 

 

Table 1: Cryptography quality requirements 

Quality parameter Measured between encrypted and 

source messages 

Measured between decrypted and 

source messages 

MSE High 0 

PSNR Low infinite 

CC Low 1 

NSCR High 0 

 

-  Increasing the level of security by using a variable long length PK. 

- Minimizing the ET/DT and maximizing the throughput of message cryptography. 

Generating rearrangement key 

The selected PK to be used in encryption and decryption phases must be kept in secret between the data sender and 

the data receiver. This key is to be used to generate the secret key (keys) needed to apply text file encryption and 

decryption. In this research paper the CLMM will be used to generate the SKs based on the selected chaotic 

parameters values, which will form the PK [30-35]. 

A well-known non-linear difference equation that exhibits chaos is the logistic map; it is characterized by equation 1 

[47]. 

 
Here, Xn denotes the value of the state in the nth iteration and is a real value in the interval [0, 1].  Also, a is a real 

parameter in the interval [0, 4].  The dynamics of the map can be studied by choosing a value for a, assigning an 

initial value x0 to the state and iterating repeatedly, to obtain the sequence x0, x1, x2, x3...  Such a sequence of states is 

called an orbit. 

For a between 0 and 1, the orbit is found to converge to a fixed point x = 0.  For every of a between 1 and 3, the 

system converges to a different non-zero point.  This convergence to fixed points can be easily seen in in figure 8 
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Figure 8:  CLM plot for a<3 

At a=3, the system undergoes what is known as a period-doubling bifurcation.  It means that instead of settling to a 

fixed point, the system begins to oscillate between two states - a dynamics known as a 2-cycle.  Further, if a is 

progressively increased up to about 3.57, the system undergoes a sequence of period-doubling bifurcations, 

encountering 4, 8, 16-cycles and so on up to infinity!  This usually called a period-doubling cascade.  The 2 and 4-

cycles can again be seen in figure 9.  The blue plot is a 2-cycle and the red plot is a 4-cycle. 

 

Figure 9: CLM plot for a>3 
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If the value of a is further increased, it is observed that the orbit neither converges to a fixed point nor oscillates 

between a finite number of states.  Instead, it appears to behave erratically, without any apparent pattern over time.  

This state is called chaos.  A chaotic trajectory is shown in figure 10. 

 

Figure 10: CLM plot for a=3.91 

Chaotic systems are sensitive to initial conditions (SIC).  It means that if the initial state of a chaotic system is 

changed by a very small amount, the resulting orbit diverges exponentially from the original orbit.  In fact, the two 

orbits become un-correlated after the passage of a fair amount of time [1-10].  This Sickness of chaotic systems is 

sometimes called the butterfly effect.  The divergence of two orbits of the logistic map can be seen in figure 11. 

 

Figure 11: CLM sensitivity 
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CLM can be easily used to generate various secret keys which can be used in data cryptography to encrypt-decrypt 

secret important digital data by using chaotic private key to generate a secret key used in algorithm of cryptography.  

CLK can be generated based on the selected chaotic parameters values, the following sequence of operations can be 

used to generate CLK. The CLK can be converted to indices key using the sort function to form the RK as shown in 

the sequence of operations listed below: 

 

Using the RK in the encryption-decryption phases must be done through selecting the CLMM parameters required 

to run CLLM to generate the CLK, which can be converted to RK as shown in figure 12: 

 

 

Figure 12: SM cryptography using CLK 

Generating CLK requires a generation time, this time will rapidly increase when increasing the key length, table 2 

shows the required generation time to produce various length CLKs, while figure 13 shows the relationship between 

the CLK length and the key generation time: 
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Table 2: RK generation time 

RK length(element) Generation time (second) RK length(element) Generation time (second) 

100 0.000331 4000 0.007243 

200 0.000319 5000 0.011068 

500 0.000601 6000 0.016198 

1000 0.001024 7000 0.020535 

2500 0.003240 8000 0.026358 

3000 0.004735 9000 0.033777 

3500 0.005913 10000 0.051479 

 

In the proposed method the block size 1000 bytes will be selected, the long messages with sizes greater than 1000 

bytes will be divided into blocks, and each block will be encrypted- decrypted separately. 

 

Figure 13: RK generation time vs key length 

Generated RK is very sensitive to the selected values of CLMM parameters, any changes in theses parameters will 

lead to change the contents of RK, thus the cryptography outputs will be changed, see table 3: 
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Table 3: RK sensitivity 

CLM parameters Generated RK 

r1=3.99; x1=0.125;  3    10     4     8     1     6     5     7     9     2 

r1=3.91; x1=0.125; 6     3     7     9     1     4     8    10     2     5 

r1=3.99; x1=0.325; 4     5     9     2     7     6    10     1     8     3 

r1=3.89; x1=0.025; 1     6     9     2     7     4    10     3     8     5 

 

The proposed method 

The proposed method can be used to encrypt-decrypt short and long messages, long messages must be divided into 

equal blocks, with size equal 1000 bytes, one RK or more RKs can be used. In our method we will use different 

RKs, one RK for each block. The encryption phase can be implemented applying the following steps: 

Step 1: Get the message and retrieve the message length (L), get PK 

Step 2: if L greater than 1000 then divides the message into blocks. 

Step 3: For each block do the following: 

- Run CLMM to generate CLK. 

- Convert CLK to RK. 

- Starting from the first position of the encrypted block put the character pointed by index 1 in RK, then the 

second character and so on (see figure 14). 

 

Figure 14: Encryption-decryption example 

 

 



Dr. Rushdi S. Abu Zneit et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.11, November- 2022, pg. 131-150 

© 2022, IJCSMC All Rights Reserved                                                                                                        143 

The decryption phase can be implemented applying the following steps: 

Step 1: Get the encrypted message and retrieve the message length (L), get PK 

Step 2: if L greater than 1000 divide the message into blocks. 

Step 3: For each block do the following: 

- Run CLMM to generate CLK. 

- Convert CLK to RK. 

- Starting from the first position of the decrypted block get the character pointed by index 1 in RK, then the 

second character and so on (see figure 14). 

Implementation and results analysis 

The proposed method was implemented using various messages, it was proved that the proposed method satisfied 

the quality requirements by providing a low quality message in the encryption phase (the messages were totally 

destroyed) and a high quality message in the decryption phase (the decrypted messages were always identical to the 

source messages). The quality analysis was done using the quality parameters MSE, PSNR, CC and NSCR. 

The quality between two SMs [39-46] can be measured by the quality parameters MSE, PSNR, CC and NSCR, The 

MSE and NSCR between the source message and the encrypted one must be high, while the PSNR and CC between 

them must be low. The MSE and NSCR between the source message and the decrypted one must be zero, while the 

PSNR must be infinite, and CC must be equal 1. 

MSE and PSNR can be calculated using equations 2 and 3: 

 

Where: MAX is the maximum possible value of samples values, N is the total number of samples, xi and yi are the 

corresponding sample values of the source and encrypted/decrypted messages. 

The value of CC between two SMs expresses the dependency between their corresponding sample values. This is 

another statistical evaluation for testing the quality of the algorithm of data cryptography. Calculating correlation 

coefficient determines the level of correlation between two SMs and the correlation coefficient is always in range 

[−1, 1]. Values between |1–0.7| is considered as strong correlation (samples from the source files are similar to 

samples from the encrypted file), correlation between |0.7–0.3| is considered as medium correlation and values 

between |0.3–0| is considered as weak correlation. Correlation coefficient can be calculated using equation 4: 
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N is the total number of samples, xi and yi are the sample values of two SMs, x¯ and y¯ are the mean values of 

samples, and finally cov (x, y) is covariance between both SMs. 

Number of sample change rate (NSCR) is robustness test for establishing the quality of data cryptography 

algorithms. The purpose of the test is to compare the corresponding sample values of two SMs to show the 

difference in percent. NSCR can be calculated using equation 5. 

 

The proposed method was implemented using various SMs, the calculated values of MSE between the source SM 

and the encrypted one was always equal zero, the PSNR was always equal infinite, the CC value was always equal 

1, while the NSCR was always equal zero, this prove that the proposed method provided a high quality in the 

decryption phase, table 4 shows the quality parameters measured between the source SMs and the encrypted ones, 

the results shown in table 4 prove that the encryption phase provided a low quality SM, thus the provided method 

satisfied the quality requirements of good cryptography: 

Table 4: Calculated quality parameters 

SSM number Length (byte) MSE PSNR CC NSCR 

1 50 90169 18.7102 0.1265 98 

2 100 88021 19.7611 0.0883 97 

3 200 97825 18.8632 0.1328 99.5000 

4 300 10993 17.7748 0.0228 99.6667 

5 500 11241 17.5524 -0.0382 99.6000 
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6 750 10778 17.9729 0.0567 99.6000 

7 1000 11439 17.3773 -0.0203 99.4000 

8 2000 11067 17.7077 0.0214 99.3500 

9 3000 10189 18.5345 0.0375 99.5333 

10 4000 10629 18.1118 0.0120 99.7750 

11 5000 11036 17.7365 -0.0063 99.6200 

12 10000 10908 17.8531 -0.00037434 99.6600 

Remarks High Low Low High 

The speed of the proposed method was tested, the ETs/DTs were measured and the TPs were calculated, table 5 

shows the obtained results: 

Table 5: Speed calculation results 

SSM number Length (byte) ET/DT (second) TP(K bytes per second) 

1 50 0.00067130 72.7367 

2 100 0.00070260 138.9927 

3 200 0.00080310 243.1982 

4 300 0.00090220 324.7271 

5 500 0.0012 416.7289 

6 750 0.0016 466.9867 

7 1000 0.0020 477.9340 

8 2000 0.0046 421.9142 

9 3000 0.0089 329.5709 

10 4000 0.0133 292.9739 

11 5000 0.0189 257.8982 

12 10000 0.1303 74.9382 

From table 5 it is shown that the optimal speed can be achieved when the message length was equal 1000 bytes, the 

ET/DT rapidly increases when increasing the length of RK, and the TP will increase when increasing the message 

length, after reaching the message size 1000 characters the TP will drop as shown in figure 15. 
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Figure 15: Speed behavior 

Long messages were treated using the proposed method, ETs were measured and TPs were calculated table 6 shows 

the obtained speed results: 

Table 6: Long messages speed results 

Long message length (K bytes) ET(second) TP( K bytes per second) 

5 0.0045 1100.5 

10 0.0088 1133.5 

15 0.0121 1240.7 

20 0.0188 1061.2 

30 0.0220 1360.7 

40 0.0299 1337.1 

50 0.0367 1362.0 

75 0.0578 1298.7 

80 0.0618 1294.2 

100 0.0752 1330.2 

Average 1251.9 
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The speed results were compared with other methods speeds, and the proposed method provided a significant 

speedup by increasing the TP of message cryptography as shown in table 7: 

Table 7: Proposed method speedup 

Method Average encryption 

TP(K byte per second) 

Speedup of 

proposed method 

Average decryption 

TP(K byte per 

second) 

Speedup of 

proposed method 

DES 148.8889 8.4083 174.0260 7.1938 

3DES 86.5633 14.4622 101.1779 12.3733 

AES 236.4706 5.2941 255.2381 4.9048 

BF 368.5200 3.3971 430.7527 2.9063 

RSA 206.6838 6.0571 236.4706 5.2941 

ElGamal 124.2658 10.0744 150.2804 8.3304 

Non_chaotic ref. [47] 170.3906 7.3472 170.3906 7.3472 

Chaotic approach ref. 

[47] 

141.2305 8.8642 141.2305 8.8642 

Proposed method 1251.9 1.0000 1251.9 1.0000 

 

Conclusion 

A simple method of message cryptography was introduced. This method was used to encrypt-decrypt short and long 

messages, the long messages were divided into equal blocks with sizes equal 1 K byte to enhance the speed of the 

proposed method. The method used simple operations to rearrange the charters in the encryption and decryption 

phases based on the generated RKs. CLMM was used to generate CLKs, these keys were converted to RK to be 

used as an indices key. The proposed method was tested and implemented using various messages and it was shown 

that the proposed method satisfied the quality requirements based on the calculated quality parameters MSE, PSNR, 

CC and NSCR in the encryption and decryption phases. 

The speed of the proposed method was tested and it was shown that the proposed method provided a significant 

speedup comparing with other existing methods of message cryptography. 
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