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Abstract— Forest fires cause economic and material losses and destroy the environment, causing many
negative impacts on human habitats and forest ecosystems. The unpredictable threat of wildfires leads to
climate change and the greenhouse effect. It is worth noting that up to 90% of forest fires occur mainly due
to human activities [1], even due to tampering, vandalism, and hostile actions. Therefore, to minimize the
destruction caused by forest fires as well as accurately identify the area where forest fires occur and support
government agencies, forest rangers, and search and disaster relief forces, ... it is necessary to monitor, detect
and warn of forest fires right from the early stage (early warning). This paper proposes to use static sensor
nodes combined with mobile in wireless sensor network (WSN) to Forest fire Monitoring, Detection, and
Early Warning - FMDW. At the same time, integrating Blockchain technology (BC) in WSN solves the
problem of secure routing, and distributed data storage, and prevents destructive and tampering attacks. This
also suggests new research directions on monitoring, detecting, warning, and protecting forests in countries
using Blockchain security technology in WSN.

Keywords— WSN, blockchain, cluster head, routing, sensor node, security.

l. INTRODUCTION

Forest fire is a disaster that causes great damage to countries, regions, and the whole world in terms of
socioeconomic, ecological, and environmental aspects. Wildfires can be caused by natural causes, such as high
temperatures or thunderstorms that can produce spontaneous combustion of dry fuels such as sawdust, leaves,
etc. [2], or by activities subjective human activity, such as unextinguished campfires, slash-and-burn farming,
improperly burned debris, or destructive activities, such as forging forest management data, burning forests to
clear traces of illegal logging, destroying forests by hostile forces, reactionaries, etc. In the past, detecting forest
fires using watchtowers was often ineffective because they were based on human observations. Nowadays,
thanks to the progress of 4G,5G...and satellite image processing methods, and especially the blockchain
technique (BC) Many remarkable progresses have been made.
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The paper is organizes as follows:

In the next section, section I1-A the structure of WSN is reviewed. In section 11-B a short analysis of existing
WSN is given. In section 3 some proposals for including block chain concept for existing WSN are mentioned.
Taking the constrains and the challenges facing the modern WSN in 4G,5G ecosystem we address briefly the
lightweight block chain in Section 4..

I1. MODEL OF MONITORING, DETECTION, AND EARLY WARNING OF FOREST FIRES USED IN WSN

A. Wireless Sensor Network Architectures

A WSN usually consists of a large number of SNs densely deployed in a sensor area and one or more sink
nodes (Sink) or base stations (BS) containing data located near or within the sensor area such as in Figure 1.
Sinks/BS sends queries or commands to SNs in the sensor area, and SNs collaborate to complete the detection
task and send sensor data to the Sink/BS. While, Sink/BS also acts as a gateway to external networks, such as
the Internet. It collects data from SNs, performs simple processing on the collected data, and then sends the
relevant information (or processed data) over the Internet to the requested user [9].

Sink/Gateway/
User :
Base station

O Sensor node

o O
oSensing éeglo‘ﬁ o

© o5
O O

Fig. 1 Sensor network architecture

According to [9], to send data to the Sink/BS, each SN can use a hop-long link, resulting in a single-hop
network architecture. However, long-distance transmission is very expensive in terms of energy consumption.
Therefore, it is necessary to reduce traffic and transmission distance to increase energy savings and prolong
network life. Therefore, multi-hop short-distance communication is preferred. In multi-hop communication, a
sensor node transmits its sensor data toward the Sink/BS through one or more intermediate nodes, which can
reduce the energy consumption for communication. The architecture of multi-hop networks can be organized
into two types: flat and hierarchical. In a flat network organization, each node plays an equal role in performing
the sensing task, and all sensor nodes are peers. In a hierarchical network organization, sensor nodes are
organized into clusters, where cluster members send their data to cluster heads (CHs), while CHs act as switches
next to transmit data to the sink node (Sink). Data aggregation can be performed at CHs to reduce the amount of
data transmitted to the Sink/BS and improve the energy efficiency of the network [10]. With the above proposal
to use WSN for FMDW, hereafter we choose the WSN organization architecture in the form of multi-tier
clustering architecture [9]. There, in the direction from the sensor node to Sink/BS, the lowest layer is a “Tier 0
cluster member”, we call it a “Normal Sensor Node (NSN)” with SNs considered as members of the cluster. The
next layer is “Tier 1 cluster head (TICH)” and we call it the “Base sensor cluster”. The next floor is “Tier 2
cluster head (T2CH)” and we call it “Advanced Sensor Cluster”. Finally, “Sink/BS Sensor Cluster”. Sinks/BSs
in the WSN are linked together on the basis of the Internet, through wired transmission lines, such as fiber optic
cables, and/or 3G/4G/5G mobile radio links, and/or lines of satellite transmission.

B. Analysis of some well-known WSN model for monitoring, detecting, and early warning of forest fires

According to Udaya Dampage et al [1], the authors proposed a forest fire detection system based on wireless
SNs deployed in a cellular architecture to cover the entire area. The proposed mobile architecture is in situations
where the forest fire detection system is not feasible. Because, SNs can hardly be mobile in forest conditions,
only maybe with SNs (using PDA devices) of forest rangers or forces responsible for field patrol. Therefore, we
propose an FMDW system as a Static Wireless Sensor Network (SWSN) or a fixed sensor node, combined with
a mobile architecture based on sensor devices handheld (PDA, mobile phone) of the rangers or authorized forces
in the responsible units. In which, the static architecture is the main one, the mobile architecture only supports
the connection for the static architecture in each situation. The fixed network architecture we propose is also
suitable for [8], where applying the on-demand k coverage technique provides event detection using static nodes
with variable sensor coverage change. This technique utilizes maximum detection performance with minimal
event power consumption.

Also as suggested by [1], WSN is organized according to network architecture, and based on clusters, clusters
are arranged according to mobile architecture. This is even more difficult to do because the closer the SNs are to
the CH, the higher the energy consumption. Because it has to provide power for the data collection and
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transmission of the SN itself, it also has to transmit the data of neighboring SNs to its CH. Thus, the SNs near
the CH will soon run out of energy and will die, which makes the sensor network/cluster appear vulnerable to
data collection. Therefore, with the SWSN that we proposed above, in the T1CH cluster sensor network cell
architecture, we choose the NSN sensor node to be located outside the edge/edge of the TL1CH sensor cluster and
the sensor node. The Effort Sensor Node (ESN) is placed between the NSN and T1CH as shown in Figure 2. In
essence, the ESN node is still the NSN node but is enhanced with additional power to ensure that it can both
collect and transmit its sensor data and perform the task of relaying the data of other nodes. NSN is adjacent to
T1CH.

Fig.3 T1CH sensor cluster organization architecture

The organizational architecture of the base sensor cluster T1CH: As shown in Figure 3, the
organizational architecture will consist of sensor nodes or NSN sensor network cells located at the edge/edge of
the cluster, and sensor network cells. ESN variables are located around the cluster center TLCH (between the
NSN and T1CH). Accordingly, at the edge/edge of cluster TLCH, there are 9 NSNs network cells (symbols from
NSN-1 to NSN-9), and each NSN network cell has an RNSN sensor area radius = 4.33 m. At 6 adjacent edges
of the T1CH with neighboring T1CHs, there will be 12 empty SNS halves. To fill this gap, it will only be
necessary to arrange 2 more NSN cells in each T1CH (symbols NSN-10 and NSN-11), where half the area of
NSN-10, NSN-11 will fill space at one edge of the TLCH, while the remaining half of the NSN grid cell fills the
space for the adjacent edge of the neighboring T1CH. Similarly, the half-cell gaps at the remaining edges of the
T1CH will be filled by the NSNs of neighboring TLCHs. On the other hand, around the center of the TICH
cluster, 6 ESNs will be arranged (symbols from ESN1 to ESN6), and each ESN network cell also has a radius of
RESN = 5 m. At the same time, using 3 sensor nodes ESN-7, ESN-8, and ESN-9 to both collect and transmit
sensor data of that same network cell, and perform data forwarding of NSN-10 and NSN-11 to T1CH.

© 2022, 1JCSMC All Rights Reserved 167



Long Tran Huy et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.11, November- 2022, pg. 165-176

The organizational architecture of the T2CH advanced sensor cluster is shown in Figure 4, the
organizational architecture will have 18 clusters of T1CHs (symbols from T1CH-1 to T1CH-18), and each
cluster has a radius of sensor area RT1CH = 21.65 m, the T1CHs are arranged adjacently around the center of
the T2CH cluster. However, similar to the above, at the six adjacent edges of the T2CH with neighboring
T2CHs, there will be 12 empty halves of the TLCH cluster. To fill this gap, it will only be necessary to arrange
in each T2CH 2 more T1CH clusters (symbols T1CH-19 and T1CH-20), where half the area of T1CH-19,
T1CH-20 will fill the gap at one edge of the T2CH, while the remaining half of the area of the T1CH fills the
space for the adjacent edge of the neighboring T2CH. Similarly, the half-cluster gaps at the remaining edges of
the T2CH will be filled by the T1CHs of the neighboring T2CHs.

Fig.5 Sink/BS sensor cluster organization architecture

The organizational architecture of the Sink/BS sensor cluster is shown in Figure 5, each T2CH has a
radius of the sensor area RT2CH = 108.25 m, is arranged adjacently around the Sink/BS, the T2CHs
communicate with the Sink/BS directly. or indirectly through neighboring T2CHs. Sink/BS organizational
architecture depends on actual requirements, in the organization architecture Figure 5, suppose there are 126
clusters of T2CHs (symbols T2CH-1 to T2CH-126).

Sinks/BSs are considered reliable and unrestricted in terms of resources (such as communication, Internet
connection, power supply, computing power, data processing, ...) and are linked with each other through the
Internet to transmit sensor data in the area of responsibility to the centralized data storage and processing center
of the FMDW system, as shown in Figure 6. The number of Sinks/BSs in the SWSN network is calculated
accurately and determined based on the specific forest area where an FMDW sensor is required.
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Fig.6 WSN model used for forest fire monitoring, detection and early warning

C. Determination of the range of FMDW

Normally, the SN consists of a microcontroller (Memory Central Unit - MCU) that consumes 7.5 mW of
power and that in standby mode consumes 1.8 mW, the sensor module consumes 0. 16 mW, the radio
transceiver has the highest power consumption of 24 mW, and the power supply uses a Lithium battery with a
capacity of 4,800 mAh [1], [11]. The SN is designed to be spherical to withstand external forces and has
features that prevent damage from the harsh conditions common in tropical forests. To monitor temperature and
relative humidity, a DHT22 sensor is used, while an LDR sensor and an MQ9 sensor are used to monitor light
intensity and CO levels, respectively. The Arduino Nano board was chosen as a microcontroller device, which is
small in size and flexible for a variety of applications. The nrf24L.01 module is used as a transceiver on NSNs
and ESNs to communicate with each other [1] and with the cluster head node T1CH. In the calculation of
FMDW range determination, similar to [1], we assume that the maximum sensing range of an NSN called a
sensor network cell is defined with a radius of the transceiver area of the NSN of RTxRx =5 m. For ESNs, each
ESN will be responsible for forwarding data to 2 neighboring NSNs, so the power supply for the ESN is
determined to be doubled, meaning a capacity of 9,600 mAh and the same radius of the transceiver area. of the
ESN is still 5 m. At the same time, the NSN/ESN button is mounted on the trunk of the tree 1m above the
ground to effectively conduct the first-stage surface fire detection test [1]. According to Figure 2, the effective
sensing area radius of the NSN/ESN network cell is as follows:

Rnsn/EsN = Rryrx X sin(60°) =5 x sin(60°) = 4.33 m (D

Where Ryyry IS the radius of the transceiver area of the NSN/ESN node. The effective sensing area of an

NSN/ESN node, also known as the effective sensing area of the NSN/ESN network cell, is equal to:

1 1
SnsN/ESN = 6 X 5 Rrxrx X Rnsn/Esn = 6 X 7% 5 X 4.33 = 64.95 m? @)

Where Sysnesn 1S the effective sensing area of the NSN or ESN cell.

For the T1CH sensor cluster, we also use the Arduino nano module and the nrf24L01 module which has a
maximum transmission range of 100 m in the forest environment to transmit data between T1CH clusters and
between T1CH to T2CH, equipped with a lithium-ion battery and enhanced with a 5W solar battery, 12 V
output voltage [1]. According to Figure 3, with an effective sensing area radius of NSN/ESN network cells of
4.33 m, each T1CH will have an effective sensing area radius and effective sensing area determined as follows:

Rrich = Rusn/esy X 5=4.33 x 5=21.65m  (3)
9

9 12
S
Srich = Sch_ticH + Z Sgsni + Z Ssnj + Z NZN“ =6495x (1+9+9+6)=162375m?>  (4)
i=1 j=1 k=1
Where Rricy is the effective sensing area radius of TLCH, Sticy is the effective sensing area of TICH, Sch.

T1cH IS the effective sensing area of the central network cell TICH, Sygni is the effective sensing area of the ith

NSN network cell, Sgqy; is the effective sensing area of the jth ESN network cell, SN%“ is the effective sensing

area of the k™ NSN half-cell

For T2CH, we use an Arduino nano module, nrf24L01 module, and 433MHz RF wireless multi-duplex
transceiver module (UART) -1,000 m (HC-12) to transmit data between T2CHs and T2CHs. between T2CH and
Sink/BS, equipped with a lithium-ion battery and enhanced with a 10 W — 20 W solar battery, with a voltage
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output of 12 V [1], [11]. According to Figure 4, with an effective sensing area radius of the TICH of 21.65 m,
each T2CH will have an effective sensing area radius and effective sensing area defined:
RTZCH = RTlCH x5=21.65 x 5=108.25m (5)

STZCHm
STZCH = SCH T2CH + STlCHl + = 1 623.75 X (1 + 18 + 6) = 4‘0 593.75 m (6)

Where Rrych is the effectlve sensing area radlus of T2CH, Stach is the effective sensing area of T2CH, Sch.
TocH 1S the effective sensing area of the center T2CH, Sticni iS the effective sensing area of the first TICH,

—S“;“m is the effective sensing area of the m" T1CH half.

Thus, the farthest transmission distance of T1CH to the cluster head center T2CH is 4 x Rricy = 4 x 21.65 =
86.60 m, with the maximum transmission range of 100 m of the nrf24L01 module selected above, the T1CH is
guaranteed to stay within the transmission range directly to the T2CH without having to forward the data
through any intermediate TICH hops any. This will allow to minimize the number of hops and respectively
minimize the end-to-end latency (D), because the power supply for TLCH has been supplemented by solar
cells.

For Sink/BS, according to Figure 5, with an effective sensing area radius of T2CH of 108.25 m, each Sink/BS
will have an effective sensing area radius and effective sensing area as follows:

Rsink/Bs = Rrzcy X 9 = 108.25 x 9 = 974.28 m @)
126

SSink/BS = SCH—Sink/BS + Z STZCHn = 40,59375 X (1 + 126) = 5,155,40625 m2 (8)

n=1
In which Rsinges is the effective sensing area radius of Sink/BS, Ssinwss is the effective sensing area of
Sink/BS, Sch.sinkas IS the effective sensing area of the cluster center Sink/BS, Stachn is the effective sensing area

of the n™ T2CH, ST12C“° is the effective sensing area of the o™ half T2CH, STlCHp is the effective sensing area of

the p" T2CH one third..

Similar to T1CH, the farthest transmission distance of T2CH to the Sink/BS center is 8 x Ryycy = 8 x 180.25
= 866.03 m, with a maximum transmission range of 1,000 m (according to the 433MHz RF module (UART)
selected above), there will be 4 T2CH layers around the center of the Sink/BS cluster that will remain within
transmission range directly to the Sink/BS, while the T2CHs from Layer 5 to Layer 8 need to forward data
through an intermediate T2CH burst (e.g. Layer 5 T2CH has a T2CH-61 burst that will forward data to Sink/
The BS through the T2CH-01 cluster, similarly the 6th T2CH layer with T2CH-91 will forward data to the
Sink/BS through the T2CH-07 burst, etc.). This will minimize the number of hops and respectively minimize
the end-to-end latency (Deze).

1. PROPOSAL TO INTEGRATE BLOCKCHAIN TECHNOLOGY IN EXISTING WSN

A Proposed system model and Blockchain structure for some existing WSNs

Integrating BC technology into the WSN will allow the provision of a secure and permanent database that
stores transactions in the form of a digital ledger, distributed among all nodes in the network. Transactions are
encapsulated in blocks that are added to the chain in chronological order. A large number of connections
between sensor devices will be handled thanks to the distributed nature of BC [4]-[7]. This will greatly reduce
the cost of installing and maintaining large centralized data centers. Besides, when BC technology is integrated
into WSNs, it will eliminate the centralized architecture of WSNs [12]. With our proposed SWSN-based
FMDW application above, the size of a Sink/BS that can include the number of nodes or cells of the defined
NSN/ESN sensor network can be up to 25 x 25 x 127 = 79,375 sensor network node/cell and capable of
covering up to 5.155 km2. Thus, when the forest area needs to be monitored and detected, hundreds of km2, the
number of sensor nodes is also up to millions of nodes. Therefore, the traditional WSN network with centralized
data access will be difficult to meet the requirements. The integration of BC technology in WSNs will ensure
monitoring of a large number of devices in the network, especially in the case of WSNs with application
expansion needs (eg, increasing the number of Sink/BS). At this time, the WSN system can coordinate the
handling of connections between devices, evaluate the reliability of the SN, secure routing, authenticate the SN,
etc., at the same time, the security and reliability of the system. enhanced [4] - [7]. The presence of a large
number of malicious nodes in the WSN has negative effects on routing, such as modifying data and
broadcasting false route information that affects the performance of the network. Accordingly, attacks in WSN
occur in two ways, namely data attacks and routing attacks. In data attack, adversary nodes perform data
spoofing. During a routing attack, malicious nodes choose a route with the least power draining the energy of
the NSN/ESN. Network efficiency suffers due to high latency and low packet delivery rate [7].

Similar to [6], [7], our proposed BC system model is shown in Figure 7 as follows: i) A SWSN includes
NSNs, ESNs, T1CHs, T2CHs, Sinks/BSs, and others. end users (Users); ii) To prevent the participation of
malicious nodes in the network, the registration of nodes is done by the Certificate Authority Node (CAN); iii)
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Each sensor node participating in the routing process is authenticated by the Sink/BS and performs mutual
authentication, thereby using the private BC to authenticate the NSNs, ESNs in T1CH, T2CH and using the BC.
public to authenticate TLCHs, T2CHs in Sink/BS; iv) T1CH gathers data from NSNs/ESNSs, processes and sends
data directly to T2CH, while T2CH sends data to Sink/BS by selecting relay T2CH node based on remaining
energy and distance minimum from Sink/BS; v) The NSNs/ESNs and T1CHs, T2CHs are static, randomly
deployed and guarantee sensor coverage for a large area as required; vi) Sink/BS has high compute and storage
capacity, it implements BC based on proof of authority and is responsible for validating nodes and storing
sensor data; vii) TLICH, T2CH have lower computing and storage capacity than Sink/BS and are also equipped
with sufficient power supply for data aggregation, computation, processing, storage, and forwarding operations.

- -~ L
ik L = reques ~ Mk 2

N % espons ‘eo‘j Verification through CAN ~ ~ __ -
- Pt 182 = 4
XStep 485

Fig.7 Our proposed BC system model

According to the model proposed above, the steps in the authentication scheme are initialization, registration,
and authentication. During initialization, Sinks/BSs initialize all the NSNs/ESNs contained in the SWSN.
Sink/BS generates public keys for itself, TACHs, T2CHs, and private keys for NSNs, and ESNs. The keys are
used to verify the integrity of the message. Each node has its unique MAC (Media Access Control) address.
Identity of Sink/BS, T1CH, T2CH, and NSN, ESN is marked as SinkID/BSID, T1CHID, T2CHID, and NSNID,
ESNID. T1CHs and T2CHs are registered using smart agreements implemented on public BC. The identity
information of the T1ICH and T2CH is stored in the public BC. Smart agreement verifies whether TICH or
T2CH node already exists or not. Furthermore, the validity of the MAC address of TICH, T2CH, and the
correctness of their identity will be checked. When these steps are done successfully, the public BC will record
the identity of TLCHs and T2CHs. If identity verification fails, an error message is returned. In contrast, NSN,
and ESN registration is done on private BC. NSNs and ESNs are allowed to join the BC network after
registration. The process of registering NSNs and ESNs is the same as that of TICHs and T2CHs. Identity
information of NSN and ESN is stored on private BC. NSNs and ESNs are associated with their TICH after
deployment. In addition, when two T1CHs/T2CHs communicate, mutual authentication of T1CHs/T2CHs is
performed. Both T1CHs/T2CHs send requests to Sink/BS for authentication. Because SWSN is vulnerable to
two types of external and internal attacks. Therefore, the registration and authentication of NSNs, ESNs, T1CHs,
and T2CHs will reduce outside attacks. Intruders will not be allowed to penetrate the network. However,
internal nodes can act maliciously and broadcast false information into the network.

According to Sung-Jung Hsiao and Wen-Tsai Sung [5], by applying BC encryption, the security of sensor
data can be effectively improved. BC is a cryptographically protected compound cryptographic transaction
record. Each section contains the encrypted hash of the previous part, the corresponding timestamp, and the
transaction data. Transaction data represents SWSN sensor data, where BC transaction records are modified into
sensor data records and stored in data blocks. Each BC data block usually contains two parts, a header, and a
body. The block header is a block header that encapsulates the current version number, previous block address,
timestamp, random number (nonce), target block value of the current block (bits), and a Merkle tree, such as the
root value (Merkle-root). The block body mainly contains the data quantity and details of the data obtained, each
piece of data is permanently recorded in a data block and can be queried later. According to our suggestion,
given the characteristics of the FMDW application, it is necessary to add parameters to the block header such as
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“End-to-End Delay (EED) and geographical location (GL)” as shown in Figure 8, these proposed parameters are
also consistent with [13], [14]. The EED parameter represents the network performance, this parameter is as
minimal as possible. The GL parameter helps forest rangers, search and disaster relief forces to determine the
exact location of the node, where the disaster occurred (such as the location of the fire, the location of the
node/hole loss. sensor, the location of the node being tampered with/hacked, etc.). B. Prathusha Laxmi, A.
Chilambuchelvan [13] proposed a Geographic Secured Routing (GSR) protocol to provide security by using
both node and message authentication with a computing power low algorithm and uses the standard SHA-3
algorithm for authentication instead of user-defined authentication methods. However, the GSR algorithm
consists of 3 stages: (i) network setup; (ii) discovering safe 1-hop nodes; (iii) secure communication through 1-
hop nodes. But with Blockchain, all 3 stages of GSR are implicitly satisfied. Because SHA applied in BC will
allow the data processed by a hash function to be one-way and it is almost impossible to compute the initial
input values from the processed output values [5], [6]. Furthermore, BC transmits data that is not rewritable and,
therefore, its security level is very high. This security is particularly beneficial when applied to WSNs built
using the latest BC configuration [15]-[17]. Each NSN, ESN master node is connected to some sensor device
and has a serial number to understand BC link order. In addition to collecting its sensor data, each BC also
collects measurement data from the nodes of the other blocks. That is, when a new BC is created for a node
block, the master node also acquires sensor data. Therefore, every node keeps its sensor data and for other nodes,
no node is the central node, which proves the application of decentralization. All BC nodes are connected
through a peer-to-peer (P2P) network and have the most secure encryption determined based on network
cryptographic calculations [5].

Blockchain Header

Version || |Previous Blockchain
Number Address

End-to-End Geographic Hash value

Timestamp Delay (EED) || | Location (GL) || [ (Curent block)

Transmissions Numberﬂ

Blockchain Body

Fig.8 Our Proposed Blockchain Structure

B. Define end-to-end delay

By definition [13], it is the time required to transmit information from the source sensor node to the Sink/BS.
From the above proposed network architecture according to Figure 3, Figure 4, Figure 5, the end-to-end delay
(Deze) is determined as follows:

Deze = kricu X (Dnsn/esn + Dother—t1cu) + krzcu X (Drzcu + Dother—T2ci) + (Dsink/ps + Dother—sink/Bs) €))

In there: kyich is the number of hops transmitted from NSNs, ESNs to the beginning of the burst TLCH (KticH
= 0 + 3, Kricy = 0 when the sensor node is in the cluster center T1CH, kticy = 3 when the NSN lies at the
edge/edge of T1CH); Dnsniesn is the transmission delay of the NSN, ESN to another ESN, or T1CH; Doer-ticH
is the delay based on other factors of TLCH (such as block packing delay, processing delay, computation, etc.),
note that in NSNs, ESNs have no delay component based on other factors, since at these nodes there is no
processing or calculation; Krocy is the number of hops transmitted from T2CHs to Sink/BS (Ktacy = 0 + 5 on
request, krocy = 0 when the sensor assembly is in the center Sink/BS, krocy = 2 When the transmission distance
from T2CH to Sink/BS is through an intermediate T2CH, in our proposed model we will only choose Ktacy = 2
to minimize transmission delay; Docy is the transmission delay of TLCH to T2CH; Dogner-12cH iS the delay based
on other factors of T2CH (such as block packing delay, processing delay, computation, etc.); Dsinwgs iS the
transmission delay of the T2CH to the Sink/BS; Domer-sinkes 1S the delay based on other factors of the Sink/BS
(such as block packing delay, processing delay, computation, etc.).
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C. Determine the geolocation of the sensor node

According to Tian He et al. [18], WSN has been proposed for various applications including search and
disaster relief, target tracking, and intelligent environment. Therefore, the geographic location (GL) of sensor
nodes has become an important part of their state. Many localization algorithms for sensor networks have been
proposed to provide location information for each node. The authors [18] divided localization protocols into two
categories: range-based localization protocols, which are more expensive due to hardware dependence, and local
protocols. range-free localization protocols are more cost-effective. There are many existing systems and
protocols that attempt to solve the problem of determining the location of the sensor node. The approaches are
taken to deal with this localization also differ in their respective device and network capabilities. Such as device
hardware assumptions, signal transmission model, time and power requirements, network texture (homogeneous
versus heterogeneous), nature of the environment (indoor vs. outdoor), node or beacon density (Beacons),
device time synchronization, communication costs, failure requirements, and device portability. The authors [18]
proposed a new range-free algorithm, called Approximate Point-In-Triangulation Test (APIT), with improved
performance. in actual system configurations. Accordingly, APIT requires a heterogeneous network of sensor
devices and our sensor system proposed above meets this requirement (with different nodes such as NSN, ESN,
T1CH, T2CH, and Sink/BS). Where a small percentage of these devices (percentage varies depending on
network and node density) are equipped with high-power transmitters and location information obtained via
GPS, which are also T2CHs. and Sink/BS as our recommendation, devices equipped with this position as
anchors. Using beacons from these anchors, APIT performs position estimation by isolating the environment
into triangular regions between signaling nodes. The presence of a node inside or outside of these triangle
regions allows a node to reduce the diameter of the estimated area in which a node resides, to provide a good
location estimate, which has been proved in [18].

D. Efficient, secure and reliable routing mechanism based on conventional Blockchain for WSN

In an insider attack, nodes behave selfishly in the network. It is important to identify and remove malicious
nodes after registration. The trust value of the nodes is calculated to remove the malicious nodes. The following
steps involve assessing the reliability of the nodes.

1) Step 1: T1CH checks the status of NSNs, and ESNs or they are alive or not.

2) Step 2: Information about transmission time, forwarding rate, and delayed response time (also known as
end-to-end delay parameter De2e) is collected for the surviving nodes and calculates the communication quality.

3) Step 3: The confidence value 1) is calculated based on the communication quality of the nodes.

4) Step 4: If ) is greater than a defined threshold value, it is considered a legitimate node, otherwise it will be
identified as a malicious node and removed from the network.

5) Step 5: The n of each node is between 0 and 1. After evaluating the reliability, the TICHs will send a n of
the node to its T2CH, and then the T2CH again forwards this 1 to the Sink/BS. The smart agreement will detect
malicious nodes deployed at Sink/BS.

6) Step 6: Nodes with high n transmit the packet to their associated T1CHs. After receiving packets from
NSNSs, and ESNs, T1CHs forward to T2CH and continue forwarding to nearby Sink/BS.

Before going into lightweight WSNs we will summarize the differences between the two data flow
processes in BC-integrated WSNs and existing WSNs [4]. The data in WSNs with Blockchain does not use
centralized data centers. In WSNs integrated BC technology the data will go through the distributed Blockchain
because the centralized server has been eliminated. Thanks to the distributed ledger in the blockchain, data
authentication, and data tampering have become better. The data flow will also become more reliable and secure
with the application of BC technology (see table 1).

TABLE
COMPARISION BETWEEN TYPES OF WSNs
WSNs with Blockchain WSNs without Blockchain

Decentralized Centralized
Distributed ledger Client- server architecture
High power consumption Low power consumption
High security Low security
Requires a device with a large processing WSN devices have limited processing speed
speed and storage capacity and storage capacity
More difficult to implement and maintain | Simple to implement and maintain
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V. LIGHTWEIGHT BLOCK CHAIN FOR WSN

A. Constrains of 10T blockchains and challenges facing them

Current 10T ecosystems have been put into service decades ago and rely on that time standard: centralized,
brokered communication models, otherwise known as the server/client paradigm. All devices are identified,
authenticated, and connected through cloud servers that sport huge processing and storage capacities but no
adequate measure against insider attacks, and malicious insiders. Connections between devices have to
exclusively go through the internet, even if they happen to be a few feet apart (no other choice)

While this model has connected generic computing devices for decades and will continue to support small-
scale 10T networks as we see them today, it will not be able to respond to the growing needs of the huge loT
ecosystems of 4G,5G, and beyond.

Existing 10T solutions are expensive because of the high infrastructure and maintenance costs associated with
centralized clouds, large server farms, and networking equipment. The sheer amount of communications that
will have to be handled when there are tens of billions of 10T devices will increase those costs substantially.
Furthermore [19] communicating a single bit of data consumes several orders of magnitude more power than
computing a basic 32-bit arithmetic instruction [20].

Wireless transmission of a single bit can require over 1000 times more energy than a single computation. It
can therefore be beneficial to perform the additional computation to reduce the number of bits transmitted. If the
energy required to compress data is less than the energy required to send it, there is a net energy saving and an
increase in battery life for portable computers. However, it is not al easy to perform such an additional
computation. Some measures that need to be taken to meet these demands will be mentioned briefly. Such as:

o A framework of energy-efficient methods utilizing compressed sensing (CS) to send data via loT systems
is proposed to reduce significantly power consumption for transmitting data [21].

e CRC HASH FUNCTION: The main advantage of the proposed CRCs is that the irreducibility testing,
which is either time or memory-consuming, can be omitted. It takes only O(n) time to generate a random
polynomial of degree n. In contrast, it takes Q(n3 ) time to generate a random irreducible polynomial of
degree n. A detailed quantitative analysis of the achieved security as a function of message and CRC
sizes is given and shows that the presented authentication scheme might be useful for low-cost resource-
constrained devices [22].

o H. Krawczyk [23] presented a proposal to reduce sequence’s key length significantly so that transmission
time is shortened. Dajiang Chen et al [24] pointed out that using LFSR (linear feedback shift register )
along with polar code will reduce time cost significantly and give hardware simplicity.

o Especially, one needs many special and efficient algorithms to create the 10T blockchain:

v' 1% the closed ring connecting the intended nodes so that no other element can enter without being
detected. Using trace function over finite field brings a new nice advantage, namely: easy to prove the
secured reconstructions properties of a secret sharing scheme [25]. This closed ring possess the
following properties:

— All participants are connected in a logic ring initially
— Two different pairwise shared keys between participants Ui and Uj can be computed using their
shares.

In our scheme, we use the finite field F defined by a primitive polynomial. The definition of this field is
tighter than a polynomial ring. So A is surely satisfied and easily checked.

If a and b are two elements in F, then at+b=c is also an element in F, and furthermore: a+c=b and b+c=a. In
other words c, the pairwise common key does exist for any pair! B is thus satisfied also. We state that our
schemes are secure reconstruction secret sharing.

v 2" the order number of these nodes needs to be pseudo-randomly rearranged so that it is difficult for
the adversary to make the correct guess of the node name. The probability of that correct guess will
be 1/N (with N the length of the ring) [26].

v 3": the hop-count(decimation step) algorithm to carry out the successive checking see [27], [28].

Due to the limited scope of this review, we cannot go further in detail.
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Fig.9 intrusion detection and prevention by identity and hop-count check (with 31 node)

V. CONCLUSION AND FURTHER WORKS

In this paper, we first review the structures of the traditional WSNSs, since they continue to work for many
years to come. Some proposals to integrate blockchain technology into the typical traditional WSN have been
made.

Taking the perspective of 4G, and 5G into account we mention some new suggestions based on our work. In
the coming contributions we hope to go further in details, which are challenging and interesting.
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