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Abstract: Digital speech file is one of the most widely used type of digital data, it usually has a huge size, and the
binary value of each sample is composed of a long number of digits, making speech file a convenient media to hold
secret messages. In this paper research a detailed study will be provided to examine various ways of using the LSBs
of the binary values of the speech samples to hide secret messages. It will be shown in this paper research that using
one or more LSBs will keep the stego file in excellent quality. Speech file samples binary values will offer the
capability of controlling the speech file hiding capacity, the user can control the hiding capacity by selecting the
number of LSBs to be used for data steganography. It will be shown in this paper research that using the 32 LSBs of
the speech sample binary value for data hiding will not much affect the sample value, thus the quality of the stego
file will always be high. Several digital speech file will be selected and used as a covering files, different set of
LSBs will be tested, the quality, speed of the message steganography will be examined to show how better to use the
digital speech file as media of holding secret messages. A simple way of using speech samples LSBs for data hiding
and extracting will be proposed, and it will be applied by performing simple matrix reshaping and assignment
operations, thus the sequence of complex logical operations used in standard methods of message steganography
will be eliminated.
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Introduction
Secret message (SM) is a set of characters; this message can be represented as shown in figure 1 by [11-16]:
The set of characters.
The decimal array of ASCII values of the characters, this array contains unsigned decimal values; each value is
within the range 0 to 255.
Message binary matrix (MBM) using 8 _bits binary representation, this matrix can be obtained by converting the
decimal values of the characters to binary. MBM contains 8 columns and number of rows equals the message length.
MBM can be easily reshaped to any number of columns to meet the needs for message hiding and message
extracting. MBM can be easily converted back to decimal to form the message [17-22].

s='Steganography’ Charcters
5=
Steganography
s1=nint8(s)
sl= Decimals
83 116 101 103 97 110 111 103 114 97 112 104 121
s2=dec2bin(s1,8)
52 = Binary
01010011
01110100
01100101
01100111
01100001
01101110 : MEM s3=
01101111

01100111 00001111111000001110010001
01110010 »— 00011111110010100000110110
01100001 s3=reshape(s2,4,26)  00011101110000101101010110

01110000 00011111110110011100101101
01101000

01111001
Figure 1: SM presentation

Digital speech file (DSF) [1-10] is a set of samples values organized in one or two columns (depending on the
speech type: mono or stereo). The value of the speech sample is signed decimal fraction and it is always within the
range -1 to +1. The DSF usually has a huge size, this size depends on the recording time and the sampling
frequency, and this size will provide a good media to hold secret messages (short and long messages [23-30].

Each speech sample value can be converted to binary using 64 _bits binary representation, the binary value of the
speech sample is divided into three parts as shown in figure 2 (the sign part (one digit), the value part (52 digits) and
the exponent part (11 digits)) [31-36].
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Sample=0.2950
Binary:

Index 1 to 64 LSB 1 to 64

—-— Sl —

0111111110100101110000101000111101011100001010001111 01011100001

0
ﬁ ﬁ Value ﬁ ﬁ Expon G
ent

Sign

Figure 2: Speech sample binary value (Example)

In this paper research we will refer to the bit 64 as least significant bit 1 (LSB1), the second LSB2 and so on. The
bits orders will start from the most significant bit, we will refer to this bit as bit with order 1 (index), this order will
be increased when moving to the LSB; the LSB will have the order 64.

DSF can be represented as shown in figure 3 by [37-43]:

DSF wave form.

DSF histogram [12-18]

DSF decimal matrix [19-25].

DSF binary matrix (SBM), this matrix can be obtained by converting the decimal matrix to binary using the 64_bits
binary representation. SBM contains 64 columns and number of rows equals the number of samples in the DSF.
SBM can be easily converted to decimal to form the speech matrix [44-50].

® 1[]4 Histogram

0.2 0.4

-0.00009216 0.0000305 0.0003662 0.0003662 0.0003967 0.0004578 0.0002136 -0.0000305

10111111000110000000000000000000000000000000000000000000000000
00111111000000000000000000000000000000000000000000000000000000
0011111100111000000000000000000000000000000000000000000000000:0
0011111100111 0000000000000000000000000000000000000000000000000
001111110011 1010000000:0:00:0:0:0 00000000000 00 0000 0 000 D HHD DD
00111111001111100000000000000000000000000000000000000000000000
SBM 00111111001011000000000000000000000000000000000000000000000000
10111111000000000000000000000000000000000000000000000000000000

h*@aaacaa@

oo
N*aaoaaaac
)}
%
i

LSB33

Iy
0

Figure 3: DSF presentation (example)

DSF sample binary value has a big number of digits, this value has interesting features which can be applied in data
cryptography [26-35] and data steganography [36-43], and these features are [51-56]:

Changing the bits starting from bit 25 will not change much the sample value, so we can use any bit from this
position (or a set of bits) for data hiding, the low changes in the samples values will lead to obtain a stego file with
high quality [57-63].

Changing the low order bit (from 1 to 24) will change the sample value, and this will lead to produce a DSF with
low quality, so these bits or set of bits can be used for DSF cryptography to get a destructive encrypted DSF [44-51].
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To prove the previous features (fact) the following example was performed by replacing some bits of the DSF
sample by the binary value of the character ‘g’ (see table 1)

Example:

Speech sample value= 0.4527

Binary:

0011111111011100111110010000100101101011101110011000110001111110

Character ‘g’

Decimal: 103

Binary:

01100111

Table 1: Effects of replacing 8 bits in the speech sample value by the character ‘g’
Order of 8LSB New sample value MSE[52-55] PSNR[56-60]
2t09 7.2119e-059 0.2049 0

9to 16 0.0029 0.2023 0.1297
17t024 0.4438 7.9408e-005 78.5586
2510 32 0.4527 5.0227e-010 198.2693
26 to 33 0.4527 1.0267e-010 214.1446
27 to 34 0.4527 1.5476e-011 233.0672
2810 35 0.4527 6.9633e-013 264.0790
2910 36 0.4527 4.9050e-013 267.5831
30to 37 0.4527 1.8674e-013 277.2401
40 to 47 0.4527 7.2469¢e-019 401.8349
50 to 57 0.4527 3.1509e-025 548.3189

SM steganography [64-69] is the process of hiding this message in a covering media (such as DSF) without much
affecting the quality of the covering media, the holding media must be closed to the covering media. The process of
SM steganography can be applied by using hiding function (see figure 4) to hide the message and extracting
function to recover the message (see figure 5) [55-60]. Hiding function processes the covering DSF and the SM to
produce a stego file, while the extracting function processes the stego DSF to produce the SM.

The stego system must satisfy the following requirements [49-53]:

Excellent quality of the recovered message, the recovered SM must be identical to the source hidden SM, and the
mean square error (MSE) [55-60] measured between the source and the recovered messages must equal zero, while
the peak signal to noise ratio (PSNR) [61-66] measured between the two messages must be infinity.

Excellent quality of the stego file, the stego file must be closed to the covering file, and MSE measured between the
two files must be low, while the PSNR must be high [67-69].

A high speed of steganography, the hiding and extracting times must be minimized as much as possible.

Simplicity of data hiding and extracting, the hiding and extracting functions must use a simple procedures to apply
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Covering DSF

0.4

Stego DSF

0.4

Secret data

Figure 4: Stego system hiding function

Stego DSF
04

Secret data

Figure 5: Stego system extracting function

Case Study of using LSBs of the DSF samples values

In this case study we will use various LSBs to hide-extract the SM, the quality of the stego file will be analyzed and
the speed of SM steganography will be discussed to raise a valuable recommendations of how to use DSF as good
media to hide SMs [1-5].

Simple procedures of SM hiding and extracting will be used. The process of SM hiding can be performed using any
bit or set of bits from the samples values starting from the bit with order 25.

The process of SM hiding can be implemented applying the following steps:

Step 1:

SM preparation:

Get the message.

Retrieve the message length.

Convert the message to decimal.

Convert the decimal message to binary to get the MBM.

Reshape MBM to number of columns depending of the number of used LSBs

Step 2:

DSF preparation:

Get the DSF.

Retrieve the file size.

Reshape the file matrix to one row matrix.

Step 3:

SM hiding:

Get the covering samples depending on the number of used LSBs.
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Convert the samples values to binary.

Let the selected LSBs equal the reshaped message binary matrix.

Convert the samples back to decimal to get the stego samples.

Return back the stego samples to the DSF row matrix.

Reshape the DSF row matrix back to original sizes to get the stego DSF.
Figures 6 thru 10 show some examples of applying the process of SM hiding:

m="AB" m3=reshape(m2.16.1)
m 1 =unintS{m)

ml =

63 66
m2=dec2bin(ml)
m? =
100000 1L
1000010
m2=dec2bin(ml_8)
m2 =

01000001
01000010 *

QI—'I—‘QQQQQQQQQI—'I—‘QQE

Figure 6: Preparation of SM when using LSB1

s= 16 covering samples

0.4026 0.5305 0.0096 0.8603 0.3785 0.1947 0.6364 0.2903 09379 0.5638 0.2998 0.3479 0.7940 0.1266 0.8559 0.5748

sl=num2bin(g,s) ‘

0011111111011001110001001001001000110000011100001011100111010101
0011111111100000111110011111011100111011000010111101111110110011
0011111110000011101001011000110110100100000111100011000011101000
0011111111101011100001111000010111011111100001100101000010010011
0011111111011000001110100001000000111101000101101001000110110101
0011111111001000111011000001000011111010001111100111011001001000
0011111111100100010111010001101111110111000011111010101101110000
0011111111010010100101000010000000001110100111110101010101101010
0011111111101110000000111001011000111110111011000110010110011011
0011111111100010000010101110100111010111100100010111000011000000
0011111111010011001100001011000001101110011011000101111001011111
0011111111010110010001000101111001000000001111010111110010110101
0011111111101001011010001010000111000011000010000010010001111011
0011111111000000001100101101011111101011111001011010101110000100
0011111111101011011000111001010010101100110000000101100101110011
0011111111100010011001001110000110011101100011000100000100011110

ﬁ LSB1

Figure 7: Preparation of DSF when using LSB1
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s1(:,64)=m3

0011111111011001110001001001001000110000011100001011100111010100
0011111111100000111110011111011100111011000010111101111110110010
0011111110000011101001011000110110100100000111100011000011101001
0011111111101011100001111000010111011111100001100101000010010011
0011111111011000001110100001000000111101000101101001000110110100
0011111111001000111011000001000011111010001111100111011001001000
0011111111100100010111010001101111110111000011111010101101110000
0011111111010010100101000010000000001110100111110101010101101010
0011111111101110000000111001011000111110111011000110010110011010
0011111111100010000010101110100111010111100100010111000011000000
0011111111010011001100001011000001101110011011000101111001011110
0011111111010110010001000101111001000000001111010111110010110100
0011111111101001011010001010000111000011000010000010010001111010
0011111111000000001100101101011111101011111001011010101110000101
0011111111101011011000111001010010101100110000000101100101110011
0011111111100010011001001110000110011101100011000100000100011110

’ 16 stego samples
s2=hin2num(q,s1)’
0.4026 0.5305 0.0096 0.8603 0.3785 0.1947 0.6364 0.2903 09379 0.5638 0.2998 0.3479 0.7940 0.1266 0.8559 0.5748

Figure 8: SM hiding when using LSB1

m="AB' sl=

ml=nint8(m) 0.4026 0.5305 0.0096 0.8603 4 covering samples

65 66

m2=dec2bin{m1l,8) s2=num2bin(q,s1)

01000001 0011111111011001110001000011001011001010010101111010011110000111
01000010 0011111111100000111110011101101100100010110100001110010101100000
m3=reshape(m2.4.4) 0011111110000011101010010010101000110000010101010011001001100001

0000 0011111111101011100001111001001111011101100101111111011000101011

oo ' 41LSB
1001 —_— s
1000

s2(:,61:64)=m3

0011111111011001110001000011001011001010010101111010011110000000
0011111111100000111110011101101100100010110100001110010101100001
0011111110000011101010010010101000110000010101010011001001101001
0011111111101011100001111001001111011101100101111111011000101000

s3=hin2num(qg,s2)’'
0.4026 0.5305 0.0096 0.8603 4 stego samples

Figure 9: SM hiding when using LSB4 to LSB1
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m="ABCDEFGH';

m1=unint8(m) samples=[0.175 -0.298]
ml = samples =
65 66 67 68 69 70 71 72 0.1750 -0.2980 2 covering samples
m2=dec2bin(m1,8) s1=num2bin(g,samples)
m2 = sl=
01000001
01000010 0011111111000110011001100110011001100110011001100110011001100110
01000011 1011111111010011000100100110111010010111100011010100111111011111

01000100
01000101
01000110 ‘ ' 32 LSBs

01000111 .

01001000 :}(;33.64}:m3

zssz—mmpe(mz’z’m 0011111111000110011001100110011000001111000000000000001101011111
0 1011111111010011000100100110111000001111000000000001011010100000

00001111000000000000001101011111 2—bintuum(y.l)

00001111000000000001011010100000 g 4

0.1750 -0.2980 2 stego samples

Figure 10: SM hiding when using LSB32 to LSB1

The extracting function will be implemented applying the following steps:
Step 1:
Stego DSF preparation:
Get the stego DSF.
Retrieve the file size.
Reshape the file matrix to one row matrix.
Step 2:
SM extraction:
Get the message length.
Get the stego Samples.
Convert the stego samples to binary.
Extract the required columns.
Reshape the extracted columns to 8 columns matrix to get MBM.
Convert MBM to decimal.
Convert the decimal matrix to characters to get the SM
The following code can be useful to study the process of using DSF as a covering media:
;SM hiding
[c] fs]1]=wavread{'C:\Users'\win 7\Desktop'voices\azl.wav');
[nnl nn2]=size(cl);L1=nnl *nn2;
c2=reshape(cl,1,L1);
g=quantizer('double’);
m="Using speech sample bit for message steganography";
ml=uint8(m);
LM=length{ml);
m2=dec2bin(ml.8);
m3=reshape(m2, L.M*§.1);
c3=c2(1,1:LM*8);
cd=num2bin(q.c3);
cd(:,64)=m3;
c5=hin2num(q,c4)";
c2(1,1:LM*8)=c5;
cb=reshape{c2.onl nn2);
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:SM extracting
c7=reshape(c6.1.L1);
c8=c7(1,1:LM*8);
c9=num2bin{g.c8);
cl0=c9(:.64);
m4d=reshape(cl0,LM.8);
m3=bin2dec(m4)’;
mb=char(m5)

For the purposes of studying using DSF as a covering media, some DSFs were selected and table 2 shows the main
information of these files:

Table 2: Selected DSFs basic information

DSF number Size Length in sample Length in bytes
1 160768x2 321536 2572288
2 100352x2 200704 1605632
3 113664x2 227328 1818624
4 215040x2 430080 3440640
5 86016x2 172032 1376256
6 66560x2 133120 1064960
7 106496x2 212992 1703936
8 136192x2 272384 2179072
9 82880x1 82880 663040
10 64448x1 64448 515584

A message of 16 K bytes was selected and processes using LSB1 (one bit) from the DSF samples, the quality
parameters were calculated, and the speed parameters were also calculated (hiding time in seconds (HT) , extracting
time in seconds (ET), hiding throughput in K bytes per second (HTP), and extracting throughput in K bytes per
second (ETP)) and table 3 shows the obtained results:

Table 3: Results when using LSB1 (one bit)

DSF number MSE PSNR HT ET HTP ETP

1 4.8418e-036 786.8364 5.4110 1.5260 2.9569 10.4849
2 3.5177e-036 787.8069 5.3110 1.6680 3.0126 9.5923
3 4.0508e-036 786.5303 5.3410 1.6690 2.9957 9.5866
4 1.6701e-036 798.7990 5.4870 1.6620 2.9160 9.6270
5 2.1958e-036 771.8472 5.2490 1.7140 3.0482 9.3349
6 2.5885e-036 764.1529 5.4250 1.5580 2.9493 10.2696
7 2.8540e-036 778.6469 5.4150 1.5380 2.9548 10.4031
8 3.3125e-036 781.7659 5.3220 1.5290 3.0064 10.4644
9 Not enough capacity

10 Not enough capacity

Remarks Very low Very high Good speed parameters

The previous experiment was repeated for the following cases:
Using 2 bits for data hiding.

Using 4 bits for data hiding

Using 8 bits for data hiding

Using 16 bits for data hiding.
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- Using 32 bits for data hiding.
Tables 4 thru 8 show the obtained results:

Table 4: Results when using LSB2 and LSB1 (two bits)

DSF number MSE PSNR HT ET HTP ETP
1 7.3832e-036 782.6173 2.7090 0.8190 5.9062 19.5360
2 2.3531e-035 768.8016 2.9520 0.8160 5.4201 19.6078
3 2.7935e-035 767.2205 2.7030 0.8210 5.9193 19.4884
4 3.4505e-037 814.5689 2.7170 0.8440 5.8888 18.9573
5 1.3289¢-035 753.8435 2.6690 0.8390 5.9948 19.0703
6 1.3550e-035 747.5997 2.6890 0.8530 5.9502 18.7573
7 1.0762e-035 765.3738 2.8720 0.8380 5.5710 19.0931
8 7.2643e-036 773.9130 2.8250 0.8460 5.6637 18.9125
9 2.5347e-035 753.0679 2.9870 0.7920 5.3565 20.2020
10 Not enough capacity
Remarks Very low Very high Good speed parameters

Table 5: Results when using LSB3 to LSB1 (4 bits)

DSF number MSE PSNR HT ET HTP ETP
1 1.1220e-035 778.4328 1.3490 0.4720 11.8606 33.8983
2 1.4309e-035 773.7757 1.3540 0.4690 11.8168 34.1151
3 1.6230e-035 772.6509 1.3430 0.4740 11.9136 33.7553
4 7.4582e-036 783.8350 1.3620 0.4700 11.7474 34.0426
5 2.0577e-037 795.5226 1.4230 0.5660 11.2439 28.2686
6 9.1763e-035 728.4714 1.3160 0.5050 12.1581 31.6832
7 9.8502e-035 743.2333 1.3230 0.4980 12.0937 32.1285
8 7.2908e-036 773.8767 1.4270 0.6580 11.2123 24.3161
9 4.2128e-034 724.9617 1.4050 0.5440 11.3879 29.4118
10 1.1656e-033 713.7804 1.5870 0.4320 10.0819 37.0370
Remarks Very low Very high Good speed parameters

Table 6: Results when using LSB7 to LSB1 (8 hits)

DSF number MSE PSNR HT ET HTP ETP
1 2.0299e-033 726.4517 0.6810 0.2920 23.4949 54.7945
2 2.0956e-033 723.9089 0.6710 0.2950 23.8450 54.2373
3 2.8919e-033 720.8226 0.6740 0.2920 23.7389 54.7945
4 1.3415e-033 731.9126 0.6840 0.2950 23.3918 54.2373
5 0 Infinity 0.6670 0.3190 23.9880 50.1567
6 0 Infinity 0.6630 0.3180 24.1327 50.3145
7 0 Infinity 0.6650 0.3200 24.0602 50.0000
8 0 Infinity 0.6560 0.3110 24.3902 51.4469
9 3.3378e-032 681.2381 0.7270 0.2560 22.0083 62.5000
10 1.5763e-031 664.7102 0.8290 0.2620 19.3004 61.0687
Remarks Very low Very high Good speed parameters
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Table 7: Results when using LSB16 to LSB1 (16 bits)

DSF number MSE PSNR HT ET HTP ETP
1 1.2031e-033 731.6831 0.3710 0.1900 43.1267 84.2105
2 2.6464e-033 721.5753 0.3720 0.1940 43.0108 82.4742
3 3.4785e-033 718.9757 0.4610 0.2220 34.7072 72.0721
4 1.5794e-033 730.2801 0.3670 0.1930 43.5967 82.9016
5 0 Infinity 0.3630 0.2000 44.0771 80.0000
6 0 Infinity 0.3600 0.2220 44.4444 72.0721
7 0 Infinity 0.3610 0.1960 44.3213 81.6327
8 0 Infinity 0.3630 0.1980 44.0771 80.8081
9 5.1692e-030 630.8122 0.3930 0.1650 40.7125 96.9697
10 2.2709e-027 568.9556 0.3930 0.1670 40.7125 95.8084
Remarks Very low Very high Good speed parameters

Table 8: Results when using LSB33 to LSB64 (32 bits)

DSF number MSE PSNR HT ET HTP ETP
1 2.2850e-024 518.0353 0.2240 0.1330 71.4286 120.3008
2 4.4525e-024 509.1401 0.2150 0.1340 74.4186 119.4030
3 5.0246e-024 508.0656 0.2140 0.1340 74.7664 119.4030
4 2.4933e-024 518.4816 0.2160 0.1340 74.0741 119.4030
5 0 Infinity 0.2450 0.1460 65.3061 109.5890
6 0 Infinity 0.2120 0.1360 75.4717 117.6471
7 0 Infinity 0.2130 0.1390 75.1174 115.1079
8 0 Infinity 0.2120 0.1380 75.4717 115.9420
9 1.4535e-020 413.2409 0.2250 0.1200 71.1111 133.3333
10 2.4409e-019 384.0270 0.2900 0.1250 55.1724 128

Remarks Very low Very high Good speed parameters

To see the effects of SM length increasing, a message of 32 K bytes was selected and processed using 32 bits for
message bits hiding, and table 9 shows the obtained results:

Table 9: Results for hiding a message with 32 K characters using 32 bits for message hiding

DSF number MSE PSNR HT ET HTP ETP
1 5.0344e-024 510.1361 0.4170 0.2660 76.7386 120.3008
2 1.1354e-023 499.7788 0.3810 0.2630 83.9895 121.6730
3 1.4745e-023 497.3004 0.3870 0.2590 82.6873 123.5521
4 7.1998e-024 507.8774 0.4300 0.2580 74.4186 124.0310
5 0 Infinity 0.3790 0.2660 84.4327 120.3008
6 0 Infinity 0.3790 0.2640 84.4327 121.2121
7 0 Infinity 0.4030 0.3660 79.4045 87.4317
8 0 Infinity 0.3790 0.2650 84.4327 120.7547
9 2.1330e-020 409.4055 0.4560 0.2350 70.1754 136.1702
10 9.6291e-018 347.2770 0.5350 0.2850 59.8131 112.2807
Remarks Very low Very high Good speed parameters
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From the obtained experimental results we can see the following facts:

DSF is a very convenient and efficient covering media, it can hold short and long messages keeping the stego file in
excellent quality.

Any bit form bit order 33 to 64 can be efficiently used for message hiding, the quality of the stego DSF remain
excellent when changing the bit order.

Any set of bits can be used efficiently from the speech samples to hold the SM bits; the quality of the stego file will
be excellent.

The capacity hiding will be increased when increasing the number of sample bits used for message hiding, the
maximum capacity will be achieved when using 32 bits, and here the DSF capacity hiding will equal the file size in
samples multiplied by 4.

The speed parameters mainly depend on the SM length, increasing the message length will slowly increase the
hiding and extracting time.

For a selected message length, the speed parameters remain almost stable regardless the size of the used DSF.

Using DSF as a covering media provides the user with a fixable covering digital media, the user can select any bit or
set of bits from the speech samples values to get a stego file with excellent quality, the stego file will always closed
to the covering file.

The DSF capacity hiding, the quality parameters, and the speed parameters can be controlled by setting the number
of bits from the speech samples to be used for message bits hiding.

Using DSF for message hiding is better than using any other digital data such as color images, the quality results of
using DSF is better [1-10].

Conclusion

Digital speech files as a covering data in the message steganography process were studied. Different DSF were
processed to hold various secret messages. The obtained results showed that DSF are very convenient digital dat to
be used for message steganography. The big number of bits in the speech binary value gives us the chance to select
one or more bits from this value to hold the message bits.

The provided experiments show that any bit or set of bits from the speech sample value can be used for message
hiding, these bits can be selected by the user and he can control the DSF hiding capacity, quality parameters and
speed parameters.
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