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Abstract: Digital image is an important data type due to the wide applications requiring this data type. Some 

applications require image securing to protect the image from being hacked. Increasing the complicity of the 

private key will enhance the security level of the image by increasing the kay space size.  In this paper research a 

chaotic logistic map model will be used to generate the required key for data cryptography. A modification in the 

CLMM will be added to generate a 3D chaotic key, this key will be converted to integer key, then the obtained key 

will be rotated left using another information imbedded in the PK, the rotated key will be resized to match the 

color channel size using simple and efficient method of image resizing. Each color channel will be encrypted-

decrypted separately using its own generated key. The proposed method will be implemented using various 

images, the obtained results will be analyzed using various methods of data analysis. The quality analysis will be 

use the calculated values of the quality parameters MSE, PSNR, CC and NSCR to prove the quality requirements 

in the encryption and decryption phase. Efficiency analysis of ET/DT and TP will be used to show the 

enhancements provided by the proposed method and to measure the speedup of the proposed method comparing 

with other existing methods of data cryptography. 
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Abbreviations 
The following abbreviations will be used in this paper research: 

DCI: digital color image 

CLMM: chaotic logistic map model 

CLK: chaotic logistic key 

PK: private key 
ET/DT: encryption/decryption time 

TP: throughput 

RIK: rotated integer key 

RK: resized key 

MSE: mean square error 

PSNR: peak signal to noise ratio 

CC: correlation coefficient 

NSCR: number of sample change ratio 
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Introduction 

Data cryptography in cyber security means encryption and decryption; encryption means converting data from a 

readable format to an encrypted format. The encrypted data can only be read or processed after it has been 

decrypted. Decryption means recovering a data which is identical to the source data [70-74]. 
Encryption is the basic building block of data security. It is the simplest and most important way to ensure that 

computer system information is not stolen or read by someone who wants to use it for malicious purposes. 

Data security encryption is widely used by individual users and large companies for the purpose of protecting user 

information transmitted between the browser and the server. This information may include anything from payment 

data to personal information. A data encoder, also known as an "encryption algorithm" or simply "encryption", is 

used to develop a cipher scheme that can theoretically only be penetrated by massive computing power [65-69]. 

When information or data is shared over the Internet, it passes through a series of network devices around the world, 

which are part of the Internet as a whole. Through the transmission of data over the public Internet, the possibility 

arises that it will be hacked or stolen by hackers. To prevent this, users may install certain software or hardware to 

ensure the secure transmission of data or information. These operations in the field of network security are known as 

"encryption" [59-64]. 

Encryption involves converting plain text that is readable to humans into unintelligible text, which is known as 

ciphertext. This generally means taking readable data and changing it so that it appears randomly. Encryption 

involves the use of an encryption key, which is a set of mathematical values agreed upon by both the sender and the 

receiver. The recipient uses the key to decrypt the data and return it to readable plain text [40-45]. 

The more complex the encryption key, the more secure the encryption, as third parties are less likely to be able to 

decrypt it through brute force attacks (i.e. trying random numbers until the correct combination is guessed). 

Encryption is also used to protect passwords. Password encryption methods hash your password to become 

unreadable by hackers [46-49]. 

Encryption helps protect the data you send and receive, and this can include text messages stored on your 

smartphone, and banking information sent through your online account. 

Encryption is the process that enters the readable text, so that it can only be read by the person who has the secret 

code or decryption key, and helps in providing data security for sensitive information. 

Data encryption is used to deter malicious parties from accessing sensitive data, and data encryption is an important 

line of defense in cybersecurity architecture, making the use of intercepted data as difficult as possible. 

Encryption can be applied to all kinds of data protection needs, from government transactions to personal credit card 

transactions 55-58]. 

Encryption is the process of taking plain text, such as a text message or email, and converting it into an unreadable 

format - called "ciphertext." This helps protect the confidentiality of digital data, either stored on computer systems, 

or transmitted over a network such as the Internet. 

When the intended recipient reaches the message, the information is returned to its original form, and this is called 

decryption. 

To decrypt the message, both the sender and recipient must use a "secret" encryption key, which is a set of 

algorithms that shuffle and decrypt the data again. 

Encryption algorithms are divided according to the type of encryption key and decryption method into two types: 

symmetric systems and asymmetric systems. 

A symmetric key uses a single key to encrypt and decrypt information, and this is best used for encrypting 

individual data, and is easy to use. 

As for encryption that depends on asymmetric key, it uses two keys, one for encryption and another for decryption, 

and this type is more secure [50-55]. 
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Data cryptography is important due to following: 

- Privacy: Encryption helps protect your privacy online, by turning personal information into messages 

intended for specific individuals, but not for anyone else.  Cybercriminals often steal personal information 

of users of various Internet sites for financial gain [18-24]. 

- Protection: Encryption allows you to securely protect data that you do not want anyone else to access, as 

companies use it to protect their secrets, governments use it to secure confidential information, and many 

individuals use it to protect personal information [36-42]. 

- Spyware Prevention: Encryption is used to securely protect the contents of files in a way that protects them 

from spyware, and if your device is stolen, thieves will not be able to open those files [31-35]. 

- Multiple device protection: You can use it across a variety of devices. One of the most important 

advantages of modern encryption technology is that you can apply it to all or most of the technical devices 

you use. 

- Increased trust: Even when there is no need to encrypt data due to privacy regulations, some companies 

choose to do so to show their customers that they take privacy seriously [25-30]. 

DCI can be secret, private or holding secret data, thus encryption of this image is a required task to protect it from 

being hacked, image cryptography can be done as shown in figure 1 using one or more PKs, the selected method of 

image cryptography must satisfy the following: 

 

Figure 1: DCI cryptography 

 

The contribution of this research method is to introduce a simple and easy method to protect digital images from 

being hacked, the method will suit any image, with any type and with any size, changing the image will not require 

any changes in the proposed algorithm of image cryptography. 
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The proposed method will provide a low quality image in the encryption phase by destroying the source image and 

generating a useless image, the decryption phase will recover an image, which is identical to the source image, the 

proposed method will satisfy the quality requirements listed in table 1: 

Table 1: Quality requirements 

Quality parameter Between source and encrypted 

images 

Between decrypted and source 

images 

MSE High 0 

PSNR Low Infinite 

CC Low 1 

NSCR High 0 

DCI is a 3D matrix (one 2D matrix for each gray color: red, green and blue), each color matrix can be extracted and 

treated separately, color image and the associated colors can be examined using the image or the image histograms 

as shown in figure 2 [40-49]. 

 

Figure 2: Color image matrices and histograms 
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Many methods were introduced for data cryptography; these methods provided various levels of data security and 

efficiency. Some methods were based on standard algorithms of data cryptography such as DES, 3DES, AES and 

blue fish, these methods are slow and it is not recommended to use them for image cryptography due to big sizes of 

these types of data.    

Standard based methods of data cryptography are good for data with small sizes, when the data size increased (such 

as image), these methods became inefficient [18-23].  

 

Standard based methods of data cryptography share common features such as [13-19]: 

- The message must be divided into blocks with equal sizes and the block size is fixed. 

- The PK is a fixed in length key and it is used to generate other sub keys. 

- The cryptography is accomplished using a fixed number of rounds 

- The encryption-decryption algorithms are complicated and contain a long sequence of logical and 

arithmetic operations. 

- The low throughputs of these methods 

- Some of these methods are not enough secure [1-6]. 

Some researchers [7-12] introduced a chaotic based method, these methods use one round of data cryptography, and 

for large size of input data they gave a good throughput, the throughput was increased up to 900 K bytes per second. 

Secret key generation 

The proposed method will use a private key, which contains the required values of CLMM parameters r and x and 

an extra parameters R and C (row size, and column size), these values are needed to run a CLMM to generate a 3D 

CLK, the following sequence can be used to run this model: 
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The generated CLK is to be converted to integer, then the obtained 3D key must be rotated left using a secret 

information included in the PK (number of rotated bits for each color key), the following sequence of operations is 

required to apply key rotation: 

  

The obtained key must be resized to the image size. 

Based on the previous description of the PK, the PK will have a complex structure as shown in table 3: 

Table 3: PK structure 

PK 

Modified CLMM parameters  

r x R C 

Rotation left  bits 

Rl(1) Rl(2) Rl(3) 

Example 

3.91 0.125 50 60 

3 4 2 
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Figure 3 shows an example of secret key generation: 

 

Figure 3: Secret key generation example 

The generated secret key is very sensitive to any minor changes in one or more PK components values, any changes 

will lead to changing the generated key, the outputs of the encryption and decryption phases will be affected when 

the changes were made, figures 4, 5 and 6 shows an examples of key sensitivity: 

 

Figure 4: Key sensitivity example 1 
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Figure 5: Key sensitivity example 2 

 

Figure 6: Key sensitivity example 3 

The proposed method 

The proposed encryption and decryption phases use the same PK shown in table 3, these phases are to be 

implemented in the same manner as shown in figure 7, the encryption phase can be implemented applying the 

following algorithm: 

Input 

DCI, PK components values 

Output 

Encrypted/decrypted DCI 



Dr. Mohamad T. Barakat et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.10, October- 2022, pg. 24-47 

© 2022, IJCSMC All Rights Reserved                                                                                                        32 

Process 

1- Get DCI, and retrieve DCI size 

2- Get PK components values 

3- Apply CLMM to get CLK 

4- Convert 3D CLK to integers 

5- Convert the integer key to binary 

6- Use the rotation left parameters to apply key rotation 

7- Convert the rotated key back to decimal 

8- Resize the decimal key to the image sizes 

9- Apply XORing the key with the image to get the encrypted/decrypted image 

 

Figure 7: Proposed method block diagram 

Implementation and experimental results analysis 

The proposed method was implemented using various in sizes and types images, figure 8 and 9 show a sample 

outputs of the implementation. 

The proposed method can be easily used to apply data cryptography for color and gray images with any sizes and 

resolutions, it can be easily used to treat any images, figures 10 and 11 show a sample outputs of using medical 

images. 
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Figure 8: Sample generated outputs 

 

Figure 9: Sample generated image histograms (a: source, b: encrypted, c: decrypted histograms) 
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Figure 10: Medical image example 

 

Figure 11: Medical images histograms 
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The selected images were implemented using the proposed method, various types of data analysis methods were 

performed to prove the enhancements provided by the proposed method, below these methods will be discussed. 

1- Visual analysis 

The decryption phase must produce a destroyed encrypted image, here the produce image must have a low quality, 

while the decryption phase must produce a high quality image by producing a decrypted image identical to the 

source image. 

Visually we can prove that the proposed method satisfies the quality requirements by looking by eyes to the 

generated images and their histogram, figures 12 and 13 show a sample outputs, looking to the images and their 

histogram we can see that the decrypted image is destroyed and damaged image, while the decrypted image is 

identical to source one, this means that the proposed method satisfies the quality requirements of good image 

cryptography. 

 

Figure 12: Visual analysis images 
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Figure 13: Visual analysis images histograms 

2- Sensitivity analysis 

Generated secret key is very sensitive to PK components values, any minor changes in one or more components 

values will lead to hanging the key, thus the generated outputs in the encryption and decryption phases will be also 

hanged. 

The encryption and decryption phases must be implemented using the same PK, any changes in the PK in the 

decryption phase will be considered as a hacking attempt by producing a damaged decrypted image. Figure 14 and 

15 show how changing the value of chaotic parameter r will affect the decrypted image when using PK1 in the 

encryption phase and the changed pk1 (PK2) in the decryption phase. The obtained decrypted image and its 

histogram show that the decryption phase produced a damaged decrypted file, this prove that the results of 

decryption is very sensitive to any minor changes in the PK.  Table 4 shows the quality parameters of the decrypted 

image using a modified PK. 
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Figure 14: Images results of changing r parameter 

 

Figure 15: Images histograms results of changing r parameter 



Dr. Mohamad T. Barakat et al, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.10, October- 2022, pg. 24-47 

© 2022, IJCSMC All Rights Reserved                                                                                                        38 

Table 4: Decryption quality when changing r parameter 

Quality parameter Between source and decrypted 

images 

Remark 

MSE 6454.0 Must be zero 

PSNR 23.1007 Must be infinite 

CCr 0.0263 Must be 1 

CCg 0.0623 Must be 1 

CCb 0.0053 Must be 1 

NSCR 99.5228 Must be zero 

The generated key is also sensitive to any changes in the rotation parameters, changing these parameters will lead to 

the same effects as explained in the previous example, this is shown in figures 15, 16 and table 5:  

 

Figure 16: Images results of changing rotation parameter 
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Figure 17: Images histograms results of changing rotation parameter 

Table 5: Decryption quality when changing rotation parameter 

Quality parameter Between source and decrypted 

images 

Remark 

MSE 8505.0 Must be zero 

PSNR 20.3411 Must be infinite 

CCr 0.1454 Must be 1 

CCg 0.0463 Must be 1 

CCb 0.0739 Must be 1 

NSCR 99.4721 Must be zero 

 

3- Security analysis 

The proposed method uses a PK with complicated structure, this structure contains 7 parameters, 4 for running 

CLMM and three to apply the bit’s key rotation, these parameters will provide a huge key space, which can resist 

any hacking attack, equation 1 shows the huge provided key space. 
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4- MSE and PSNR analysis 

Quality between two images can be measured by Mean square error (MSE) and peak signal to noise ratio (PSNR), 

high value of MSE and low value of PSNR points to the low quality, while low MSE and high PSNR points to the 

high quality. A good method of data cryptography must provide a low quality (high MSE and low PSNR) in the 

encryption phase and a high quality (low MSE and high PSNR) in the decryption phase. MSE and PSNR can be 

calculated using equations 2 and 3: 

 

Where: MAX is the maximum possible value of samples values, N is the total number of samples, xi and yi are the 

corresponding sample values of the source and encrypted/decrypted images. 

The selected MDCIs were treated using the proposed method; MSE and PSNR were calculated between the source 

files and the encrypted ones and between the source file and the decrypted ones, table 6 shows the obtained results. 

Table 6: Obtained MSEs and PSNRs results 

Image number Size (bytes) MSE PSNR NSCR 

1 150849 14274 15.1631 99.6831 

2 518400 12660 16.3630 99.6869 

3 5140800 11406 17.4065 99.6869 

4 4326210 11244 17.5496 99.6862 

5 122265 9977.8 18.7441 99.6900 

6 518400 13903 15.4266 99.6869 

7 150975 12955 16.1328 99.6827 
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8 150975 11283 17.5151 99.6827 

9 1890000 13108 16.0152 99.6875 

10 6119256 8712.4 20.1002 99.6868 

Remarks High Low High 

 

5- Correlation analysis 

The value of CC between two images expresses the dependency between their corresponding gray values. This is 

another statistical evaluation for testing the quality of the algorithm of data cryptography. Calculating correlation 

coefficient determines the level of correlation between two images and the correlation coefficient is always in range 

[−1, 1]. Values between |1–0.7| is considered as strong correlation (samples from the source files are similar to 

samples from the encrypted file), correlation between |0.7–0.3| is considered as medium correlation and values 

between |0.3–0| is considered as weak correlation. Correlation coefficient can be calculated using equation 4: 

 

N is the total number of samples, xi and yi are the sample values of the covering and stego files, x¯ and y¯ are the 

mean values of samples, and finally cov (x, y) is covariance between both files. 

The selected DCIs were treated using the proposed method, CCs (Between the red channels, the green and the blue), 

were calculated between the source files and the encrypted ones and between the source file and the decrypted ones, 

table 7 shows the obtained results (CC between the source image and the decrypted one was always equal 1). 

Table 7: Correlation coefficients and NSCR results 

Image number CCr CCg CCb 

1 -0.0326 -0.2642 -0.1947 

2 -0.0109 -0.2007 -0.1350 

3 -0.0357 -0.1603 -0.1002 

4 -0.0343 -0.2045 -0.1939 
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5 -0.0057 -0.1368 -0.1777 

6 -0.0190 -0.2209 -0.1382 

7 -0.0318 -0.2317 -0.2006 

8 -0.0305 -0.2170 -0.1943 

9 -0.0421 -0.2552 -0.1888 

10 -0.0015 -0.1359 -0.0799 

Remarks Low Low Low 

 

6- NSCR analysis 

Number of sample change rate (NSCR) is robustness test for establishing the quality of data cryptography 

algorithms. The purpose of the test is to compare the corresponding sample values of the source and 

encrypted/decrypted images and to show the difference in percent. NSCR can be calculated using equation 5. 

 

 

The selected images were treated using the proposed method, NSCRs were calculated between the source MDCIs 

and the encrypted ones and between the MDCIs and the decrypted ones, table 10 shows the obtained results (NSCR 

between the source and decrypted images was always 0). 

The results of NSCRs shown in table 6, and they show that the proposed method satisfy the quality requirements in 

both phase: the encryption and decryption phase.  

7- Performance analysis 

The selected DCIs images were implemented using the proposed method, ET/DT was calculated for each image, and 

the throughputs were also calculated, the results of ET and TP are shown in table 8.  

Table 8: ET/DT and TP results 

Image number ET/DT (seconds) TP(K bytes per second) 

1 0.3943 373.6207 

2 0.4125 1227.3 
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3 0.4723 10630 

4 0.4582 9220.2 

5 0.3983 299.7832 

6 0.3945 1283.2 

7 0.4114 358.4010 

8 0.3940 374.2060 

9 0.4212 4381.8 

10 0.4955 12061 

Average 0.4252 4021.0 

 

From table 8 we can see that the proposed method provided a good throughput, the average throughput was equal 

4021.0 K bytes per second, the proposed method speeded up the process of cryptography comparing with other 

existing methods, and table 9 shows the speedup of the proposed method comparing with other existing methods of 

image cryptography.  

 

Table 9: proposed method speedup 

Method TP(K bytes per second) Speedup of proposed method 

Non_chaotic ref. [7] 170.3906 23.5987 

Chaotic approach ref. [7] 141.2305 28.4712 

Hyper chaotic approach ref. [7] 636.3379 6.3190 

Ref. [8] 888.8867 4.5236 

Ref. [9] 638.4082 6.2985 

Ref. [10] 911.0352 4.4137 

Ref. [11] 360.4102 11.1567 

Ref. [12] 384.9609 10.4452 

Proposed 4021.0 1.0000 
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Conclusion 

A simple, multiple purpose and easy to implement method for image cryptography was introduced. This method can 

suit any type of images with any sizes without needing to algorithm modification. 

The proposed method increased the level of image security by using a complicated private key, which has a complex 

structure, this structure increased the key space making the key capable to resist hacking attacks. The results of 

encryption-decryption are very sensitive to any minor changes in the chaotic or/and rotation parameters, any 

changes in the PK during the decryption phase will be considered as a hacking attempt by producing a damaged 

decrypted image. 

The proposed method was implemented using various images, the obtained results were analyzed and it was proved 

that the proposed method satisfied the image quality in the encryption and decryption phases, it was also proved that 

the proposed method is efficient by providing a significant speedup comparing with other existing methods of image 

cryptography. 
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