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Abstract: This research paper presents a new method for encoding-decoding digital color images using three 

generated lockup tables. The proposed method generates encryption-decryption chaotic logistic keys; these keys are 

converted into lockup tables, one lockup table for each color channel.  The proposed method uses a complex PK 

with complicated structure, which contains the values of CLMMs parameters, needed to run these models to get the 

CLKs. The color channel s of the image are to be extracted, each color channel is to be encrypted-decrypted. Then 

the encrypted-decrypted colors to be combined to form the encrypted-decrypted color image. The PK will provide a 

huge key space to increase the level of image security, and the generated lockup tables will be very sensitive to the 

selected values of the PK, any changes in the PK during the decryption phase will be considered as a hacking 

attempt by generating a damaged encrypted image. The proposed method will be tested and implemented using 

various color images, the results will be analyzed to prove the quality and efficiency provided by the proposed 

method. 
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Abbreviations 

The following abbreviations will be used in this paper: 

PK: private key 

LUT: lockup table 

CLK: chaotic logistic key 

CLMM: chaotic logistic map model 

MSE: mean square error 

PSNR: peak signal to noise ratio 

CC: correlation coefficient 
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NSCR: number of samples change ratio 

ET: encryption time 

DT: decryption time 

TP: throughput 

 

Introduction 

Color digital images [70-75] are considered one of the most important and most widely used types of digital data, 

due to the large number of vital applications that use digital images [44-50]. Many applications that use digital 

images need to provide the necessary protection for the image by preventing the process of penetration by intruders, 

for several reasons, the most important of which are [13-20]: 

- In some cases, the environment for transmitting a digital image may be unsafe 

- The digital image may be confidential and no unauthorized third party is allowed to view it 

- Digital photos may be private and personal 

- The digital image may contain confidential data 

Despite the large size of the digital color image, its processing operations are easy for the following reasons [13-20]: 

- The color digital image is represented by a three-dimensional matrix (a two-dimensional matrix for each of 

the three colors: red, green and blue), which transforms the digital image processing operations into the 

process of processing the matrices (see figure 1) [21-25]. 

- Ease of separating each of the three colors and treating them separately, as well as the ease of assembling 

the three colors to form a digital color image. 

- The color values in the digital image are true and positive and range between 0 and 255, which makes it 

easy to work with. 

- Ease of obtaining digital images at the lowest cost due to the multiplicity of sources and the multiplicity of 

devices that generate digital color images [21-26]. 

One of the methods which can be used to protect digital color image is data cryptography, which means encrypting 

the image before transmission and decrypting it after receiving [65-69]. Image cryptography usually done by 

performing a selected method of data cryptography and a selected private key (see figure 2), the encryption phase 

must destroy the source image and make it unuseful, while the decryption phase must return a decrypted image 

which is identical to the source image [27-30]. 

The selected method of data cryptography must satisfy the following [31-40]: 

- Providing a low quality image in the encryption phase and a high quality image in the decryption phase, the 

selected method must satisfy the quality requirements list in table 1. 

- The method must provide a high level of protection by using a PK, which must provide a huge key space 

capable to resist any kind of attacks. 

- The method must be efficient, it must minimize the encryption-decryption time, thus it must maximize the 

throughput of the process of image cryptography [35-40]. 

- The method must be simple and easy to implement and it must suit any image with any size and type. 
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Table 1: Quality requirements 

Quality parameter Measured between source and 

encrypted images 

Measured between source and 

decrypted images 

MSE High 0 

PSNR Low Infinite 

CC Low 1 

NSCR High 0 

 

 

 

 

Figure 1: Color image representation 
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Figure 2: Data cryptography process 

 

Many methods were introduced for data cryptography; these methods provided various levels of data security and 

efficiency. Some methods were based on standard algorithms of data cryptography such as DES, 3DES, AES and 

blue fish, these methods are slow and it is not recommended to use them for image cryptography due to big sizes of 

these types of data [41-50].    

Standard based methods of data cryptography are good for data with small sizes, when the data size increased (such 

as image), these methods became inefficient [1-3].  

Table 2: TPs of standard method 

Method DES 3DES AES BF 

TP(K bytes per 

second) 

7.988 2.663 5.320 10.167 

 

Standard based methods of data cryptography share common features such as [13-19]: 

- The message must be divided into blocks with equal sizes and the block size is fixed. 

- The PK is a fixed in length key and it is used to generate other sub keys. 

- The cryptography is accomplished using a fixed number of rounds 

- The encryption-decryption algorithms are complicated and contain a long sequence of logical and 

arithmetic operations. 

- The low throughputs of these methods 

- Some of these methods are not enough secure [1-6]. 
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In [2] the authors showed that IDEA method provided a TP equal 3.02 K bytes per second, while SF block cipher 

method provided a TP equal 4.18 K bytes per second. 

In [3] the authors provided a non-chaotic method of data cryptography, this method provided TP of 170.3906 K 

bytes per second, the chaotic method introduced by the authors in [3] provided a TP of   141.2305 K bytes per 

second. 

Some researchers [4-9] introduced a chaotic based method, these methods use one round of data cryptography, and 

for large size of input data they gave a good throughput, the throughput was increased up to 900 K bytes per second. 

Table 3 summarizes the throughputs of these methods: 

Table 3: Used methods of data cryptography 

Method TP(K bytes per second) 

Non_chaotic ref. [7] 170.3906 

Chaotic approach ref. [7] 141.2305 

Hyper chaotic approach ref. [7] 636.3379 

Ref. [8] 888.8867 

Ref. [9] 638.4082 

Ref. [10] 911.0352 

Ref. [11] 360.4102 

Ref. [12] 384.9609 

The objective of this research paper is to introduce a method of cryptography with the following features [50-60]: 

- Providing low data quality in the encryption phase and high quality data in the decryption phase. 

- Minimizing ET and DT and maximizing the TP of cryptography. 

- Increasing the level of data security by using a PK with complex structure. 

- Multipurpose using, to be used for messages and images cryptography 

The encryption phase must total destroy and damage the source data to became unreadable or non-understandable, 

while the decryption phase must recover the source data by producing a decrypted data which identical to the source 

one [61-70]. Encryption phase must produce a data with low quality, while the decryption phase must produce a data 

with high quality, the quality between two data sets can be measured by various quality parameters, and a good 

method of data cryptography must satisfy the requirements listed in table 4. 
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Table 4: Quality requirements of cryptography [51-58] 

Quality parameter Measured between source and 

encrypted data 

Measured between source and 

decrypted data 

MSE High 0 

PSNR Low Infinite 

CC Low 1 

NSCR High 0 

 

Lockup table's creation 

The proposed method uses a complicated PK with complex structure (see table 5), the PK contains the values of 

three CLMMs parameters, these values are to be used to run three CLMMs to generate three different CLKs, CLKs 

are to be converted to three lockup tables by using the sort function which generates the indices keys (lockup table) 

from a given CLKs.  

 

Table 5: PK structure 

PK 

CLMMs parameters 

r1 x1 r2 x2 x3 x3 

Example 

3.8 0.125 3.77 0.2 3.91 0.08 

 

LUTs can be created by converting the chaotic logistic keys to indices key, these keys can be used as LUTs. 

The logistic map is defined by equation 1: 

 

Given the starting value  and a positive parameter  the map produces a sequence of 

values: 

 

That we get by iterating it, e.g. 
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Each LUT is a row matrix of 256 elements without repetition, the values of LUT are 0, 1 … 255 with indexes from 0 

to 255. Index 0 points to the first value, index one points to the second value and so on. 

 

The following sequence of operations can be used to create 4 LUTs: 

 

The created LUTs are very sensitive to the chaotic parameters values; any changes in these values will change the 

created LUTs as shown in table 6: 
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Table 6: Part of the generated two lockup tables using 2 CLKs 

CLMM1Parameters= r1=3.99; x1=0. 025 CLKK2 parameters=r1=3.71; x1=0.025; 

Gray value LUT1: Key1 LUT2: Key2 Gray value LUT1: Key1 LUT2: Key2 

65 52 95 97 26 28 

66 43 68 98 156 156 

67 95 61 99 5 93 

68 153 185 100 193 66 

69 158 225 101 161 183 

70 242 86 102 226 190 

71 236 9 103 100 230 

72 183 192 104 89 20 

73 109 232 105 190 238 

74 28 22 106 245 203 

75 115 240 107 35 131 

76 168 120 108 233 217 

77 217 205 109 239 78 

78 205 41 110 92 112 

79 12 133 111 103 33 

80 250 175 112 229 140 

81 133 148 113 186 161 

82 140 45 114 16 244 

83 212 219 115 164 98 

84 38 80 116 48 105 

85 20 3 117 68 71 

86 55 114 118 76 26 

87 66 35 119 196 91 

88 46 169 120 57 64 

89 33 142 121 145 188 

90 98 163 122 81 228 

 

The LUTs are to be used to encode the image gray values in the encryption phase, and to decode the encrypted 

image values in the decryption phase. Encoding is performed by using gray value as index, and replacing 

the byte by the content of the index in the LUT, while decoding can be implemented by replacing the 

encoded byte with the index containing the byte value. 
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Table 7 shows an example of applying encoding-decoding using a LUT with 10 gray values: 

Table 7: Image encoding-decoding example 

Index:       0    1     2     3    4      5     6     7     8     9 

Contents: 6     2     0     4     9     7     8     3     1     5 

Image bytes: 2     3     3     4     5     0     9     3     2 

Message 

byte 

Encoding: Use gray value as index, 

replace the byte by the content of the 

index in the LUT 

Decoding: Replace the encoded byte 

with the index containing the byte value 

2 0 2 

3 4 3 

3 4 3 

4 9 4 

5 7 5 

0 6 0 

9 5 9 

3 4 3 

2 0 2 

 

Figure 3 shows how to apply data encoding and decoding: 

 
Figure 3 Image bytes encoding and decoding 
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The Proposed Method 

The proposed method encryption and decryption phases can be implemented in the same manner as shown in figure 

4 applying the following algorithm: 

Input 

Data to be encrypted-decrypted, PK 

Output 

Encrypted-decrypted data 

Process 

1- Get the image. 

2- Extract the red, green and blue colors 

3- Retrieve the size of each color matrix 

4- Reshape each color matrix to one row matrix 

5- Get the PK 

6- Use the PK information to run CLMMs to generate three CLKs 

7- Convert the CLKs to LUTs 

8- Encode/decode each color row matrix 

9- Reshape the encoded/decoded row matrices to 2D matrices 

10- Combine the encrypted /decrypted 2D matrices into one 3D matrix to get the encrypted/decrypted color 

image.  

 

 

Figure 4: Encryption phase diagram 
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Implementation and Results Analysis 

The proposed method was implemented using various images  figures 5, 6 and 7 show sample outputs using the 

same following PK in the encryption and decryption phases : 

PK: 

r1=3.71; x1=0.125; 

r2=3.88; x2=0.25; 

r3=3.9; x3=0.35; 

 

Figure 5: Sample image and histograms 

 

 

Figure 6: Encrypted image and histograms 



Prof. Ziad Alqadi, International Journal of Computer Science and Mobile Computing, Vol.11 Issue.10, October- 2022, pg. 90-115 

© 2022, IJCSMC All Rights Reserved                                                                                                        101 

 

Figure 7: Decrypted image and histograms 

The obtained exoerimental results were analyzed using various approaches of data analysis methods to prove the 

advantages of the proposed method, below these analysises will be discussed. 

1- Visual Analysis 

The quality of the proposed method can be visualy proved by locking to the produced outputs. The proposed method 

was implemented using various messages. A sample color image was implemented using the proposed method, 

figure 8, 9 and 10 show the produced outputs. 

 

Figure 8: Source sample image and histograms 
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Figure 9: Encrypted sample image and histograms 

 

Figure 10: Decrypted sample image and histograms 

Locking by eyes to the images and the images histogram will prove that the proposed method provides a low quality 

(see quality parameters values) image in the encryption phase and a high quality image in the decryption phase. 
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2- Quality parameters analysis 

The quality of the encrypted and decrypted images can be measured by the values of MSE, PSNR, CC and NSCR. 

MSE and NSCR between the source data set and the encrypted one must be high, while PSNR and CC must be low. 

The MSE and NSCR between the source and the decrypted images must be very low, while the CC between them 

must be closed to 1 and the PSNR between them must be closed to infinite. 

Quality between two images can be measured by mean square error (MSE) and peak signal to noise ratio (PSNR), 

high value of MSE and low value of PSNR points to the low quality, while low MSE and high PSNR points to the 

high quality. A good method of data cryptography must provide a high quality (low MSE and high PSNR) of the 

decrypted image, (low PSNR and high PSNR between the source and the encrypted data sets), MSE and PSNR can 

be calculated using equations 2 and 3: 

 

Where: MAX is the maximum possible value of samples values, N is the total number of samples, xi and yi are the 

corresponding sample values of the source and encrypted/decrypted images. 

The value of CC between two data sets expresses the dependency between their corresponding sample values. This 

is another statistical evaluation for testing the quality of the algorithm of data cryptography. Calculating correlation 

coefficient determines the level of correlation between two data sets and the correlation coefficient is always in 

range [−1, 1]. Values between |1–0.7| are considered as strong correlation (samples from the source data sets are 

similar to samples from the encrypted data sets), correlation between |0.7–0.3| is considered as medium correlation 

and values between |0.3–0| are considered as weak correlation. Correlation coefficient can be calculated using 

equation 4: 

 

N is the total number of samples, xi and yi are the sample values of two images, x¯ and y¯ are the mean values of 

samples, and finally cov (x, y) is covariance between both images. 

Number of sample change rate (NSCR) is robustness test for establishing the quality of data cryptography 

algorithms. The purpose of the test is to compare the corresponding sample values of two images to show the 

difference in percent. NSCR can be calculated using equation 5. 
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The proposed method was implemented using various messages and various color images, the quality parameters 

were calculated, the results of calculations are shown in table 8 

Table 8: quality parameters for selected images 

Image Size(byte) MSE PSNR CCr, CCg, CCb NSCR 

1 150849 13522 15.7042 -0.0641, -

0.0432, -0.0666 

99.6314 

2 518400 11946 16.9436 0.1979, -0.1224, 
-0.2185 

99.6653 

3 5140800 10247 18.4783 -0.0270, -

0.0034, -0.1142 

99.8842 

4 4326210 9541.2 19.1915 0.0238, 0.0177, -

0.0369 

99.5423 

5 122265 8629.3 20.1961 0.0729, -0.0223, 
-0.0831 

99.7587 

6 518400 14249 15.1807 0.3799, -0.2669, 
-0.3753 

99.6815 

7 150975 11482 17.3400 -0.0022, -

0.1918, 0.0934 

99.6066 

8 150975 9591.8 19.1386 0.0325, 0.0279, -
0.0606 

99.7271 

9 1890000 11283 17.5144 -0.000740, -

0.0478, 0.1525 

99.8023 

10 6119256 7337.9 21.8172 -0.0510, -

0.0770, -0.0666 

99.3560 

Remarks High Low Low High 

Low quality 
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The obtained results shown in table 8 prove that the proposed method satisfies the requirement of good data 

cryptography (the quality parameters for decryption phase were always: MSE=0. PSNR= infinite, CCr=1, CCg=1, 

CCb=1 and NSCR=0). 

3- Sensitivity Analysis 

The results of encryption and decryption phases are very sensitive to the selected values of the PK components, any 

changes in these values in the decryption phase will be considered as a hacking attempt by producing a damaged 

decrypted data, the following implementation example prove this fact. 

Let us take the PK1 to encrypt an image, and the encrypted image is to decrypted by PK2 

PK1: 

r1=3.71; x1=0.125; 

r2=3.88; x2=0.25; 

r3=3.9; x3=0.35; 

PK2: 

r1=3.91; x1=0.125; 

r2=3.88; x2=0.45; 

r3=3.9; x3=0.05; 

 

Figure 11, 12 and 13 show the produced outputs 

 

Figure 11: Sample color image 
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Figure 12: Encrypted image using PK1 

 

 

Figure 13: Decrypted (damaged) image using PK2 

From figure 13 it can be seen that the obtained image is a corrupted damaged image, and this proves the sensitivity 

of the decryption phase depending on the selected PK in this phase. 
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4- Security Analysis 

The proposed method uses a PK with complicated structure, it contains 6 components, each of them has a double 

data type (with 64 bits’ representation), thus the PK will provide a huge key space (see equation 6), this space will 

capable to resist any kind of attacks: 

 

5- Efficiency Analysis 

The proposed method was implemented using various images, the method throughput increased when increasing the 

image size. To show the method efficiency parameters, several color images were selected and processed using the 

proposed method, table 9 shows the obtained measured times and the calculated throughputs. 

Table 9: Proposed method ET and TP 

Image number Image size ET/DT (seconds) TP (K bytes per second) 

1 150849 0.0130 11332 

2 518400 0.0260 19471 

3 5140800 0.1810 27737 

4 4326210 0.1500 28165 

5 122265 0.0140 8528.5 

6 518400 0.0250 20250 

7 150975 0.0140 10531 

8 150975 0.0140 10531 

9 1890000 0.0750 24609 

10 6119256 0.2070 28869 

Average 1908813 0.0719 19002 

 

From table 9 it can be seen that the proposed method provides a high speed of data cryptography by providing an 

average TP equal to 19002 K bytes per second, the proposed method enhanced the efficiency of data cryptography 

and it has a significant speedup comparing with other existing methods of data cryptography as shown in table 10: 
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Table 10: Proposed method speedup 

Method TP(K bytes per second) Proposed method speedup 

Proposed method 19002 1.0000 

Non_chaotic ref. [7] 170.3906 111.5202 

Chaotic approach ref. [7] 141.2305 134.5460 

Hyper chaotic approach ref. [7] 636.3379 29.8615 

Ref. [8] 888.8867 21.3773 

Ref. [9] 638.4082 29.7647 

Ref. [10] 911.0352 20.8576 

Ref. [11] 360.4102 52.7233 

Ref. [12] 384.9609 49.3609 

 

Conclusion 

An efficient, high level and simple method of image cryptography method was introduced. The method can be easily 

used to encrypt-decrypt any image with any size and with any type, it can be easily used for both color and gray 

images cryptography. The proposed method provided a high level of security and increased the level of image 

protection by using a complicated complex PK. This PK used parameters of three CLMM to generate three CLK, 

these keys were converted to three lockup tables, one table for each color.  The PK provided a huge key space 

capable to resist any kind of attacks, the produced outputs are very sensitive to PK values, any changes in one or 

more values in the decryption phase will be considered as a hacking attempt by producing a damaged decrypted 

image. The proposed method was implemented using various images, the obtained results were analyzed, and the 

results analysis proves that the proposed method satisfied the requirements of quality and efficiency. 

Appendix 

The following code may be useful for other researchers, who are interested in reproducing the methods outputs: 

 

Encryption phase: 
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Decryption phase: 
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