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Abstract— Our way of life has been completely transformed by mobile phones. Nowadays, a cell phone is 

seen as a necessary item. Which means we use it for the majority of our tasks as well as communication. 

Communication is portable allowing us to send texts and make calls from anywhere on the planet. In 

addition, people can utilize the camera to record significant moments in their life and store them for later 

reference. People used to send these photos to their loved ones from their phone allows them to share 

their moments with others. Moreover, through mobile applications, they may interact with individuals 

from all over the world and create new acquaintances on a mobile phone, Last but not least, they can use 

smartphone applications for finding their way about acquiring maps. For nefarious purposes, some 

people, on the other hand, want to wipe all of their data, including phone records, text messages, images, 

videos, and location information. Therefore, using mobile forensic technologies, a mobile forensic expert 

can recover all of the erased data, including call logs, text messages, photographs, videos, and location 

data. This survey paper intends to investigate and assess the state of mobile phone forensic preparation, 

including a thorough overview of current methodologies and industry best practices. This research 

intends to help forensic investigators, law enforcement organizations, and digital forensic practitioners 

create strong and efficient mobile phone forensic preparation strategies by examining various 

methodology, tools, and procedures. 
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I.  INTRODUCTION  
   Along with technological advancement, smartphones are developing quickly. A growing 

number of features and applications are becoming available on smartphones, gradually taking 

the place of desktops. The qualities supplied by smartphones, such as their numerous 

applications, power consumption, processing speed, affordability, practicality, and ease of 

carrying, indicate that the trend of smartphone usage will continue to grow. Modern 

smartphones are now capable of being utilized for both home and office tasks thanks to their 

superior ability and power compared to their predecessors. 

Mobile forensics (MF), a subfield of digital forensics, is concerned with recovering digital 

evidence from portable and/or mobile devices [9]. Additionally, the mobile forensics subfield 

of digital forensics is primarily concerned with tablets, PDAs, and smartphones. Additionally, 

the goal of the mobile forensics (MF) area of digital forensics is to collect and analyze data 

from mobile devices in order to recognize and follow the activities of attacker entities [10]. 

The Mobile Forensics (MF) field adheres to accepted scientific practices with a focus on 

recovering Potential Digital Evidence (PDE) from mobile devices by using forensic 

techniques [10]. As a result of increasing proliferation, mobile-based services, and the 

requirement for new criteria, the MF field has expanded and recently become more well-

known. 

Mobile forensic readiness (MFR), a preventative technique, attempts to get ready for 

situations before they turn into potential security incidents. Making forensic investigations on 

mobile devices easier and less expensively is the aim of mobile forensic readiness [7]. 

This survey provides an overview of mobile forensic readiness; by researching the latest 

published research. 
The rest of this survey paper is organized as follows. Section II declares related work . 

Section III provides an overview of mobile forensic tools and its usage. Finally, the 
conclusion is given in Section IV Finally, abbreviations and their meaning are given in 
section V . 
 

II. RELATED WORK 
(Mohammed Moreb, Saeed Salah, Belal Amro, 2023) The mobile forensics procedure, as 

described in [1] by the authors, intends to recover digital evidence from a mobile device in a 

way that will preserve the information in a forensically sound condition. This data may be 

used to establish whether a person is a cybercriminal or a victim of a cybercrime. To do this, 

the mobile forensics process lifecycle must set precise criteria for securely gathering, 

separating, conveying, preserving, and establishing the authenticity of digital evidence 

coming from mobile devices. The following phases were described by the researchers as 

being part of the digital forensics process. These processes are common in most references 

with a few minor variations to the specifics and functions of each step (i) identification: this 

phase entails locating the necessary data as well as the supporting evidence; The evidence is 

separated, secured, and data is also saved at step (ii) of the process. (iii) analysis: in this step, 

evidence is examined and judgments regarding the evidence are drawn after reconstructing 

evidence fragments; (iv) documentation: all necessary information is recorded and stored so 

that the crime scene can be recreated; (v) Presentation: At this stage, a summary of the case 

and a conclusion are made. (vi) Case closure: at this stage, the evidence is returned or 

archived in accordance with the legal decision that closes the case. While the specifics of 

these processes may differ from one institution to the next, they all ultimately result in a 

similar set of steps that will enable a successful handling of a digital crime. Researchers 

proposed the MFIPF (Model for Forensic Investigation Process Framework). The goal of the 

data preparation step, which comes first, is to provide a cleaned-up dataset that can be 

technically used in the analysis phase. The four steps in this phase are Resource seizure in 
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this stage, the mobile device is taken in a way that ensures it won't be altered and that it won't 

be possible to connect to it. Resource identification seeks to locate the mobile device under 

examination and select appropriate tools for the data extraction stage. Data extraction follows 

resource identification. Ways for obtaining data include here, the investigator manually 

searches the mobile device for the necessary evidence. This is known as manual data 

extraction. In addition, Logical extraction by utilizing this technique, the investigator can 

create a duplicate of the file system that can be utilized later to extract data using special 

tools. Additionally, a raw binary image of the memory of the mobile device is formed using 

this method of physical extraction, and the output is a bitwise copy of the memory of the 

mobile device. The second phase is information analysis, and the steps below are 

recommended to be followed for a thorough mobile forensic analysis. The analysis's initial 

stage involves choosing a forensic instrument. The choice of tool is influenced by a variety of 

criteria, such as cost, user interface, examiner familiarity, computing platform and 

environment, and legal considerations, such as whether the tool is legally permitted or not. 

Information analysis the examiner will choose the right tool or tools, supply the tool with 

preprocessed data, and then execute various tests and processing operations on the data. The 

process of demonstrating the reliability of the evidence to a jury is known as evidence 

validation. Evidence correlation requires the capacity to extract semantics from various 

sources, such SMS, social media messaging, emails, etc., and to produce a knowledge base 

that amply demonstrates the relationship between these produced events. Construction of the 

case is the third stage. The process of building a case requires the following four steps: results 

analysis, results examination, results reporting, and results dissemination. 1-Results 

evaluation Examiners must thoroughly and consistently analyze all the technical results that 

were gleaned from the information analysis phase in this step. 2. Results communication. 

Three. Results communication It outlines the process by which the examiner informs 

policymakers of the findings from the analytical phase. Case Closing, the final stage, involves 

three primary procedures. 1. A legal judgment. 2. Revision. 3. Archiving of cases. Finally, 

they included four different categories of forensic tools: Magnet ACQUIRE, FINALMobile, 

3uTools, and Belkasoft Evidence Center. 

 

        (Asmae El Majdoub1 *, Chaimae Saadi2, and Habiba CHAOUI1,2022) As we all know, 

one of the most difficult duties in a mobile forensics’ investigation is the step of data 

acquisition, which entails extracting all the important data necessary to aid the investigators 

in locating all relevant evidence. Additionally, duplicating and replicating digital data 

evidence from mobile devices is another aspect of data collecting. By separating the data 

collecting techniques into four levels—manual acquisition, logical acquisition, physical 

acquisition, and chip-off technique from the simplest to the most complex and expensive, 

they came to a conclusion. the manual acquisition of first Without the use of cables or 

platforms, the mobile forensic investigator can manually retrieve the device's data using only 

the touchscreen on the device. In addition, rational acquisition A connection between the 

mobile device and the forensic workstation is necessary for this technique. Third, Material 

Gain It involves writing down all the information on a tangible piece of storage medium. In 

other words, it's like cloning a hard disk in that an exact replica is created. Fourth, obtaining 

cloud data Without having access to the actual device, this method entails directly obtaining 

the data via the cloud. Fifth, file system extraction. As is common knowledge, file systems 

are used by modern smartphones, and all data is stored in non-volatile memory. There are 

several software packages for smartphones that are accessible for forensics and created 

especially for those reasons. While ensuring integrity, investigators must seize, gather, and 

decrypt evidence from a huge number of devices. These problems are fixed by mobile 

forensic tools. With the aid of these sophisticated technologies, investigators can preserve, 
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analyze, and retrieve erased data. Despite all existing techniques, collecting and analyzing 

mobile device forensic data may provide forensics investigators with even greater hurdles. 

Therefore, researchers [2] suggest smart extraction, which extracts more files and takes less 

time than traditional extraction methods thanks to machine learning and AI algorithms. 

 

       (Casino, Fran; Dasaklis, Thomas K.; Spathoulas, Georgios P.; Anagnostopoulos, Marios; 

Ghosal, Amrita; Borocz, Istvan; Solanas, Agusti; Conti, Mauro; Patsakis, Constantinos, 2022) 

In [3] Smartphones and other mobile devices may provide useful information that can be used 

for a variety of investigative purposes. A branch of digital forensics called mobile forensics 

(MF) focuses on the extraction of digital evidence from portable and/or mobile devices. The 

following three categories could be used to classify mobile forensics procedures: acquisition, 

collection, and inspection/analysis. Finally, authors mentioned the challenges of MF see 

figure (1) 

 
               Challenge\ Limitation 

Reduced training and data acquisition overheads 

Diversity of embedded Oss with shorter product life cycles, multitude  

of smartphone manufactures 

Heterogenous data acquisition and interpretation 

Update forensic tools to fight novel cybercrime 

Strong security mechanisms of mobile devices and anti-forensic 

The very nature of mobile phones necessitates the adoption of  

live Forensic approaches 

Lack of trust and robust chain of custody preservation  

Lack of device-based standards and procedural guidelines 

Lack of jurisdictional and legal requirement for different investigation  

Scenarios 

 

 

 

 

       (Aya Fukami a, c, *, Radina Stoykova b, d, Zeno Geradts a, c,2021) Paper [4] Forensic 

examination of mobile devices has grown to be an increasingly important investigative tool 

for law enforcement organizations since they typically include data pertinent to criminal 

investigations. Several forensic science experts have developed techniques and procedures to 

reliably retrieve evidence data from mobile devices during the past few decades. These 

techniques have been widely applied for forensic reasons in actual cases and have addressed 

broader issues in mobile forensics, such as the absence of industry-wide standards and the 

quick pace of technological advancement in mobile devices. The robust security mechanisms 

of contemporary mobile devices, on the other hand, have recently imposed new obstacles. In 

this study, they examine contemporary mobile forensic methods and contrast them with more 

established methods. First, there are conventional mobile forensic methods, which 1. Manual 

Extraction Using the device's input interface, the examiner manually manipulates the target 

mobile device. 2- Logical extraction, in which information (i.e., files and folders) on the 

target mobile device is retrieved by corresponding with its wired/wireless connection 

interfaces. 3- JTAG and Hex Dumping If the techniques listed in this level are applied, the 

entire or partial raw data (hex dump) stored in the storage media on the target mobile device 

is obtained. 4- Chip-off needs the non-volatile memory chip from the target mobile device to 

be physically removed. Through the direct observation of the memory die inside the non-

volatile memory chip, the stored data in non-volatile memory is recovered in electrical 

property form using the highly specialized 5-Micro Read technique. Full Disk Encryption 

(FDE) and File Based Encryption (FBE), two additional security features in current mobile 

devices, were explored by the authors in [4]. With FDE, the entire user data partition is 

Figure (1) challenges and limitation of MF taken from [3] 
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encrypted with a single encryption key, but with FBE, data is encrypted on a per-file basis 

using multiple keys, enabling independent decryption of files. Second, the primary methods 

for forensic data extraction from contemporary mobile devices are: 1- Manual/logical 

extraction. 2 Extracting the file system. 3. Getting data from the cloud. 4- Disabling the 

device lock or obtaining lock-related data. 5. Actual data extraction. Data acquisition with 

customized boot loaders is the sixth strategy. 

 

      (Reem K. Alqurashi, Mohammed A. AlZain, Ben Soh*, Mehedi Masud, Jehad Al-Amri, 

2021) In [5] In the Middle East, Saudi Arabia is one of the nations with the fastest-growing 

use of communications technologies like the Internet and mobile phones. Using Saudi Arabia 

as a case study, they examine the difficulties associated with cybercrime in the Middle East in 

this work [5]. Computer crime is the phrase used to describe criminal behaviors involving 

improper computer usage. A computer's involvement in a cybercrime can also be classified in 

one of three ways: as a tool, a storage device, or a victim. Researchers listed the following 

categories of cybercrimes: 1. Spam. 2- Worm. 3. Snoop. Four. Phishing. 5. A denial-of-

service assault. 6-Virus Transmission. 7. Online stalking. 8. Password-based attacks. On the 

other side, authors talked about the problems with cybercrime in the Middle East, starting 

with 1-Responsibility. Structure of the organization. 3. Technical prowess. 4-Education. 5 - 

Legislative Skills. Researchers also highlight Below are three instances of recent cyberattacks 

in Saudi Arabia: Aramco, a state-owned oil firm, experienced a cyberattack. In August 2012, 

a virus that affected over 30,000 computers at Saudi oil major Aramco destroyed data and 

computer drive storage. To halt oil production, the attack was launched (World Exchange 

Report, 2013). 2. A hacker who has not been recognized has compromised King Saud 

University (KSU). In Riyadh, it is a community university. 3- A series of severe cyberattacks 

that targeted the Saudi Arabian government administration resulted in hacking, which 

momentarily hampered government activities until the attacks were ended. According to 

current trends, where the offenders consistently manage to stay one step ahead of the law, the 

future of cybercrime is unknown. Cybercriminals always devise novel techniques to carry out 

their crimes. If authorities want to catch up with cybercriminals, they must raise their degree 

of expertise. Cybercriminals continually seem to come up with fresh schemes to con people. 

Cybercrime is rising, and there is a good possibility that it will keep growing. At this time, 

existing legal systems and technical safeguards are insufficient to deter computer crimes. 

 

      (Majid ALThebaity, 2 Shailendra Mishra, 3 Manoj Kumar Shukla, 2020) [6] The 

development of mobile technology has both advantages and disadvantages for consumers. 

The ability to interact effectively with people around the world is one of the key advantages 

of mobile phones. Users of mobile phones mostly rely on third-party programs to efficiently 

transmit information; however, this has not been without significant security issues. 

Particularly social networks, which are among the most frequently used mobile apps for 

information sharing, have served as a platform for cybercrimes. Comparatively speaking to 

other types of mobile applications, social networking apps leave a variety of traces. Tablets, 

PDAs, and smartphones are the main focus of the digital forensics’ subspecialty known as 

"mobile forensics." The main focus of digital forensics is the collection, preservation, 

validation, identification, analysis, interpretation, and presentation of electronic evidence 

derived from digital devices. The standard data recovery tool FTK was utilized in this study's 

qualitative technique to retrieve the data from the phone's memory. After the Facebook 

application was deleted, the data items that were recovered from the phone's memory needed 

to be categorized according to their format and kind in order to characterize the user 

information and recoverable program. 
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      (Jan Collie, 2018) This study [8] suggests a method for forensic preparation for firms that 

is economical to deploy and maintain. Instead, then relying on intricate electrical systems, it 

is centered on people and processes. Given that it can be conceptualized in several ways, 

forensic readiness is a relatively new notion that might be challenging to define. Tan (2001) 

coined the phrase; however, he did not define it. Instead, he chose to focus on two goals for 

forensic readiness: Maximizing an environment's capacity to gather reliable digital evidence 

and lowering incident response forensics costs are two goals. According to these guides and 

in priority order, the four objectives of the digital forensic procedure are to: 1. Describe the 

proof. 2. Keep the proof safe 3. Obtain the proof. 4. Provide the proof. The key components 

of digital forensic preparedness were explored by researcher [8] and are among the key 

components of digital forensic readiness. A concept known as HAUS—Homogeneous, 

Answerable, and Unified Strategy—was proposed by the authors of [8]. The HAUS idea also 

denotes an organized, all-encompassing approach to forensic preparation that can be scaled 

and tailored to meet the demands of a company. In addition, the HAUS model is a 

cooperative strategic approach that intends to assist businesses in combining DFR efforts and 

enhancing their capacity to identify, stop, and handle crises. All employees can participate in 

and contribute to the process when they are given the opportunity to do so. This encourages a 

strong feeling of community and security culture among the team. Since the majority of the 

procedures are carried out by current employees, the model should be economical to set up 

and maintain, with the financial benefits of improved data security and the resulting decrease 

in company losses considerably outweighing the cost of time spent on DFR initiatives. 

 

(KONSTANTIA BARMPATSALOU, TIAGO CRUZ, EDMUNDO MONTEIRO, and 

PAULO SIMOES, 2018) Digital forensics (DF) was created as a result of the growing use of 

electronic devices in criminal activity [9]. However, compared to a desktop or a notebook 

computer, a smartphone is more likely to provide information on the user's habits and 

behavior. Additionally, "preservation, acquisition, examination/analysis and reporting of 

digital evidence" are included in the process model for performing forensic investigations on 

mobile devices. The investigative process model also serves just as an outline for MF actions. 

On the other hand, data collecting is a well-liked research subject inside the MF discipline, 

mostly since a good inquiry depends on its right implementation. The categories of post-

mortem, live, and non-intrusive forensics make up the fundamental acquisition disciplines. 

Post-mortem, also known as dead forensics, is the process of making a bit-by-bit duplicate of 

a device's memory after a damaged, destroyed, or powered-down device has been seized. It 

involves both physical and logical acquisition methods. Physical acquisition techniques also 

engage directly with the hardware of the device and can recover unallocated (deleted) data 

but at the expense of more invasive processes. Additionally, Hex Dumping is carried out with 

the aid of unique tools called flasher boxes, which are in charge of producing "an image of 

the RAM in hexadecimal format." Additionally, the Joint Action Test Group (JTAG) 

approach is based on the standard of the same name, which "defines a common test interface 

for processor, memory, and other semiconductor chips, supported by the majority of 

smartphone manufacturers." Additionally, chip-off approaches involve direct data extraction 

from target device non-volatile memory chips. Additionally, a wireless or wired link must be 

made between the device and a forensic workstation in order to complete a logical 

acquisition. Additionally, Live acquisition deals with extracting content in almost real-time.  

The topic of these papers, in summary, can be divided into six main categories: (1) File 

acquisition and data integrity; (2) Identification of malicious activity and malware analysis; 

(3) Evidence reconstruction and presentation; (4) Evidence parsing; (5) Knowledge 

representation; and (6) Automated classification and analysis of user and application 

behavior. 
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            (Arafat Al-Dhaqm1,2*, Shukor Razak1, Richard A. Ikuesan3*, Victor R. Kebande4, 2017) 

In this article [10], the authors review Mobile Forensics Investigation Process Models 

(MFIPMs) in an effort to reveal MF transitions and identify current and upcoming issues. 

Additionally, the MFIPMs now in use are carefully examined in this research in order to 

identify the typical difficulties and issues that occur in this area. The MF field has 

experienced a number of problems as a result of this evaluation. 1. There is no established 

inquiry model. 2. Redundancy of concepts and methods: A number of investigational 

concepts and processes have been put forth, leaving the MF area unclear to forensic 

professionals. 3. Disparate infrastructures for mobile devices. The variable infrastructure of 

mobile devices is one of the key challenges faced by MF researchers and developers. There 

are distinct physical and logical infrastructures for every mobile device. 4. A variety of 

forensic evidence. However, this study suggests an HMFIPM (Harmonized Mobile Forensic 

Investigation Process Model) for the MF field, which includes 1- Find and choose MF 

models. 2 Identify and extract the investigation processes. 3. Identify and extrapolate the 

investigative processes. 4- Offer a standardized investigation process. Most mobile forensic 

tools do not support or do not have capabilities that can enable integration of application 

artifacts with known encodings like PDF or MS-Word, according to authors in [9]. They also 

discuss a potential future research direction for the MF discipline. Machine learning 

techniques should be employed in this situation in order to help identify and utilize known 

encoding in forensic tools appropriately. Even while many artifacts are recovered using 

various forensic procedures, the behavior analysis of these artifacts and the precise manner in 

which the user information is normalized is still a topic that hasn't received much attention. 

Additionally, forensic preparedness is a major issue with regard to mobile devices. 

Additionally, the methods for acquiring data from mobile devices provide a challenge since 

they cannot synchronize the metadata and the type of flash storage memory. If this issue is 

resolved, it may lead to a forensic breakthrough for investigators. 

 

        (Nickson menza Karie, Simon Maina Karume, 2017) The article [11] will also examine 

the problems and difficulties associated with data retention and disposal in businesses, which 

may potentially have an impact on how well digital forensic readiness is implemented. In 

order to gather and examine data from computer systems, networks, wireless 

communications, and storage devices in a form that may be used as evidence in a court of 

law, a field of study known as "digital forensics" (DF) combines elements of law and 

computer science. Researchers [11] list the difficulties that the DFR faces, including: 1- The 

absence of a DFR plan in organizations. When digital evidence is requested as part of a legal 

action, regulatory response, internal inquiry, or disciplinary procedure, a DFR strategy is a 

policy document that outlines exactly what must be done. A DFR plan aims to reduce the 

time and money required to obtain the necessary evidence while maximizing the amount of 

evidence data that is readily available. 2. Absence of forensic readiness guidelines. The early 

steps to be taken for any forensic analysis of digital evidence are described in a Forensics 

Readiness Policy (FRP), a document. Additionally, a FRP's goals include offering a 

methodical, uniform, and legal foundation for the admissibility of digital evidence that may 

be needed in a formal dispute or judicial process. 3. The Challenges Facing Law 

Enforcement. 4. A lack of knowledgeable and skilled staff. 6. Cost implications of DFR. 

Lack of organizational guidance for implementing DFR standards is number seven. On the 

other hand, the main goal of any data retention and disposal strategy is to make sure that all 

records and documents, as well as the data or information they contain, are properly 

protected, kept, and disposed of as needed to maintain proper accountability. Additionally, 

problems with data retention and disposition and how they may hinder the adoption of a 

successful digital forensic process in businesses. Compliance with statutory or regulatory 
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requirements. 2. Requirements for litigation holds. 3. Making Data Released or Disposed of 

Per Court Order. Challenge with the retention and disposal schedule. 5. Cost of data storage 

and disposal. Challenge of Emergencies and Disasters. 7- Handling disciplinary matters 

inside the organization. 

 

(Maxim Chernyshev, Sherali Zeadally, Zubair Baig and Andrew Woodward, 2017) [12] As 

mobile and other electronic devices are more advanced, it becomes easier to create, share, and 

store a lot of private and frequently sensitive information on the device itself. In corporate, 

civil, criminal, and military investigations, this information, along with the related metadata, 

can be a useful source of digital forensic evidence. Mobile forensics is defined as "the science 

of recovering digital evidence from a mobile device under forensically sound conditions and 

using accepted methods.  Data acquisition techniques can be categorized into five categories 

using a tool. An examiner accesses the data on the device using the keypad, touch controls, 

and display console during manual extraction (level 1), taking the information directly from 

the screen. Establishing a standard interface, such as USB, Wi-Fi, or Bluetooth between the 

examiner's workstation and the device, and using this interface to convey device data to the 

workstation constitutes logical extraction (level 2). Hex dumping (level 3), also known as 

physical extraction, typically entails downloading the device's flash memory or putting it into 

a diagnostic state via other unique methods. Chip-off (level 4) is a technique used in 

computer hard disk forensics that entails physically removing flash memory from the device 

to create its binary image. As a final step, micro read (level 5) calls for the employment of an 

electron microscope to physically see logic gates and the necessary technical know-how to 

convert these observations into readable data. Digital investigations can employ a wide range 

of open source and paid tools. 

 

      (Philip Naughton and M A Hannan Bin Azhar, 2017) The experiments carried out to 

investigate the forensic opportunities available to the Law Enforcement Agency in the 

recovery of artifacts resulting from criminal use of commonly preferred programs are 

summarized in this document [13]. On a mobile phone running the Android operating system 

(OS), another running the Apple operating system (OS), as well as a PC running the 

Windows 10 OS, the trials were carried out utilizing forensic investigation tools and 

methodologies.  Additionally, despite the fact that certain files erased during the trials could 

no longer be recovered, a sizable portion could still be done so. These investigations involved 

the forensic collection and analysis of artifacts left behind by hypothetical illicit use of 

popular messaging programs on both mobile smart phones and desktop PCs. Additionally, 

authors [13] talked on the problems and difficulties the inquiry faces. Challenges with cloud 

technology 1. Most of the users' photographs and communications are stored in the cloud by 

apps like Instagram, which also caches links to these images on the user's device so they may 

be accessed later. The challenge for DFE in this situation is that the photos might not be kept 

on the device itself for recovery via inspection. On any of the three devices, the Instagram 

App did not allow for the recovery of any of the test files. 2. Computer opportunities for web 

forensics. 3. An app developer fixes bugs. 4. Problems with ephemeral messaging. 5. Secure 

services. 6-Repeat testing files. During the studies, duplicate test files caused by OS and App 

processes were also retrieved. Even while these files may not always be immediately 

identified with any one App since, for example, they may be stored in unallocated space on 

the device's memory, a law court may choose to take them into consideration, if they are 

discovered on a suspect's device. The DFE would need to be able to explain how and why the 

file had been altered to prove it actually came from the first suspect, thereby linking them 

together, due to hash value differences between the file sent from one suspect's device and 

that duplicate file recovered on the second suspect's device. Device type factor no. 7.  
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(Radhika Padmanabha, Karen Lobo, Mrunali Ghelani, Dhanika Sujan and Mahesh Shirole 

2016) The need to investigate the various mobile device forensic techniques is addressed in 

this work [14]. The quality, usability, accessibility, security, customizability, and freedom for 

software development of open source and commercial tools frequently vary. The technologies 

harvest data from the mobile devices and produce personalized reports using sound forensic 

techniques. These reports cover all of a person's activities, including correspondence and 

travel records. The following steps are taken by a typical forensic instrument to process the 

data collected and produce the final evidence: Phase 1: Integration of data sources and 

information. Knowledge processing is phase two. Data integrity and validation comprise 

Phase 3. Fourth phase: presentation 
 
(ADAMU ABDULLAHI GARBA1, AND MAHEYZAH MD SIRAJ2 2015) The systematic 

presentation of digital forensics (DF) processes for the recovery, protection, and examination 

of digital evidence, including that from audio, imaging, and communication devices, is 

known as digital forensics. DF is the branch of science that concentrates on developing 

computer evidence in court. Digital documents, emails, photos, software, other digital 

archives, and network metadata can all contain digital forensic evidence. In forensic 

investigation, there are two methods: Live and Dead Forensics: The conventional methods of 

gathering and preserving evidence in a computer offline and producing a copy of the storage 

media in a bit stream are known as dead forensics. Live forensic investigations are those that 

take place within the initial hours of an inquiry and give data required during the interviewing 

of suspects. Software is used in live analysis approaches to look into the system's time frame. 

The proposed [15] DFR has the following eight elements: • Forensic preparation; • Strategy; • 

Policy and procedures; • People; • System and event; • Legal necessity see figure (3). This 

framework can be used by a wide range of companies that use electronic information as a 

resource, helping to reduce the effects of assaults on those organizations and preventing any 

undesirable situations from occurring. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure (2) Proposed Holistic–Based Digital Forensic Readiness components taken from [15] 
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III. MOBILE FORENSIC TOOLS 
There are several software packages for smartphones that are accessible for forensics and 

created especially for those reasons. While ensuring integrity, investigators must seize, 

gather, and decrypt evidence from several devices. These problems are fixed by mobile 

forensic tools. With the aid of these specialist technologies, investigators can recover deleted 

data, examine, and preserve evidence that may be discovered while looking into illegal 

activities. 

 

 Name of Tool Usage Last Version Features 

1 Oxygen Forensic Mobile 

Forensic 

15.4 •File extraction on the majority of 

portable devices. 

• Support for call data record import. 

•Bybass screen lock on common Android 

phones and tablets. 

2 Forensic tool kit 

(FTK) 

Mobile and 

Computer 

Forensic 

7.6 •This toolkit is a well-known e-mail 

analysis tool in the corporate world and is 

made for in-depth computer and mobile 

forensic investigation. 

•Other functions include password 

dictionaries creation, book marking, and 

report generation. 

3 Encase tool kit Recover Data 

from seized 

Hard Drives. 

22.3 •It offers specialized capabilities such data 

collection, automation tools, analytical 

features, viewers, searching, reporting, 

bookmarking, email, and internet 

research. 

4 Sleuth kit This tool kit 

operated on 

virtual 

private 

network 

(VPN). 

4.12.0 •This is a free command-line file system 

with media management that was created 

by Brain Carrier. 

•Autopsy: This toolkit is open-source. Perl 

is used to construct the program. 

•It is a GUI browser for Sleuth kit that is 

HTML-based. This software is easy to 

use. 

5 Cellebrite’s UFED Mobile 

Forensic 

7.65 • It is a for-profit GUI-based utility from 

the UFED line of goods by Cellebrite. 

•It exhibits five key functional modules: 

physical and logical extraction, decoding, 

analysis, reporting, and confirmation. 

•Mobile device unlocking. 

•Retrieve evidence from SD cards, GPS 

devices, and mobile phone cards, among 

other sources. 

6 MOBILEdit Mobile 

Forensic 

9.0 • (With Phone Forensics Express 

included) These two exclusive products 

are improved variations of the venerable 

program MOBILedit Enterprise. 

•Because a thorough user manual and 

video lessons are available, it 

demonstrates simplicity and ease of use. 

7 MSAB Mobile 

Forensic 

10.5 Examining memory cards and GPS. 

•Physical and logical testing of mobile 

devices. 

 

 Table (1) Forensic Tools 
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IV. CONCLUSION 
The survey's main conclusions are outlined in the conclusion, along with suggestions for enhancing mobile 

phone forensic preparation. It highlights the necessity of ongoing research and development to stay up with 

developing forensic issues and mobile technologies. Forensic investigators and practitioners can improve their 

capacity to manage mobile device investigations by putting into practice the ideas gleaned from this survey. The 

researchers discussed mobile forensic investigation process. In addition, mobile forensic tools and its usage. 

Mobile forensic techniques are being used to investigate and recover the deleted data such as call logs, text 

messages, audios, videos and pictures from the suspected mobile phones through forensic tools. Moreover, the 

researchers mentioned the phases and steps of MFIP. Furthermore, they mention types of data acquisition 

techniques which are used to extract the data from mobile phones. Finally, they discussed MFRF mobile 

forensic readiness framework. 

 

V. ABBREVIATIONS 
 

Abbreviation  Meaning  

MF Mobile Forensic  

PDE Potential Digital Evidence 

MFR Mobile Forensic Readiness 

RAM Read Access Memory 

MFIPF Mobile for Investigation process 

Framework 

SMS Short Message Service 

FDE Full Disk Encryption 

FBE File Based Encryption 

KSU King Saud University 

PDA Personal Digital Assistant 

FTK Forensic Toll kit 

HAUS Homogeneous, Answerable, and 

Unified Strategy 

DFR Digital Forensic Readiness 

DF Digital Forensic  

HMFIPM Harmonized Mobile Forensic 

Investigation Process Model 

FRP Forensics Readiness Policy 

USB universal Serial Bus 
OS Operating System 
PC Personal Computer 
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