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Abstract: 
The problem of picture fraud has become more pervasive in the current digital era as a direct 

result of the ease with which complex image manipulation programs can be accessed. This 

research study provides a comprehensive analysis of several methodologies and approaches 

that are used to detect and localize cases of picture fraud. The primary objective is to provide 

a clear understanding of the most cutting-edge methods that are now being utilized, as well as 

the problems and opportunities that lie ahead. In the field of picture forensics, the focus of 

this article is on several distinct types of image fraud, such as copy-move, splicing, 

retouching, and inpainting forgeries. We study the underlying principles that lie behind 

frequently used detection methods, such as block matching, feature-based analysis, and 

approaches that are anchored in deep learning. In addition, we go over the benefits and 

drawbacks of each strategy, focusing on how they apply to a variety of settings. 

In addition, this article takes a look at the datasets that are typically utilized for the 

training and evaluation of forgery detection algorithms, highlighting both the benefits and the 

limitations of those datasets. In addition to this, we examine the numerous assessment metrics 

that are utilized in order to evaluate the performance of the various methods, with a particular 

focus on the requirement for standardized benchmark datasets and evaluation methodologies. 

In addition, we discuss the obstacles that are presented when attempting to identify 

picture fraud in the real world. These issues include the need to deal with photos that have 

been compressed, images that have varying resolutions, and the existence of post-processing 

effects. In this article, we will discuss the significance of multi-modal analysis and the fusion 

of information obtained from a variety of sources in order to improve the reliability of 

counterfeit detection systems. 
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The approaches that are used to detect picture counterfeiting are the topic of the next 

section of this review. We look at several techniques, such as those based on segmentation, 

texture analysis, and deep neural networks, in order to determine the precise position of 

forged sections inside a picture. We go through their precision, the amount of computing 

complexity they have, and the possible uses they have. 

In conclusion, we discuss the potential of the future. In order to identify and localize 

forged images, it is necessary to keep up with the latest innovations in image editing software 

and build forgery detection systems that are more technologically advanced and effective. 

This is because picture editing techniques are always being refined and improved. We offer 

prospective research avenues, such as Explainable AI, Generative Adversarial Networks 

(GANs) for forgeries production, and hybrid techniques to combine the strengths of various 

detection methods. Specifically, we focus on hybrid approaches to combine the strengths of 

diverse detection methods. 

In conclusion, the purpose of this study is to offer academics and industry professionals in 

This article provides a comprehensive review of the present state of identifying and localizing 

picture forgeries, which falls under the umbrella of image forensics as a discipline. It 

encompasses the most recent developments in forgery detection and localisation, making it 

possible to gain an in-depth comprehension of the subject matter. It is possible to pave the 

way for more effective and reliable forgery detection systems to protect the integrity of 

digital pictures in a variety of applications if we grasp the existing approaches as well as the 

obstacles that they provide. 
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I. Introduction 

Discussion of the implementation and the outcomes may be found in this section. In the first 

step of the process, an adaptive over segmentation method using the feature point matching 

methodology is applied. Following that, the noise attack was included into the adaptive over 

segmentation approach that was presented as part of the work. In the context of this study, the 

detection of forged images of Aadhar cards has been developed as an application. When 

analyzing the data, the F1 measure, recall, and accuracy are taken into consideration.  

 

1.1 Implementation: 

The implementation process is explained using algorithm and flow chart (Figure 1.1) given 

below: 

• To begin, a straightforward image capture application in image processing is utilized to get 

the input image that will be used for testing and the forged image. 

• Use of the discrete wavelet transform on the haar cascade in order to determine the region 

of consideration 

• The regions are divided into blocks in order to facilitate the application of red marking. 

The sum parameter and the mean are both determined for the preparation of the border mask. 

• During this step of the adaptive over segmentation approach, the individual blocks are 

merged together and shown as a single image. 

• The SURF method is utilized to compute features for use in the feature matching 

methodology. 

• The correlation coefficient between the original picture and the one that was faked is 

computed. 

• The geographical area or locality at which a significant difference in the correlation 

coefficient can be found. 
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• The final region is isolated using the segmentation approach so that the morphological 

procedures may work on it. 

• The final output image reveals the area that was found to be fabricated. 

• The evaluation of performance measures such as accuracy, F1 measure, and recall are 

computed after they have been finished. 

Algorithm update for noise attack proposed work- 

• Research may be done on a variety of techniques, including image compression assault, 

rotation attack, noise attack, scaling attack, and down sampling attack, among others. The 

most important of them is the noise attack, which involves subjecting a fabricated picture to 

the impact of noise before determining whether or not the image was forged. 

• After choosing the image to use as the input, the sort of assault will be chosen. 

• Introduction of noise through the use of the random function shown below: nf = 50; 

rand('state',0); ng = rand(size(Q)); 

• Use of the discrete wavelet transform on the haar cascade in order to determine the region 

of consideration 

• The regions are divided into blocks in order to facilitate the application of red marking. 

The sum parameter and the mean are both determined for the preparation of the border mask. 

• During this step of the adaptive over segmentation approach, the individual blocks are 

merged together and shown as a single image. 

• The SURF method is utilized to compute features for use in the feature matching 

methodology. 

• The correlation coefficient between the original picture and the one that was faked is 

computed. 

• The geographical area or locality at which a significant difference in the correlation 

coefficient can be found. 

• The final region is isolated using the segmentation approach so that the morphological 

procedures may work on it. 

• The final output image reveals the area that was found to be fabricated. 

• An analysis of performance measurements such as precision, F1 measure, and recall has 

been finished. These metrics have been calculated. 

• The Aadhar card is obtained as part of the application process; after having the picture 

altered, the forged card is then put through the software's verification process.  

Figure 1 presents the block diagram representation of this procedure.1. The figure 

demonstrates the suggested algorithm's procedure in its entirety step by step. 

 

 
Figure 1.1: Proposed Block Diagram for Image Forgery Detection Algorithm 
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II. Results and Screenshots 

The original picture, seen in figure 2.1, is followed by the fabricated version, shown in figure 

2.2. This is the output from the read instructions in Matlab. 

 
Figure 2.1: Input Image 

 
Figure 2.2: Forged Image 

 
Figure 2.3: Adaptive Over Segmentation FPM output 

 

Following the completion of the DWT step and the blocks for the borders of segment step, 

picture figure 2.3 is obtained.  
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Figure 2.4: Detected Forged Region 

 

Figure 2.4 displays the found fabricated region in white after feature point matching has been 

completed. Figure 2.5 has been used as a mask to this image for the final result. 

 

 
Figure 2.5: Detected Forged Region Final 

Noise attack-based segmentation of the proposed output for AOS is presented with noise 

attack in figure 2.6. 

 
Figure 2.6: Adaptive Over Segmentation with Noise Attack (Proposed) 

 

In figure 2.7 and figure 2.8, final segmentation of detected region is shown. 
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Figure 2.7: Detected Region with Adaptive Over Segmentation with Noise Attack 

(Proposed) 

 
Figure 2.8: Final Detected Region with Adaptive Over Segmentation with Noise Attack 

(Proposed) 

 

III. Comparison Results 

At this point, the straightforward AOS and the noise attack-based AOS are being evaluated in 

terms of their accuracy, recall, and F1 measure. The comparison of precision shown in figure 

3.1 demonstrates that the planned effort will result in an increase in accuracy. 

 

 
Figure 3.1: Precision Comparison Chart 

 

In figure 3.2, the recall value is increased in AOS with noise attack method.  
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Figure 3.2: Recall Comparison Chart 

 

 
Figure 3.3: F1 Measure Comparison Chart 

Similarly in figure 3.3 the F1 measure is improved in the proposed AOS with noise attack 

graph. 

 

 
Figure 3.4: Aadhar Card Input 

 

In figure 3.4, aadhar card is input. And figure 3.5 is the forged aadhar card image. 
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Figure 3.5: Forged Aadhar Card Input 

 

 
Figure 3.6: AOS for Aadhar Card Input 

 

AOS is applied in the image, as shown in Figure 3.6 output. 

 

 
Figure 3.7: AOS pre-processing output for Aadhar Card Input 

 

Pre-processing output for detected region is shown in figure 3.7. and final forged region in 

figure 3.8. 
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Figure 3.8: Detected region for Aadhar Card Input 

 

                              
“Figure 3.9: Final Forged Aadhar Card Output 

 
The forged output is shown in the above figure 3.9 for the aadhar card. 

Performance Evaluation of Aadhar Card Application: 

Elapsed time is 1.922228 seconds. 

recall = 0.9722 

precision = 0.7443 

F1 = 0.8431” 

 

IV. Conclusion 

“The practice of editing photographs is not novel. The ease with which anybody may 

perpetrate a hoax thanks to the widespread availability of sophisticated photographic 

technology and image editing software. The appearance of changed photographs and 

recordings everywhere, from courts to logical journals, is something that should come as no 

surprise to everyone. These recordings and pictures may have a significant impact on society. 

The need for tools that can detect fabrications is clear, and the area of computerized image 

crime scene investigation has emerged to handle this issue without the necessity of any pre-

necessities. In this thesis, a successful implementation of the AOS FPM approach and the 

proposal of a noise attack-based algorithm are both included. Additionally, the algorithm is 

used to the Aadhar card application in order to ensure the confidentiality of the information. 

In addition to that, the suggested work would increase the performance metrics. MATLAB 

was the piece of software that was utilized for this project. The computation was performed 

on a large number of images, and it was revealed that a double-sided JPEG image is 

distinguishable for a variety of value factors. On the other hand, in the event that a changed 

JPEG picture is edited before it is saved again; the shown links are not shown. 
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V. Future Scope 

In spite of the limitations of the methods that are now in use, the field of picture criminology 

is flourishing as a research area, which assures a significant advancement in the identification 

of fakes. The process of manufacturing a forgery that can't be discovered has become more 

difficult and laborious, and it will continue to become more so in the future. In work that will 

be done in the future, other methods like neural networks, machine learning, and data mining 

approaches can be used to vast scales of pictures. As technology continues to advance, it will 

become increasingly important for the study of computerized legal sciences to keep pace with 

it, and the never-ending competition between image fabrication manufacturers and picture 

phony finders will continue.” 
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